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AGREEMENT

This Professional Services Agreement for Managed Security Services (the "Agreement") is made and
entered into by and between the County of Cook, a public body corporate of the STATE OF
ILLINOIS, on behalf of Office of the Chief Procurement Officer hereinaftei referred to as "Counq/,, or
the "Customer" and SECUREWORKS, INC., doing business as a(an) Corporation of the State of
Georgia hereinafter referred to as "Consultant" or "secure'Worlis", pursuant to authorization by the
Cook County Board of Commissioners on July 13,2016, as evidenced by Board Authorization letter
attached hereto as EXHIBIT'.5,,.

BACKGROUND

The County of Cook issued o Request for Proposals ,RFP" for Managed Security Service provider.
Proposals were evaluated in accordance with the evaluation criteria publishia in the RFP. The Consultant was
selected based on the proposal submitted and evaluated by the County representatives.

Consultant represents that it has the professional experience and expertise to provide the necessary
services and further warrants thot it is ready, willing and able to perform in accordance with the terms
and conditions as setforth in this Agreement.

Now, THEREFORE, the county and consultant agree as follows:

TERMS AND CONDITIONS

ARTTCLE 1) TNCORPORATTON OF BACKGROUND

The Background information set forth above is incorporated by reference as if fully set forth here.

ARTICLE 2) DEFINITIONS

a) Definitions

The following words and phrases have the following meanings for purposes of this Agreement:

"Additional Services" means those services which are within the general scope of Services of
this Agreement, but beyond the description of services required under Article j, and all services
reasonably necessary to complete the Additional Services to the standards of performance
required by this Agreement. Any Additional Services requested by the Using Agency require the
approval of the Chief Procurement Officer in a written amendment to this Agreernent before
Consultant is obligated to perform those Additional Services and before the County becomes
obligated to pay for those Additional Services.

"Agreement" means this Professional Services Agreement, including all exhibits attached to it
and incorporated in it by reference, and all amendments, modifications or revisions made in
accordance with its terms.

"Chief Procurement Officer" means the Chief Procurement Officer for the County of Cook and
any representative duly authorized in writing to act on his behalf.
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"Services" means, collectively, the services, duties and responsibilities described in
this Agreement and any and all work necessary to complete them or carry them out
the standard of performance required in this Agreement.

"Subcontractor" or ttsubconsultant" means any person or entity with whom
contracts to provide arry part of the Services on consultant's behalf.

Article 3 of
fully and to

Consultant

b)

"Using Agency" shall mean the department of agency within Cook County including elected
officials.

Interpretation

i) The term "include" (in all its forms) means "include, without limitation" unless
the context clearly states otherwise.

ii) All references in this Agreement to Articles, Sections or Exhibits, unless
otherwise expressed or indicated are to the Articles, Sections or Exhibits of this
Agreement.

iii) words importing persons include firms, associations, partnerships, trusts,
corporations and other legal entities, including public bodies, as well as natural persons.

Any headings preceding the text of the Articles and Sections of this Agreement,
and any tables of contents or marginal notes appended to it are solely for convenience or
reference and do not constitute a part of this Agreement, nor do they affect the meaning,
construction or effect of this Agreement.

v) Words importing the singular include the plural and vice versa. Words of the masculine
gender include the correlative words of the feminine and neuter genders.

All references to a number of days mean calendar days, unless expressly indicated
otherwise.

Incorporation of Exhibits

The following attached Exhibits are made apartof this Agreement:

ir)

vi)

c)

Exhibit I
Exhibit 2

Exhibit 3

Exhibit 4
Exhibit 5

Exhibit 6
Exhibit 7

Exhibit 8

Exhibit 9
Exhibit 10

Scope of Services
Schedule of Compensation
Minority and Women Owned Business Enterprise Commitment and
MBE/WBE Utilization Plan
Evidence of Insurance
Board Authorization
Identifi cation of Subcontractor/Supplier/Subconsultant Form
Cook County Travel and Transportation Policy
IT Special Conditions
Dell SecureWorks Software License and Services Agreement
Grant Agreement
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Exhibit 11 Federal Clause
Exhibit 12 Economic Disclosure Statement

Signature Page

ARTICLE 3) DUTIES AND RESPONSIBILITIES OF CONSULTANT

a) Scope of Sewices

During the term of this Agreement and subject to the terms and conditions herein, SecureWorks
agrees to provide certain: (i) managed security services ("MSS Services"), andlor (ii) security
risk consulting services ("Consulting Services") purchased by Customer. The MSS Services and
Consulting Services are collectively referred to hereafter as the "Services". The Services that
Consultant must provide include, but are not limited to, those described in Exhibit 1, Scope of
Services and Time Limits for Performance, which is attached to this Agreement and incorporated
by reference as if fully set forth here. Consultant must provide the Services in accordance with
the standards of performance set forth in any SOWs/Service Orders and this Agreement.

The Services being purchased shall be specified in one or more service order(s) ("Service
Order(s)") or statement(s) of work ("SOW(s)") executed by the parties. The Chief Information
Security Officer shall execute service orders for the County and Consultant's authorized agent
shall execute on its behalf. A detailed description of the MSS Services being purchased is
provided in the service description and service level agreement ("SLA") for such MSS Services
attached to each Service Order and incorporated therein by reference. All signed Services Orders
and SOWs are subject to the terms and conditions of this Agreement and will include the
following: (i) the particular Services to be performed, including, if applicable, any SLAs; (ii) the
term of the Services; (iii) compensation and billing methods for the Services, as outlined in
Exhibit 2; and (iv) any other applicable information agreed to by the parties. The term of any
service order shall not exceed the term of this Agreement.

SecureWorks will provide the equipment or hardware as necessary for Customer to receive the
MSS Services ("Equipment"). Upon the earlier of the termination or expiration of this
Agreement and/or the applicable Service Order, Customer will retum all Equipment to
SecureWorks. If such Equipment is not returned by Customer, Customer will be responsible for
the then-current replacement costs of such Equipment.

b) Deliverables

In carrying out Consulting Services, Consultant must prepare or provide to the County various
Deliverables. "Deliverables" include written reviews, recofirmendations, reports and analyses,
produced by Consultant specifically for the County.

Except as otherwise provided in an applicable SOW, the County may reject Deliverables that do
not include relevant information or data, or do not include all documents or other materials
specified in this Agreement or reasonably necessary for the purpose for which the County made
this Agreement or for which the County intends to use the Deliverables. If the County
determines that Consultant has failed to comply with the foregoing standards, it has thirty (30)
calendar days from the delivery of the Deliverable to notifu Consultant of its failure. If
Consultant does not correct the failure, if it is possible to do so, within thirty (30) calendar days
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after receipt of notice from the County specifiring the failure, then the County, by written notice,
may treat the failure as a default of this Agreement under Article 9.

Partial or incomplete Deliverables may be accepted for review only when required for a specific
and well-defined purpose and when consented to in advance by the County. Such Delivirables
will not be considered as satis$,ing the requirements of this Agreement and partial or incomplete
Deliverables in no way relieve Consultant of its commitments under this Agreement.

Standard of Performance

Consultant must perform all Services required of it under this Agreement with that degree of
skill, care and diligence normally shown by a consultant performing services of a scope and
purpose and magnitude comparable with the nature of the Services to be provided under this
Agreement. Consultant acknowledges that it is entrusted with or has access to valuable and
confidential information and records of the County and with respect to that information,
consultant agrees to be held to the standard of care of a fiduciary.

Consultant must assure that all Services that require the exercise of professional skills or
judgment are accomplished by professionals qualified and competent in the applicable discipline
and appropriately licensed, if required by law. Consultant remains responsible foi the
professional and technical accuracy of all Services or Deliverables furnished, whether by
Consultant or its Subconsultants or others on its behalf. All Deliverables must be prepared in a
form and content satisfactory to the Using Agency and delivered in a timely manner consistent
with the requirements of this Agreement.

If Consultant fails to comply with the foregoing standards, Consultant must perform again, at its
own expense, all Services required to be re-performed as a direct or indirect result of that failure.
Any review, approval, acceptance or payment for any of the Services by the County does not
relieve Consultant of its responsibility for the professional skill and care and technical accuracy
of its Services and Deliverables. This provision in no way limits the County's rights against
Consultant either under this Agreement, at law or in equity.

Personnel

, Adequate Staffing

During the term of any SOW and/or Service Order, and any extension thereof, Consultant must
assign and maintain an adequate staff of competent personnel that is fully equipped, licensed as
appropriate, available as needed, qualified and assigned to perform the Services. In the event
that any personnel is specifically identified as a key person in a SOW (each a "Key Personnel"),
SecureWorks will use commercially reasonable efforts not to replace such Key Personnel unless
Customer so agrees, which agreement shall not be unreasonably withheld or delayed, except in
the event the applicable Key Personnel resigns, is disabled or his4rer employment is terminated
by SecureWorks. If a Key Personnel is to be replaced whether at SecureWorks or Customer's
reasonable and lawful request, SecureWorks will ensure a smooth transition of such Key
Personnel. The replacement consultant provided by SecureWorks will become a Key Personnel
and shall have substantially similar skills and experience as the Key Personnel being replaced.

d)

6
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e) Minority and women owned Business Enterprises commitment

'",.t,||,::tflT:e of this 1fl.:-.l ,.including the procurement and lease of materials or
:::',r#:*.!:::ll*Tyffi .-by.trremin;;t-#-*;;;ffi ;ffi ,"ffi ;:::ffi1ffi":;
[3:X:]:"S"?j"']'.:"-:::1.1,:x3*ii"",ra,ii.[Jv,ffi ;;:;;;;*;ifi ;;j:T:r,'il
:i::T::j y::,;^*,1#*.9:.priq:e Director, *r,i"r, ;;,;;Hh ," ilr,iliii:'6ffi;,",#;
::fl':i?i"y::gl_L u.lli,utiol pran evide4ing ii' **pri;;ihffi,"r"o"-,il'iilXl'j
part of this Agreement, in upon acceptance by the;ffiffiffi;Htffi#Ll::ntilio^ *i-^-:+-- ^-- : , \-urlsul&lnt musl

[1l7:#i;:ir#i,:1T::_tyT': "*:{p.r,J:it.!*.""1of the amounts committed to bythe Consultant for this Agreement in accordance with F oft

D Insurance

consultant must provide and maintain at consultant's own expense, during the term of thisAgreement and any time period. following ."pi.u,ion if consitant is required to return andperform any of the Services or Additional Services unde, this Agreement, the insurance coverages andrequirements specified below, insuring corrrtturrt', Services provided pursuant to thisAgreement.

D fnsurance To Be provided

workers compensation Insurance, as prescribed by applicable law, covering allemployees who are to provide u ..*i". un{er this Agreement and EmployersLiability coverage with limits of not less than $500.000 Jach accident or illness.

(1)

(2) commercial General Liability (primary and Umbrella)

commercial General Liability Insurance or equivalent with limits of not less than$2.000.000 per occrrrence for bodily injury, p..ro"a injury and property damageliability' coverages must incluae ine r"ri"ia"gr All premises and operations,products/completed operations, separation of irisureds, defense and contractualliability' cook county is to be named as an additional insured on a primary, non-contributory ufs-fo1 flability arising directly or indirectly from th'" i.*i.., u,respects insurable liabilities assumed by Consultant under tiris Agreement.

Subconsulta:{l rerforming Services under this Agreement must maintain limits ofnot less than $r.000.000 with the same terms in this Article 3(f).ie).

(3) Automobile Liabiliry (primary and Umbrella)

When any motor vehicles (owned, non-owned and hired) are used in connectionwith Servi"": 
19 be performed, conqiltant muJ provide Automobile LiabilityInsurance with limits of not less than $1.000.000 pl, o""ur..nce limit, for bodilyinjury and property damage. tt. corn-y i, to u" namea as an additional insuredon a primary, non_contributory basis.
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(4) Professional Liability

When any professional consultants perform Services in connection with this Agreement,
Professional Liability Insurance covering acts, errors or omissions must be maintained
with limits of not less than $2.000.000. Coverage must include insurable contractualliability. When policies are renewed or repla."d, th. policy retroactive date must
coincide with, or precede, start of Services on this Agreement. A 

"lui*s-made 
policy

which is not renewed or replaced must have an extended reporting period of trvo (2j
years.

Subconsultants performing Services under this Agreement must maintain limits of not
less than $1-000.000 with the same terms in Article 3(0i(4).

ii) Additional Requirements

(1) Consultant must fumish the County of Cook, Cook County, Office of the
Chief Procurement Officer, 118 N, Clark St., Room t0i8, Chicago, IL 60602,
certificates of insurance, or such similar evidence, to be in force on the date of
this Agreement, and upon written request, Consultant will provide renewal
certificates of insurance, or such similar evidence, if the coverages have an
expiration or renewal date occurring during the term of this Agreement.
Consultant must submit evidence of insurance prior to the effective date of the
Agreement. The receipt of any certificate does not constitute agreement by the
County that the insurance requirements in this Agreement have bien fully rnet or
that the insurance policies indicated on the certificate are in compliance with all
Agreement requirements. The failure of the County to obtain certificates or other
insurance evidence from Consultant is not a waiver by the County of any
requirements for Consultant to obtain and maintain the specified coverages. Non-
conforming insurance does not relieve Consultant of the obligation to provide
insurance as specified in this Agreement. Nonfulfillment of tn. iniurance
conditions may constitute a violation of this Agreement, and the County retains
the right to terminate this Agreement or to suspend this Agreement until proper
evidence of insurance is provided.

(2) All deductibles or self-insured retentions on referenced insurance coverages must
be borne by Consultant. Consultant agrees that insurers waive their iights of
subrogation against the County of Cook, its employees, elected officials, ag-ents or
representatives.

(3) The coverages and limits furnished by Consultant in no way limit Consultant,s
liabilities and responsibilities specified within this Agreement or by law. Any
insurance or self-insurance programs maintained by thi County of CLok apply in
excess of and do not contribute with insurance provided by Consultant under this
Agreement.

The required insurance is not limited by any limitations expressed
indemnification language in this Agreement or any limitation placed
indemnity in this Agreement given as a matter of law.

in the
on the

(4)
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(5) Consultant must require all Subconsultants to provide the insurance required in
this Agreement, or Consultant may provide the coverages for Subconsultants. All
Subconsultants are subject to the same insurance requirements as Consultant
unless otherwise specified in this Agreement. If Consultant or Subconsultant
desires additional coverages, the party desiring the additional coverages is
responsible for its acquisition and cost.

(6) The County's Risk Management Office maintains the rights to modify, delete,
alter or change these requirements based on the County's determination of
changes in risk exposures. "Risk Management Office" means the Risk
Management Office, which is under the direction of the Director of Risk
Management and is charged with reviewing and analyzing insurance and related
liability matters for the County.

Indemnification

SecureWorks shall defend, indemnifu and hold harmless the Customer Indemnified parties from
any damages, costs and liabilities, expenses (including reasonable and actual attorney,s fees)
("Damages") actually incurred or finally adjudicated as to any third-party claim or action
alleging that the Products, MSS Services, Consulting Services or any Customer Reports preparedor produced by SecureWorks and delivered pursuant to this Agreemenf infringe or
misappropriate any third party's patent, copyright, trade secret, or other intellectual pripe.ty
rights enforceable in the country(ies) in which the Products, MSS Services or any Customer
Reports are performed or prepared for Customer by SecureWorks ("Indemnified Claims,,). If an
Indemnified Claim under this Section occurs, or if SecureWorks determines that an Indemnified
Claim is likely to occur, SecureWorks shall, at its option: (A) obtain a right for Customer to
:91lin* using such Products, MSS Services or Customer Reports; 6; moaify such products,
MSS Services or Customer Reports to make them non-infringing; - iil replace such products,
MSS Services or Customer Reports with a non-infringing equivalent. lila;,lB) or (C) above are
not reasonably available, either party may, at its option, terminate this MSSA and/or the relevant
Service Order and SecureWorks will refund any pre-paid fees on a pro-rata basis for the
allegedly infringing Products, MSS Services or Customei Reports that have not been performed
or provided. Notwithstanding the foregoing, SecureWorks shall have no obligation under this
Section for any claim resulting or arising from: (A) modifications made to the products, MSS
Services or Customer Reports that were not performed or provided by or on behalf of
SecureWorks; or (B) the combination, operation or use by iustom", oi anyone acting on
Customer's behalf, of the Products, MSS Services or Customer Reports in connection with a
third-party product or service (the combination of which causes the iniringement).

The Consultant covenants and agrees to indemni& and save harmless the County and its
commissioners, officials, employees, agents and representatives, and their respective heirs,
successors and assigns, from and against any and all costs, expenses, attomey'i fees, losses,
damages and liabilities incurred or suffered directly or indirectiy from or auributable to any
claims arising out the negligent performance or nonperformance of this Agreement by thl
Consultant, or the negligent acts or omissions of the offi."rr, agents, employ-es, Consuliants,
subconsultants, licensees or invitees of the Consultant.

The Consultant agrees to indemni& and hold harmless the County from any third-party claim or
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action, including those filed by County employees, (i) for personal bodily injuries, including
death, or tangible property damage resulting from the Consultant's nigligence or willful
misconduct, and (ii) relating to Security violation or alleged violation of appficaUle export laws,
regulations and orders.

County agrees to and does hereby assume sole responsibility for its own acts and omissions with
respect to third parties which give rise to any claim arising out of this Agreement; provided,
however, that Customer's responsibility or liability for any du-ag"s arisin[ out of its acts and
omissions are expressly subject to the limitations set forth in the Illinois Tort Immunity Act.

The Consultant expressly understands and agrees that any Performance Bond or insurance
protection required of the Consultant, or otherwise provided by the Consultant, shall in no way
limit the responsibility to indemnifi, the County as hereinabove provided.

Confidentialify and Ownership of Documents

Consultant acknowledges and agrees that information regarding this Agreement is confidential and
shall not be disclosed, directly, indirectly or by implication, oib" .m"d by Consultant in any way,
whether during the term of this Agreement or at any time thereafter, except solely as required in
the course of Consultant's performance hereunder. Consultant shall comply with the applicable
privacy laws and regulations affecting County and will not disclose ani of County's iecords,
materials, or other data to any third party. Consultant shall have the right to compile and distribute
statistical analyses and reports utilizing data derived from informaiion or data obtained from
County; provided that such information or data shall be aggregated and Consultant may not use
any such information or data that is identifiable to County without the prior written approval of
County. In the event such approval is given, any such reports published and distrituted by
Consultant shall be furnished to County without charge.

SecureWorks will provide Customer with: (i) user IDs, tokens, passwords, (ii) access and use of
the software (in object code format only), (iii) digital signatures, and (iv) access and use of the
SecureWorks customer portal (the "Portal"), as necessary for Customer to receive the MSS
Services (the "Software") and the applicable written directions and/or policies relating to the MSS
Services, which may be in paper or electronic format (the "Documentation" and collectively, with
the MSS Services, Equipment and the Software, the "Products"), or a combination therlof, as
necessary for Customer to receive the MSS Services and access the Portal. SecureWorks grants to
Customer a limited, nontransferable, royalty-free and nonexclusive license to access and use, and
for Customer's AfEliate(s) to access and use, during the term of the MSS Services only, the
Products delivered to Customer, subject to the restrictions set forth below.

Customer (i) will use the Products for its intemal security pu{poses, or for the internal security
purposes of Customer's Affiliates purchasing MSS Services hereunder, and (ii) will not, for itseli
any Affiliate of Customer or any third party: (a) sell, rent, license, assign, distribute, or transfer any
of the Products for commercial purposes; (b) decipher, decompile, disassemble, reconstruct,
translate, reverse engineer, or discover any source code of the Software; (c) copy any Software or
Documentation, except that Customer may make a reasonable number 

-of 
cLpies of the

Documentation for its internal use (provided Customer reproduces on such copies ali proprietary
notices of SecureWorks or its suppliers); or (d) remove from any Software, Documentation or
Equipment any language or designation indicating the confidential nature thereof or the proprietary
rights of SecureWorks or its suppliers. In addition, Customer will not, and will noi permit

10
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unaffiliated third parties to, (I) use the Products on a time-sharing, outsourcing, service bureau,
hosting, application service provider or managed service provider basis; (II) alter any aspect of any
Software or Equipment; or (III) except as permitted under this egreement, aisign, transfei,
distribute, or otherwise provide access to any of the Products to any unaffiliated third party or
otherwise use any Product with or for the benefit of any unaffiliated third party

Customer shall own all right, title and interest in and to any written summaries, reports, run books,
analyses, and findings or other information or documentation prepared uniquelyand exclusively
for Customer in connection with the Services and as specified in a Service Order/SOW (tlle
"Customer Reports"). The provision by Customer of any Customer Report or any information
therein to any unaffiliated third party shall not entitle sucir unaffiliated third party io rely on the
Customer Report or the contents thereof in any manner or for *y prrrpore whatsoever, and
SecureWorks specifically disclaims all liability for any damages whatsoevei (whether foreseen or
unforeseen, direct, indirect, consequential, incidental, special, exemplary or punitive) to such
unaffiliated third party arising from or related to reliance by such unaffiliated third party on any
Customer Report or any contents thereof.

Intellectual Property Rights

SecureWorks' Proprietary Rights. As between Customer and SecureWorks, SecureWorks will
own all right, title and interest in and to the Products and Services, other than those rights granted
to the County under this Article 3(i). This Agreement does not transfer or convey to Customer or
any third party, any right, title or interest in or to the Products and Services or any associated Ip
rights, other than those granted in the Customer Reports. SecureWorks agrees to transfer to
Customer, all right, title and interest in and to any Customer Purchased Equipment, excluding any
right, title or interest in and to the Software and any other Secureworks IP loaded onto such
Customer Purchased Equipment. In addition, Customer agrees that SecureWorks is the owner of
all right, title and interest in all IP in any work, includlng, but not limited to, all inventions,
methods, processes, an{. gomputer progftrms including ary io.rrr. code or object code, (and any
enhancements and modifications made thereto) contained within the Services and/or Products
(collectively, the "Works"), developed by SecureWorks in connection with the performance of the
Services hereunder and of general applicability across SecureWorks' customer base, and Customer
hereby assigns to SecureWorks all right, title and interest in and to any copyrights that Customer
may have in and to such Work; provided, however, that such Work shall not include Customer,s
Confidential Information (as defined in Section 8), CustomerData, Customer Reports or other
information belonging, referencing, identifuing or pertaining to Customer or Customer Affiliates.
Without limiting the foregoing, SecureWorks will own all right, title and interest in all Ip in any
advisory dat4 threat dat4 vulnerability dat4 analyr"s, s,rro-aries, bulletins and information made
available to Customer in SecureWorks' provision of its Counter Threat Intelligence Services (the
"TI Reports"), provided that SecureWorks grants to Customer a fully-paid, pefetual, irrevocaile,
non-exclusive, limited license to use, reproduce, modifu, publicly display-and create derivative
works based upon all such TI Reports for use by Customer and its Affiliates.

Customer License to Customizatton
Dwing the term of the Services, SecureWorks grants to Customer a limited, non-exclusive license
to use such Works and TI Reports solely for Customer to receive the Services and for Customer,s
or its Affiliate's internal security purposes only. Customer acknowledges that any license to the
SecureWorks Products, Services, Works and TI Reports, via customei portal, expires upon the
expiration ortermination of any individual Service Order/SOW and/or this Agreement.

i)

11
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Customer's Proprietary Rights. Customer represents and warrants that it has the necessary rights,
power and authority to transmit Customer Data (as defined below) to SecureWorks under this
Agreement. As between Customer and SecureWorks, Customer will own all right, title and
interest in and to (i) any data provided by Customer and/or its Affiliate(s) to SecureWorks and/or
Customer and/or its Affiliate(s)' data accessed or used by SecureWorks or transmitted by
Customer and/or its Affrliate(s) to SecureWorks or SecureWorks Equipment in connection with
SecrrreWorks' provision of the Services, including, but not limited io, Customer,s and./or its
Affiliate(s)' data included in any written or printed summaries, run books, analyses or reports
generated in connection with the Services (Customer and its Affiliate(s)' data, collectively, the
"Customer Datd'), (ii) all intellectual property, including patents, 

"opy.ightr, 
trademarks,'trade

secrets and other proprietary information ("IP") of Customer that may-be made available to
SecureWorks in the course of providing Services under this Agreement and (iii) all confidential or
proprietary information of Customer or Customer Affiliatis, including,r but not limited to,
Customer Data, Customer Reports, and other Customer files, documentation and related materials,
in each case under this clause (iii), obtained by SecureWorks in connection with this Agreement.

During the term of the Services, Customer grants to SecureWorks a limited, non-exclusive
license to use the Customer Data solely for the p,r.poser contemplated by this Agreement and for
SecureWorks to perform the Services'her"urrd"r. 'ifrir Agreement does not transfer or convey to
SecureWorks or any third party any right, title or interest in or to the Customer Data or any
associated IP rights, but only a limited right of use as granted in and revocable in accordance
with this Agreement.

Examination of Records and Audits

The Consultant agrees that the Cook County Auditor or any of its duly authorized representatives
shall, upon reasonable advance notice, not less than thirty l3O; dryr, until expiration of three (3)
years after the final payment under the Contract, have access and the right to examine any books,
documents, papers, canceled checks, bank statements, purveyor's and ottrer invoices, and records of
the Consultant related to the Contract, or to Consultant's compliance with any term, condition or
provision thereof. The Consultant shall be responsible for 

"itublishir,g 
and maintaining records

sufficient to document the costs associated with performance under the terms of this Contract. The
County's audit rights shall not include the right to audit: (i) the confidential information of
SecureWorks' other customers or vendors, (ii) intemal audit reports created by SecureWorks,

intemal audit group as part of SecureWorks' corporate internal audit functio, *d not provided to
SecureWorks' other customers generally, (iii) records regarding SecureWorks' m-anufacture,
design and production of proprietary policies and processes used i, tt. provision of the Services,
(iv) access to SecureWorks' labs. SecureWorks shall make its operations and data centers available
during normal business hours for security auditing purposes wiitr thirty (30) days' advance written
request. Any access to Consultant's sensitive facilities is strictly prohibited, in accordance with
regulatory restrictions on access to data of Consultant's other 

",rito-"rc 
(although a permitted

auditor shall be entitled to observe the SOC via a viewing window). Consultait ugr"", .rpon
providing documentation in response to an audit request to indicate if documentation is of a
confidential nature and should be treated as such by the Cook County Auditor or any of its duly
authorized representatives.

The Consultant agrees upon providing documentation in response to an audit request to indicate if
documentation is of a confidential nature and should be treated as such bV ih" Cook County
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Auditor or any of its duly authorized representatives.

The Consultant further agrees that it shall include in all of its agreements with any Subconsultants
hired to perform Services hereunder a provision that allows the-Cook County Auditor or any of its
duly authorized representatives shall, until expiration of three (3) years after final payment under
the subcontract, have access and the right to examine any booki, documents, papers, canceled
checks, bank statements, purveyor's and other invoices and records of such Subcontractor
involving transactions relating to the subcontract, or to such Subcontractor compliance with any
term, condition or provision thereunder or under this Agreement.

In the event the Contractor receives payment under this Agreement, payment for which is later
disallowed by the County because the Services were not piovidea oittre Deliverables were not
delivered, the Contractor shall promptly refund any sums due to the County following the
delivery of the audit results to the Contractor. The County may credit the amount disallowed
from the next payment due or to become due to the Contractor under any contract with the
County.

If Consultant carries out any of its duties under this Agreement through a Subconsultant
involving a value of cost of $10,000.00 or more over a 12 month period, donsultant will cause
such subcontract to contain a clause to the effect that, until the expiration ofthree (3) years after
the furnishing of any service pursuant to said subcontract, the Subconsultant will make available
upon request of the Secretary of Health and Human Services or the Comptroller General of the
United States or any of their duly authorized representatives, copies of said subcontract and any
books, documents, records and other data of said related orgarizition that are necessary to certify
the nature and extent of such costs. This paragraph relating to the retention and production of
documents is included because of possibli application of 

-Section 
1861(v)(1)(D of the Social

Security Act to this Agreement; if this Section should be found to be inapplicable, then this
paragraph shall be deemed inoperative and without force and effect.

Subcontracting or Assignment of contract or Contract Funds

Once awarded, this Agreement shall not be subcontracted or assigned, in whole or in part, without
the advance written approval of the Chief Procurement Officir, which approval shall not be
unreasonably wittrtreld. The Consultant shall not transfer or assign *y 

"orrt 
u"t funds or any

interest therein due or to become due without the advanc. *ritt", approval of the Chief
Procurement OfEcer- The unauthoized, assignment of this Agreement, in whole or in part, or the
unauthorized transfer or assignment of any contract funds, either in whole or in part, or any interest
therein, which shall be due or are to become due the Consultant shall have no effect on the Countv
and are null and void.

Prior to the commencement of this Agreement, the Consultant shall identifu in writing to the Chief
Procurement Officer the names of any and all Subcontractors it intends to use in the perfonnance
of this Agreement by completing the Identification of Subcontractor/Supplier/ Subconsultant Form
("ISF'). The Chief Procurement offrcer shall have the right to disappror. *y Subcontractor. All
Subcontractors shall be subject to the terms of this Contact. Upon written iequest of the Chief
Procurement officer, Consultant shall provide copies of subcontracts (provided that
confidentiaVproprietary information may be redacted) fo, *y Subcontractors identified in the
MBE MBE Utilization Plan or any Subcontractors that are engaged specifically and solely to
provide Services to the County as set forth in this Agreement as identified in the Identification of

13
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Subcontractor/Supplier/Subconsultant Form." The Chief Procurement Ofiicer shall have the right
to disapprove any Subcontractor. All Subcontractors shall be subj.ect to the terms of this Contract.

The Consultant must disclose the name and business address of each Subcontractor hired by
Consultant to perform Services under this Agreement, as well as the nature of the relationship, and
the total amount of the fees paid or estimated to b" paid. The Consultant is not required to disclose
employees who are paid or estimated to be paid. The Consultant is not required to disclose
employees who are paid solely through the corxultant,s regular payroll.

The Consultant must disclose the name and business address of any attorney, Lobbyist, accountant,
consultant and any other person or entity whom the Consultani retains specifically to perform
services for this Agreement, as well as the nature of the relationship, and tire total amount of the
fees paid or estimated to be paid. The Consultant is not required to disclose employees who are
paid or estimated to be paid. The Consultant is not required to disclose employees who are paid
solely through the Consultant's regular payroll. "Lo6byist" means *y p".ro, or entity who
undertakes to influence any legislation oradministrative action on behalf oi *y person or entity
other than: (1) a not-for-profit entrty, on an unpaid basis, or (2), himself. "Lobtyist,, also means

'my 
person or entity any part of whose duties as an employee of another includes undertaking to

influence any legislative or administrative action. ti tne Consultant is uncertain whether a
disclosure is required under this Section, the Consultant must either ask the County, whether
disclosure is required or make the disclosure.

The County reserves the right to prohibit any person from entering any County facility for any
reason' All Consultants and Subcontractors of the Consultant shall be accountable to the Chief
Procurement Officer or his designee while on any County property and shall abide by all rules and
regulations imposed by the County.

Limitation of Liability

i) NEITHER THE SECUREWORKS PARTIES NOR CUSTOMER WILL BE LIABLE
FOR ANY INCIDENTAL, INDIRECT, PUNITIVE, SPECIAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF OR IN CONNECTION WITH THIS AGREEMENT.
NOTWITHSTANDING THE FOREGOING, NEITHER PARTY SHALL HAVE ANY
LIABILITY FOR THE FOLLOWING: (A) LOSS OF REVENUE, INCOME, PROFIT,
OR SAVINGS, (B) LOST OR CORRUPTED DATA OR SOFTWARE, LOSS OF USE
OF SYSTEM(S) OR NETWORK, OR THE RECOVERY OF SUCH, (C) LOSS OF
BUSINESS OPPORTTINITY, OR (D) BUSINESS INTERRUPTION OR DOWNTIME.

ii) EXCEPT FOR CLAIMS ARISING FROM THE WILLFUL MISCONDUCT OR
GROSS NEGLIENCE OF A PARTY, OR A PARTY'S LINAUTHORIZED USE OR
DISCLOSURE OF THE OTHER PARTY'S CONFIDENTIAL INFORMATION IN
BREACH OF ARTICLE 3(H) (IT BEING I-INDERSTOOD AND AGREED THAT
ANY TINAUTHORIZED INTRUSION INTO A NETWORK AND ACCESS TO
CONFIDENTIAL INFORMATION BY A THIRD PARTY (E.G., A 'HACK") WILLNOT CONSTITUTE AN LTNAUTHORIZED USE OR DISCLSOURE OF
CONFIDENTIAL INFORMATION FOR THIS PURPOSE), NEITHER PARTY'S
AGGREGATE LIABILITY FOR ALL CLAIMS ARISING OUT OF OR IN
CONNECTION WITH THIS AGREEMENT SHALL EXCEED TWO (2) TIMES THE
AMOLINTS PAID OR PAYABLE BY CUSTOMER FOR THE SERVICES
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PROVIDED DURING THE TWELVE (12) MONTH PERIOD PRIOR TO SUCH
CLAIM (excludes gross negligence/willful misconduct, bodily injury or death/property
damage, and confidentiality/security breaches);

iii) The foregoing limitations, exclusions and disclaimers shall apply, regardless of whether
the claim for such damages is based in contract, warranty, strict liability, negligence, and
tort or otherwise. Insofar as applicable law prohibits any limitation herein, the parties
agree that such limitation will be automatically modified, but only to the extent so as to
make the limitation permitted to the fullest extent possible under such law.

ARTICLE 4) TERM OF PF,RFORMANCE

a) Term of Performance

This Agreement takes effect when approved by the Cook County Board and its term shall begin
on July 13,2016 ("Effective I)ate") and continue until July 12,2019 or until this Agreement is
terminated in accordance with its terms, whichever occurs first.

b) Timeliness of Performance

i) Consultant must provide the Services and Deliverables within the term and within
the time limits required under this Agreement, pursuant to the provisions of Section 4.a
and Exhibit 1.

ii) Neither Consultant nor Consultant's agents, employees nor Subcontractors are entitled to
any damages from the County, nor is any party entitled to be reimbursed by the County, for
damages, charges or other losses or expenses incurred by Consultant by reason of delays or
hindrances in the performance of the Services, whether or not caused by the County.
SecureWorks will be granted a reasonable extension to perform its obligations under this
Agreement to the extent such failure is caused solely by Customer's delay in performing or
failure to perform its responsibilities under this Agreement and/or the applicable Service
Order/SOW.

c) Agreement Extension Option

The Chief Procurement Officer may at any time before this Agreement expires elect to renew
this Agreement for up to two (2) additional one-year renewal periods under the same terms and
conditions as this original Agreement, except as provided otherwise in this Agreement, by notice
in writing to Consultant. After notification by the Chief Procurement Officer, this Agreement
must be modified to reflect the time extension in accordance with the provisions of Section 10.c.

ARTICLE 5) COMPENSATION

a) Basis of Payment

The County will pay Consultant according to the Schedule of Compensation in the applicable
Service Order or SOW. If no Schedule of Compensation is included, then (i) all charges, fees,
payments and amounts hereunder will be in United States dollars, and (ii) all undisputed amounts
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due hereunder are payable within forty-five (45) days from the date of the invoice, which shall be
submitted to Customer electronically, (the ..Invoice Due Date,,).

Method of Payment
All invoices submitted by the Consultant shall be in accordance with the cost provisions
contained in the Agreement and shall contain a description of the Products/Services, including, if
applicable, the quantity of the Products/Services, for which payment is requested. All invoices
for Consulting Services shall include, if applicable, itemized entries indicating the date or time
period in which the services were provided, the amount of time spent performing the services,
and a detailed description of the services provided during the period of the invoice. Invoices for
new charges shall not include "past due" amounts, if any, which amounts must be set forth on a
separate invoice. Consultant shall not be entitled to invoice the County for any late fees or other
penalties.

In accordance with Section 34-177 of the Cook County Procurement Code, the County shall have a
right to set off and subtract from any invoice(s) or contract price, a sum equal to any fines and
penalties, including interest, for any tax or fee delinquency and any debt or obligation owed by the
Consultant to the County.

The Consultant acknowledges its duty to ensure the accuracy of all invoices submitted to the
County for payment. By submitting the invoices, the Consultant certifies that all itemized entries
set forth in the invoices are true and correct. The Consultant acknowledges that by submitting the
invoices, it certifies that it has delivered the Deliverables, i.e., the goods, supplies, services or
equipment set forth in the Agreement to the Using Agency, or that it has properly performed the
services set forth in the Agreement. The invoice must also reflect the dates and amount of time
expended in the provision of services under the Agreement. The Consultant acknowledges that
any inaccurate statements or negligent or intentional misrepresentations in the invoices shall result
in the County exercising all remedies available to it in law and equity including, but not limited to,
a delay in payment or non-payment to the Consultant, and reporting the matter to the Cook County
Office of the Independent lnspector General.

When Consultant receives any payment from the County for the Services provided to the County
pursuant to its Agreement, the Consultant must make payment to any of its Subcontractors that
are en9aged specifically and solely to provide Services to the Countv as set forth in this
Agreement. within fifteen (15) days after receipt of payment from the County, provided that such
Subcontractor has satisfactorily provided the supplies, equipment, goods or services in
accordance with this Agreement and has provided the Consultant with ali of the documents and
information required by the Consultant. The Consultant may delay or postpone payment to a
Subcontractor when the Subcontractor's supplies, equipment, goods, or services do not comply
with the requirements of this Agreement, the Consultant is acting in good faith, and not in
retaliation for a subcontractor exercising legal or contractual rights.

Funding

The source of funds for payments under this Agreement is identified in Exhibit 2, Schedule of
Compensation. Payments under this Agreement must not exceed the dollar amount shown in
Exhibit 2 without a written amendment in accordance with Section 10.c.

Non-Appropriation

c)

d)
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If no funds or insufficient funds are appropriated and budgeted in any fiscal period of the County
for payments to be made under this Agreement, then the County will notify Consultant in writing
of that occrurence, and this Agreement will terminate on the earlier of the last day of the fiscal
period for which sufficient appropriation was made or whenever the funds appropriated for
payment under this Agreement are exhausted. Payments for Services completed to the date of
notification will be made to Consultant. No payments will be made or due to Consultant and
under this Agreement beyond those amounts appropriated and budgeted by the County to fund
payments under this Agreement.

e) Taxes

Federal Excise Tax does not apply to materials purchased by the County by virtue of Exemption
Certificate No. 36-75-0038K. Illinois Retailers'Occupation Tax, Use Tax and Municipal Retailers'
Occupation Tax do not apply to deliverables, materials or services purchased by the County by
virhre of statute. The price or prices quoted herein shall include any and all other federal and/or
state, direct and/or indirect taxes which apply to this Agreement. The County's State of Illinois
Sales Tax Exemption IdentificationNo. is E-9998-2013-07.

0 Nonpayment

Customer shall have the right to reasonably, and in good faith, dispute any invoice or any portion
of any invoice claimed by SecureWorks as due and payable provided that, prior to the Invoice Due
Date, Customer (i) timely pays any undisputed portion of the amount, due and payable, and (ii)
provides SecureWorks with written notice speciffing,the disputed amount and the basis for the
dispute in reasonable detail. ln addition, SecureWorks, without waiving any other rights or
remedies to which it may be entitled, shall have the right, upon prior written notice to Customer, to
suspend the Services until such payment is received.

ARTICLE 6) DISPUTES

Any dispute arising under this Agreement between the County and Consultant shall be decided by the
Chief Procurement Officer. The complaining party shall submit a written statement detailing the dispute
and specifuing the specific relevant contract provision(s) to the Chief Procurement Officer. Upo, request
of the Chief Procurement OfEcer, the party complained against shall respond to the complaini in writing
within five days of such request. The Chief Procurement Officer will reduce her decisiol to *ritir,g ana
mail or otherwise furnish a copy thereof to the Consultant. The decision of the Chief Procurement Officer
will be final and binding. Dispute resolution as provided herein shall be a condition precedent to any other
action at law or in equity. However, unless a notice is issued by the Chief Procurement Officer indicating
that additional time is required to review a dispute, the parties may exercise their contractual remedies, ii
any, if no decision is made within sixty (60) days following notification to the Chief Procurement Officer
of a dispute. No inference shall be drawn from the absence of a decision by the Chief Procurement Officer

Notwithstanding a dispute, except for dispute relating to the County's payment obligations, each party
shall continue to discharge all its obligations, duties and responsibilities set forth in this Agreement during
any dispute resolution proceeding unless otherwise agreed to by the County in writing. If Consultant finds
the county in default, consultant will provide written notice that County has sixty (6-0) days to remediate
behre temrination of contract.
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ARTICLE 7) COOPERATION WITH INSPECTOR GENERAL AND COMPLIANCE

WITH ALL LAWS

The Consultant, Subcontractor, licensees, grantees or persons or businesses who have a County contract,
grant, license, or certification of eligibility for County contracts shall abide by all of the applicable
provisions of the Offic9 of the Independent lnspector deneral Ordinance (Section 2-2tI et. seq. of the
Cook County Code of Ordinances). Failure to cooperate as required may result in monetary and/or other
penalties.

The Consultant shall-observe and comply with the laws, ordinances, regulations and codes of the Federal,
State, County and other local govemment agencies which may in *y--*r". affect the performance of
this Agreement including, but not limited to, those County Ordinances set forth in the Certifications
attached hereto and incorporated herein. Assurance of compliance with this requirement by the
Consultant's employees, agents or Subcontractor shall be the responsibility of the Consuliant.

The Consultant shall secure and pay for all federal, state and local licenses, permits and fees required for
Consultant's Services hereunder.

ARTICLE 8) SPECIAL CONDITIONS

a) Warranties and Representations

In connection with signing and carrying out this Agreement, consultant:

i) warrants that consultant is appropriately licensed to perform
the Services required under this Agreement and will perform no Services for which a
professional license is required by law and for which Consultant is not appropriately
licensed;

warrants it is financially solvent; it and each of its employees, agents and
Subcontractors of any tier are competent to perform the Services required under this
Agreemenl; and Consultant is legally authorized to execute and perform or cause to be
performed this Agreement under the terms and conditions stated in this Agreement;

warrants that it will not knowingly use the services of any ineligible consultant or
Subcontractor for any purpose in the performance of its Services under this Agreement;

warrants that Consultant or Subcontractor is not in default at the time this
Agreement is signed, and has not been considered by the Chief Procurement Officer to
haye,within five (5) years immediately preceding the date of this Agreement, been found
to be in default on any contract awarded by the County;

represents that it has carefully examined and aaalyzedthe provisions and requirements of
this Agreement; it understands the nature of the Services required; from its own analysis
it has satisfied itself as to the nature of all things needed for the performance of this
Agreement; this Agreement is feasible of performance in accordance with all of its
provisions and requirements, and Consultant warrants it can and will perform, or cause to
be performed, the Services in accordance with the provisions and requirements of this
Agreement;

ii)

iii)

iv)

v)
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represents that Consultant and, to the best of its knowledge, its Subcontractors are not in
violation of the provisions of the Illinois Criminal Code, 720 ILCS 51338 as amended;
and

vii) acknowledges that any certification, affidavit or acknowledgment made under oath in
connection with this Agreement is made under penalty of perjury and, if false, is also
cause for termination under Sections 9.aand9.c.

Ethics

i) In addition to the foregoing warranties and representations, Consultant warrants:

(1) no officer, agent or employee of the County is employed by Consultant orhas a
financial interest directly or indirectly in this Agreement or the compensation to
be paid under this Agreement except as may be permitted in writing by the Board
of Ethics.

(2) no payment, gratuity or offer of employment will be made in connection with this
Agreement by or on behalf of Consultant or any Subcontractors or anyone
associated with them, as an inducement for the award of a subcontract or order.

Business Documents

At the request of the County, Consultant must provide corporate documents which provide that
the person executing this Agreement has the autlority to bind the Consultant.

Conflicts of Interest

i) No member of the governing body of the County or other unit of government and
no other officer, employee or agent of the County or other ,rrit of government who
exercises any functions or responsibilities in connection with the Services to which this
Agreement pertains is permitted to have any personal interest, direct or indirect, in this
Agreement. No member of or delegate to the Congress of the United States or the Illinois
General Assembly and no Commissioner of the Cook County Board or County employee
is allowed to be admiued to any share or part of this Agreement or to any financial
benefit to arise from it.

Consultant covenants that it, and to the best of its knowledge, its Subcontractors if
any (collectively, "Consulting Parties"), presently have no direct or indirect interest and
will not acquire any interest, direct or indirect, in any project or contract that would
conflict in any manner or degree with the performance of its Services under this
Agreement.

If Consultant becomes aware of a conflict, it must immediately stop work on the
assignment causing the conflict and notifr the County.

Without limiting the foregoing, if the Consulting Parties assist the County in determining
the advisability or feasibility of a project or in recorlmending, resear.hing, preparing,

b)

c)

d)

ii)

iii)

ir)
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drafting or issuing a request for proposals or bid specifications for a project, the
Consulting Parties must not participate, directly or indirectly, as a prime, Subcontractor
orjoint venturer in that project or in the preparation ofa proposal or bid for that project
during the term of this Agreement or aftirwards. The Conrrritiog parties may, ho-wever,
assist the County in reviewing the proposals or bids for the project if none of the
Consulting Parties have a relationship with the persons or entities that submitted the
proposals or bids for that project.

v) The Consultant further covenants that, in the performance of this Agreement, no
person having any conflicting interest will be assigned to perform any Services or have
access to any confidential information, as defined in Section 3.h of this Agreement. If the
County, by the Chief Procurement Officer in his reasonable judgment,letermines that
any of Consultant's Services for others conflict with the Services Consultant is to render
for the County under this Agreement, County may immediately terminate this Agreement
pursuant to 9a and 9c.

vi) Furthermore, if any federal funds are to be used to compensate or reimburse
Consultant under this Agreement, Consultant represants that it is and will remain in
compliance with federal restrictions on lobbying set forth in Section 319 of the
Department of the Interior and Related Agencies Appropriations Act for Fiscal year
1990,31 U.S.C. S 1352, and related rules and regulations set forth at 54 Fed. Reg. 52,309ff' (1989), as amended. If federal funds *" to be used, Consultant must execute a
Certification Regarding Lobbying, which will be attached as an exhibit and incorporated
by reference as if fully set forth here.

e) Non-Liability of public Ofricials

Consultant and any assignee or Subcontractor of Consultant must not charge any official, employee or
agent of the County personally with any liability or expenses of defense oihold any official, 

"rr1ptoy".or agent of the County personally liable to them undier any term or provision oi this Agreement or
because of the County's execution, attempted execution or -y breach of tfri, Agreement.

ARTICLE 9) EVENTS OF DEF'AULT, REMEDIES, TERMINATION, SUSPENSION
AND RIGHT TO OFT'SET

a) Events of DefaultDefined

The following constitute events of default:

i) Any material misrepresentation, whether negligent or willful and whether in the
inducement or in the performance, made by one party to the other.

ii) Any material failure of a party to perform any of its obligations under this Agreement,
and such default continues un-remedied for a period of sixty (60) days following written
notice of default, including the following:

(a) Consultant's material failure to perform the Services in accordance with the terms
and conditions of this Agreement or inability to perform the Services
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satisfactorily as a result of insolvency, filing for bankruptcy or assignment for the
benefit of creditors;

(b) Failure to promptly re-perform within a reasonable time Services that were
rejected as eroneous or unsatisfactory;

(c) Consultant's discontinuance of the Services for reasons within Consultant's
reasonable control; and

(d) A party's material failure to comply with any other material term of this
Agreement,

including the provisions concerning insurance, confidentiality and ownership of
documents, intellectual property and nondiscrimination.

iii) Any change in ownership or control of Consultant without the prior written approval of
the Chief Procurement Officer, which approval the Chief Procurement Officer will not
unreasonably withhold

irr) Consultant's default under any other agreement it may presently have or may enter into
with the County during the life of this Agreement. Consultant acknowledges and agrees
that in the event of a default under this Agreement the County may also declare a default
under any such other Agreements.

v) Failure to comply with ArticleT inthe performance of the Agreement.

vi) Consultant's repeated or continued violations of County ordinances unrelated to
performance under the Agreement that in the opinion of the Chief Procurement Officer
indicate a willful or reckless disregard for County laws and regulations.

Remedies

The occurrence of any event of default permits the non-defaulting, at the non-defaulting party's
sole option, to declare the other party in default. The Chief Procurement Officer may in t is slte
discretion give Consultant an opportunity to cure the default within a certain period of time,
which period of time must not exceed 30 days, unless extended by the Chief Procurement
Officer. Consultant shall in its sole discretion give the County an opportunity to cure the default
yrtr, a certain period of time, which period of time must not .r,"iid 30 days, unless extended
by Consultant. Whether to declare a party in default is within the sole discretion of the non-
defaulting party and neither that decision nor the factual basis for it is subject to review or
challenge under the Disputes provision of this Agreement.

The Chief Procurement Officer will give Consultant written notice of the default, either in the
form of a cure notice ("Cure Notice"), or, if no opportunity to cure will be granted, a default
notice ("Default Notice"). If the Chief ProcurementOfficer gives a Default Notice, he will also
indicate any present intent he may have to terminate thiJ Agreement, and the decision to
terminate (but not the decision not to terminate) is final and effective upon giving the notice.
The Chief Procurement officer may give a Default Notice if Consultani fails to affect a cure
within the cure period given in a Cure Notice. When a Default Notice with intent to terminate is
given as provided in this Section 9.b and Article 11, Consultant must discontinue any Services,
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unless otherwise directed in the notice, and deliver all materials accumulated in the performance
of this Agreement, whether completed or in the process, to the County. After giving a Default
Notice, the County may invoke any or all of the following remedies:

, The right to terminate this Agreement as to any or all of the Services yet to be
performed effective at a time specified by the County;

ii) The right of specific performance, an injunction or any other appropriate equitable
remedy;

iii) The right to money damages;

i') The right to withhold all or any part of Consultant's compensation under this
Agreement;

v) The right to consider Consultant non-responsible in future contracts to be awarded
by the County.

If the Chief Procurement Officer considers it to be in the County's best interests, he may elect
not to declare default or to terminate this Agreement. The parties acknowledge that if the
County permits Consultant to continue to provide the Services despite one or more events of
default, Consultant is in no way relieved of any of its responsibilities, duties or obligations under
this Agreement, nor does the county waive or ielinquish *y of its rights.

The remedies under the terms of this Agreement are not intended to be exclusive of any other
remedies provided, but each and every such remedy is cumulative and is in addition to any other
remedies, existing now or later, atlaw, in equity oi by statute. No delay or omission to exercise
any right or power accruing upon any event of defauli impairs any such right or power, nor is it a
waiver of any event of default nor acquiescence in it, and every such right *d po*", may be
exercised from time to time and as often as the party considers expedient.

Early Termination

In addition to termination under Sections 9.a and,9.b of this Agreement, the County may
terminate this Agreement, or all or any portion of the Services to bJperforrned under it,'at ia,:tv
time by a notice in writing from the -ounty to Consultant. The County will give notice tl
Consultant in accordance with the provisiom of Article 11. The effective date of termination will
be the date the notice is received by Consultant or the date stated in the notice, whichever is later.
If the County elects to terminate this Agreement in full, all Services to be provided under it must
cease and all materials that may have been accumulated in performing this Agreement, whether
completed or in the process, must be delivered to the County effective 10 days after the date the
notice is considered received as provided under Article 11 oithis Agreementilf rro date is given)
or upon the effective date stated in the notice.

After the notice is received, Consultant must restrict its activities, and those of its
Subcontractors, to windin-g down any reports, analyses, or other activities pieviously begun. No
costs incurred after the ef[ective date of the termination are allowed. Payment for any Bervices
actually and satisfactorily performed before the effective date of the termination is on the same
basis as set forth in Article 5, but if any compensation is described or provided for on the basis of
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a period longer than 10 days, then the compensation must be prorated accordingly. No amount
of compensation, however, is permitted foi anticipated profiis on unperformed Services. The
County and Consultant must attempt to agree on the amount of compensation to be paid to
Consultant, but if not agreed on, the dispute must be settled in accordance with Article 6 of this
Agreement. The payment so made to Consultant is in full settlement for all Services
satisfactorily performed under this Agreement.

Consultant must include in its contracts with Subcontractors an early termination provision in
form and substance equivalent to this early termination provision to irevent claims against the
County arising from termination of subcontracts after the early termination. Consultant will not
be entitled to make any early termination claims againsi the County resulting from any
Subcontractor's claims against Consultant or the Countv to the extent inconsistent with this
provision.

If the County's election to terminate this Agreement for default under Sections 9.a and 9.b is
determined in a court of competent jurisdiction to have been wrongful, then in that case the
termination is to be considered to be an early termination under this Section 9.c.

If this Agreement or any active Service Order and/or SOW is terminated by Customer prior to
the Service term expiration date, for any reason other than SecureWorks; breach, Customer
agrees to pay to SecureWorks: (i) for the Consulting Services, all unpaid Consulting Service fees
as set forth on the applicable SOW for the Consulting Services performed through the effective
termination date; or (ii) for MSS Services, all ,npuia MSS Service fees as set forth on the
applicable Service Order for the MSS Services performed through the eflective termination date.

Suspension

Th9 County may at any time request that Consultant suspend its Services, or any part of them, by
giving fifteen (15) calendar days prior written notice to donsultant, or in the event of emergency,
upon notice as soon as practicable after occrurence of the emergency. No new costs incurred
after the effective date of such suspension are allowed. Consuliant must promptly resume its
performance of the Services under the same terms and conditions as stated in this Agreement
upon written notice by the Chief Procurement Officer and such equitable extension of time as

1ay be mutually agreed upon by the Chief Procurement Officer *d Corrs,rltant when necessary
for continuation or completion of Services. Any additional costs or expenses actually incurrei
by Consultant as a result of recommencing the Services must be treated in accordance with the
compensation provisions under Article 5 of this Agreement

No suspension of this 
_Agreement is permitted in the aggregate to exceed a period of forty-five

(45) calendar days within any twelve (12) month pe.ioa ofihis Agreement. If the total number
of days of suspension exceeds forty-five (45) calindar days, Consultant by written notice may
treat the suspension as an early termination of this Agreement under Section'9.c.

Right to Offset

In connection with performance under this Agreement, the County may offset any excess costs
incurred:

e)

i) if the County terminates this Agreement for Consultant's material default;
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ii) if the County exercises any of its remedies under Section 9.b of this Agreement;
OI

iii) if the County has any credits due or has made any ove{payments under this
Agreement.

]he Coynty may offset these excess costs by use of any payment due for Services completed
b.e{ore the County terminated this Agreement or before the County exercised any remedies. This
right to offset is in addition to and not a limitation of any other remedies availabll to the County.

Delays

Consultant agrees that no charges or claims for damages shall be made by Consultant for any
delays or hindrances from any cause whatsoever during the progress of any portion of this
Agreement. SecureWorks will be granted a reasonable exiension to"perform its obligations under
this Agreement to the extent such failure is caused solely by Customer's delay in performing or
failure to pe{orm its responsibilities under this Agreement and/or the applicable Service
Order/SOW. Such extension shall not exceed 30 days from the time the County cures its delayed
performance.

g) Prepaid Fees

To the extent that Customer has prepaid any Service fees, SecureWorks shall refund to Customer
any prepaid Service fees on a pro-rata basis to the extent such Service fees are attributable to the
period after such termination date and all amounts prepaid for Services not actually provided as of
the effective date of termination. The refund sfrat 6e made within forty-five 1+i; aays of the
eflective date of termination.

ARTICLE 10) GENERAL CONDITIONS

a) Entire Agreement

D General

This Agreement, and the exhibits attached to it and incorporated in it, constitute the entire
agreement between the parties and no other warranties, inducements, considerations,
promises or interpretations are implied or impressed upon this Agreement that are not
expressly addressed in this Agreement.

No Collateral Agreements

Consultant acknowledges that, except only for those representations, statements or
promises expressly contained in this Agreement and any exhibits attached to it and
incorporated by reference in it, no representation, statement or promise, oral or in writing,
of any kind whatsoever, by the County, its officials, agents or employees, has induced
Consultant to enter into this Agreement or has been relied upon by Ctnsultant.

No Omissions

iD

iii)
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c)
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Each party acknowledges that it was given an opportunity to review all documents
forming this Agreement before signing this Agreement in order that it might request
inclusion in this Agreement of any statement, representation, promis. o, p.oririon that it
desired or on that it wished to place reliance. Eichparty did so review those documents,
and either every such statement, representation, promisl or provision has been included
in this Agreement or else, if omitted, each party relinquishes the benefit of any such
omitted statement, representation, promise or provisior and is willing to perform this
Agreement in its entirety without claiming reliance on it or making any other claim on
account of its omission.

Counterparts

This Agreement is comprised of several identical counterparts, each to be fully signed by the
parties and each to be considered an original having identical legal effect.

Contract Amendments

The parties may during the term of this Agreement make amendments to this Agreement but only
as provided in this section. Such amendments shall only be made by mutual agreement in writing.

In the case of contracts not approved by the Board, the Chief Procurement Officer may amend a
contract provided that any such amendment does not extend the Contract by more than one (1)
year, and further provided that the total cost of all such amendments does not increase the totul
amount of the Contract beyond $150,000. Such action may only be made with the advance written
approv{ of the Chief Procurement Officer. If the amendment extends the Contract beyond one (l)
year or increases the total award amount beyond $150,000, then Board approval wiil b; required.

No Using Agency or employee thereof has authority to make arry amendments to this
Agreement. Any amendments to this Agreement made wiihout the express written approval of the
Chief Procurement Officer is void and unenforceable.

Consultant is hereby notified that, except for amendments which are made in accordance with
this Sectionl0.c. Contract Amendments, no Using Agency or employee thereof has authority to
make any amendment to this Agreement.

Governing Law and Jurisdiction

This Agreement shall be govemed by and construed under the laws of the State of Illinois. The
Consultant irrevocably agrees that, subject to the County's sole and absolute election to the
contrary, any action or proceeding in any way, manner or respect arising out of this Agreement, or
arising from any dispute or controversy arising in connection with or related to thislgreement,
shall be litigated only in courts within Cook County, State of Illinois, and the Consultant consents
a1{ sybmits to the jurisdiction thereof. In accordance with these provisions, Consultant waives any
tight it may have to transfer or change the venue of any litigation brought against it by the County
pursuant to this Agreement.

Severability

d)

e)
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If any provision of this Agreement is held or considered to be or is in fact invalid, illegal,
inoperative or unenforceable as applied in any particular case in any jurisdiction or in all cases
because it conflicts with any other provision or provisions or itris Agreement or of any
constitution, statute, ordinance, rule of law or public policy, or for an/other reason, those
circumstances do not have the effect of rendering the provision in question invalid, illegal,
inoperative or unenforceable in any other case oi circumstances, or of rendering *y otlr"i
provision or provisions in this Agreement invalid, illegal, inoperative or unenforcJablato any
extent whatsoever' The invalidity, illegality, inoperativeness or unenforceability of urry on" *
more phrases, sentences, clauses or sections in this Agreement does not affect the remaining
portions of this Agreement or any part of it.

Assigns

All of the terms and conditions of this Agreement are binding upon and inure to the benefit of the
parties and their respective legal representatives, successors and assigns.

Cooperation

Consultant must at all times cooperate fully with the County and act in the County,s best
interests. If this Agreement is terminated foi any reason, or ifit is to expire on its o*n t"r-r,
Consultant must make every effort to assure an orderly transition to another provider of the
Services, if any, orderly demobilization of its own op.*tio.r, in connection with the Services,
unintemrpted provision of Services during any transitiron period and must otherwise comply withthe reasonable requests and requirements of the Uslng Agency in connection with the
termination or expiration.

Customer Cooperation. Customer acknowledges that SecureWorks' performance and delivery of
the Services are contingent upon: (A) Customer providing safe and hazard-free access to its
personnel, facilities, equipment, hardware, network and information, and (B) Customer,s timely
decision-making, providing the requested information and granting of appiovals or permissions,
as (A) and (B) are deemed reasonably necessary and reasonably iequert.a ror SecureWorks to
perform, deliver and/or implement the Services. Customer will promptly obtain and provide to
SecureWorks any required licenses, approvals or consents 

- 
n"".rrury for SecureWorks,

performance of the Services. SecureWorks will be excused from its failure to perform its
obligations under this Agreement to the extent such failure is caused solely by Customer,s delayin performing or _fai]ure to perform its responsibilities under this Agreement and/or the
applicable Service Order/SOW, including but not limited to, any applicable SLAs thereto.

Waiver

Nothing in this Agreement authorizes the waiver of a requirement or condition contrary to law or
ordinance or that would result in or promote the violation of any federal, state or local law or
ordinance.

Whenever under this Agreement the County by a proper authority waives Consultant,s
performance in any respect or waives u ,"q,rir.-ent or condition to either the County,s or
Consultant's performance, the waiver so granted, whether express or implied, only applies io the
particular instance and is not a waiver forever or for subsequent instances of thl p"iforrr*".,
requirement or condition. No such waiver is a modification tf tnir Agreement regardless of the

h)
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number of times the County may have waived the performance, requirement or condition. Such
waivers must be provided to Consultant in writing.

Independent Consultant

This Agreement is not intended to and will not constitute, create, give rise to, or otherwise
recognize a joint venture, partnership, corporation or other formal business association or
otgarization of any kind between Consultant and the County. The rights and the obligations of
the parties are only those expressly set forth in this Agreement. Consultant must perform under
this Agreement as an independent Consultant and not as a representative, employee, agent, or
partner of the County.

This Agreement is between the County and an independent Consultant and, if Consultant is an
individual, nothing provided for under this Agreement constitutes or implies an employer-
employee relationship such that:

i) The County will not be liable under or by reason of this Agreement for the payment of
any compensation award or damages in connection with the Consultant performing the
Services required under this Agreement.

ii) Consultant is not entitled to membership in the County Pension Fund, Group Medical
Insurance Program, Group Dental Program, Group Vision Care, Group Life Insurance
Program, Deferred Income Program, vacation, sick leave, extended sick leave, or any
other benefits ordinarily provided to individuals employed and paid through the regular
payrolls of the County.

iv) The County is not required to deduct or withhold any taxes, FICA or other deductions
from any compensation provided to the Consultant.

Governmental Joint Purchasing Agreement

Pursuant to Section 4 of the Illinois Governmental Joint Purchasing Act (30 ILCS 525) and the
Joint Purchase Agreement approved by the Cook County Board of Commissioners (April 9,
1965), other units of government may purchase goods or services under this Agreement.

In the event that other agencies participate in a joint procurement, the County reserves the right
to renegotiate the price to accommodate the larger volume.

Comparable Government Procurement

As permitted by the County of Cook, other government entities, if authorized by law, may wish
to purchase the goods, supplies, services or equipment under the same terms and conditions
contained in this Agreement (i.e., comparable government procurement). Each entity wishing to
reference this Agreement must have prior authorization from the County of Cook and the
Consultant. If such participation is authorized, all purchase orders will be issued directly from
and shipped directly to the entity requiring the goods, supplies, equipment or services
supplies/services. The County shall not be held responsible for any orders placed, deliveries
made or payment for the goods, supplies, equipment or services supplies/services ordered by

i)

k)
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these entities. Each entity reserves the right to determine the amount of goods, supplies,
equipment or services it wishes to purchase under this Agreement.

l) Force Majeure

Neither Consultant nor County shall be liable for failing to fulfill any obligation under this
Agreement if such failure is caused by an event beyonJ such party's reasonable control and
which is not caused by such party's fault or negligence. Such events shall be limited to acts of
God, acts of war, fires, lightning, floods, epidemics, or riots.

ARTTCLE 11) NOTTCES

All notices required pursuant to this Agreement shall be in writing and addressed to the parties at
their respective addresses set forth below. All such notices shali be deemed duly given if hand
delivered or if deposited in the United States mail, postage prepaid, registered or l.itin"a, return
receipt requested. Notice as provided herein does not waive service of summons or process.

If to the County: Department of Homeland Security and Emergency Management
69 W. Washington, Suite 2600
Chicago, Illinois 60602
Attention: Department Director

and

Cook County Chief Procurement Officer
118 North Clark Sreet. Room 1018
Chicago, Illinois 60602
(Include County Contract Number on all notices)

IftoConsultant: SecureWorks,Inc.
One Concourse Parkway, Suite 500
Atlanta GA 30328
Attention: Legal

Changes in these addresses must be in writing and delivered in accordance with the provisions of
this Article I 1. Notices delivered by mail are considered received three days after mailing in
accordance with this Article I 1. Notices delivered personally are considered effective upon
receipt. Refusal to accept delivery has the same effect as receipt.

ARTICLE 12) AUTHORITY

Execution of this Agreement by Consultant is authorized by a resolution of its Board of Directors, if a
corporation, or similar governing document, and the signature(s) of each person signing on behalf of
Consultant have been made with complete and frrll authority to commit 

-Consultant 
to all terms and

conditions of this Agreement, including each and every representation, certification and warranty
contained in it, including the representations, certifications and waranties collectively incorporated by
reference in it.
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EXHIBIT 1

Scope of Services



STATEMENT OF WORK NUMBER C.2O160407.0001

This Statement of Work ("SOW") is entered into by and between SecureWorks, lnc., with its principat
place of business located at One Concourse Parkway, Suite 500, Atlanta, GA 30328 ("SecureWorks")
and County of Cook with its principat ptace of business located at 69 W Washington, Chicago, lL
60602 ("Customer") as of Juty 15tn, 2016, which is defined in the Professional Services Agreement.
SecureWorks and Customer hereafter referred to together as the "parties", or individuatty as "party".
This SOW is governed by and subject to the terms and conditions of: (a) the separately signed
Professional Services Agreement executed by the parties that expressty authorizes Customer to order
the services described herein from SecureWorks, Capitatized terms not defined herein shatt have the
meaning ascribed to them in the MSA.

t Services Overview

SecureWorks witl provide Customer with a comprehensive set of Monitored and Professional Security
Services, listed betow, to enhance Customer's security posture. As part of those services, SecureWorks
witl ensure the successful stand up and tuning for att Monitored Security Services (MSS). Fottowing is an
overview of each service in scope.

1.1 Customer Transition Services Scope

The fottowing Customer Transition Services (CTS) components are performed by the transition program
manager (conduct planning, review, and governance meetings and work sessions
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1.2 i{SSl+ Scope

Under this Statement of Work (SOW), SecureWorks witt provide Customer with Managed Security
Services lntegration Ptus (MSSI+) services worth seven (7) weeks of effort, to be paid by Customer as
set forth and determined below.

1.3 lrtonitored Security Services

Ptease refer to Exhibit C

1.4 Threat lntelligence Seryices

Please refer to Exhibit D

1.5 Device Management

Ptease refer to Exhibit E

1.6 Service Delivery Executive
SecureWork Service Detivery Executives (SDE) are both professionat and technical service leaders
responsible for optimizing ctient vatue through the delivery of SecureWorks services for critical
enterprise ctients. The Service Delivery Executive devetops a deep understanding of the ctient's day-
to-day operation and how it appties to the appticabte service detivery to insure optimat workftow is
achieved. The key responsibitity of the Service Delivery Executive is to support continua[ service
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improvement and client satisfaction as wetl as playing a strategic rote in
operational service detivery. The SDE is assigned as a leveraged resource,

Core responsibitities of the SDE inctude:

ensuring the highest level of
shared with other accounts.

1.7 lncident Management Retained Services Scope

The lncident Management Retained Services that SecureWorks offers provides the futt spectrum of use
cases and capabitity maturity for lncident Management. Customer agrees to the purchase of a btock of
hours as set forth in Section 5.10 betow (Service Fees and Expenses - lncident l,lianogement Retained
Services) ("Retained Hours") from SecureWorks to be utitized for one or more SecureWorks proactive or
reactive lncident Management Services at Customer's choosing and as further described betow in
Appendix F - lncident Management Retained Services with a commitment from SecureWorks to a
response time for reactive lncident Management Services.
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2 Location of Services

The MSS Services [isted in Exhibits C through E shatt be performed remotety at one or more
SecureWorks secure operation centers ("SOC(s)"). Located within the United States for Affitiates.

Through the use of rote-based access controls, SecureWorks witt ensure that access to Customer's
security events and security ticketing is limited to CTOC personnel in the US and the UK (Edinburgh
Scottand). Heatth events and Heatth ticketing may be supported by staff located in secure facitities
outside of the U.S. Data is stored in datacenters in two locations with in the United States.

Data is viewed from the fottowing locations:

US (Att Services)

Hyderabad lndia (Heatth team)

Edinburgh Scottand (Device Management, VMS, CTAC, Heatth)

Att other Services may be performed either onsite at the Customer location defined betow and/or
remotety at one or more SecureWorks secure facitities. SecureWorks and Customer wi[[ determine the
[ocation of the performance of the Services to be performed hereunder. ln most cases, the cottection
of the required Customer Data witl be gathered onsite and the drafting of the Report (as defined
betow) and recommendations witt be built remotety.

Customer Location:

Primary:

69 W Washington

Chicago, lL 60602

Atternate: Cook County Facilities within Cook County

3 Timeline and Services Schedules

For timetines of MSS, ptease refer to Exhibits C through E

For atl other Services

o Onsite Consutting work wilt be performed Monday-Friday, 8 am - 6 pm Locat time.

o Remote Consutting work witt occur Monday-Friday, 8 am - 5 pm for the assigned
resource(s)

Work performed outside of the hours tisted in this SOW as requested or required by Customer witl
incur additional Service charges. Authorization must be provided in writing by ctient CISO.

4 Service Details

Under this SOW, SecureWork witl provide Customer with the fotlowing tist of services ("Services"), as

such services are described in the corresponding Exhibits at the end of this document:
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Exhibit A - Customer Transition Services

Exhibit B - MSS lntegration Plus -7 Weeks

Exhibit C - Monitored Security Services

Exhibit D - Threat lntelligence Services

Exhibit E - Device Management

Exhibit F - lncident Management Retained Services

5 Service Fees and Expenses

The foltowing tabtes represent the agreed upon pricing for the Services, vatid for the term of the
Agreement. Note: a[[ amounts are in USD, exctusive of taxes and other appticabte fees inctuding any
shipping and handting. At[ Devices in scope are assumed to be in SecureWorks-approved service
areas/geographies. Alt Service Terms and Service Level Agreements defined in Exhibits C, D, and E

appty.

s.1 MSS: Server Monitoring
Services for Security Monitoring, described in Exhibit C, is based on fixed fees for a range of server
device quantities monitored by SecureWorks. Att devices must be on the SecureWorks supported Server
Monitoring list and located within supported gtobat geographies. lnctudes 24x7x365 tog
monitoring/corretation/aterting for these devices.

Upon activation of the first set of devices, COOK COUNTY witt be invoiced and required to pay for the
fut[ range. Customer acknowledges that the Service Fees due SecureWorks per the terms of this Section
are for the capacity of device quantities stated during the Services Term, whether or not such capacity
is ever futty utitized.

5.2. MSS: Firewall Monitoring

A "Basic Firewatl" is defined as a device that onty acts as a firewatt. A "Next Generation Firewatt" is
defined as device that has "Basic Firewalt" functionality plus any other capabitities such as: IDS/lPS,
URL content filtering, gateway antivirus, etc. An active-standby HA "Basic Firewatt" device pair counts
as 1 device. Att devices must be on the SecureWorks supported Monitored Firewat[ list and located
within supported gtobat geographies. Exctudes any Web Apptication Firewatls (WAFs) or Database-
specific Firewalts which can be quoted separately. Excludes management of any "Basic Firewatt" or
"Next Generation Firewatt" devices - only includes 24x7x365 [og monitoring/corretation/aterting for
these devices.
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COOK COUNTY witt onty be bitted as devices are turned up [ive.

5.3 MSS: Device rYtanagement

Cook County witt be provided with 24x7 management support for the technologies in scope of Device
Management, after in-scope devices have been imptemented and pass Quatity Assurance checks. For
any other technotogy(s) brought into the Cook County environment that is out of scope and supported
by SecureWorks, SecureWorks will address case by case. For REPLACEMENT of technotogy (switching out
lPSi IDS or Firewatt, for exampte) SecureWorks witl continue to aid in imptementation of those such
devices. SecureWorks witt notify Customer of any devices that are not supported prior to
imptementation.

s.3.1 Managed Advanced Malware Protection
SecureWorks will provide realtime management and monitoring of Advance Malware Protection
appliances within scope, security event analysis and response for any Advanced Malware events 24
hours a day,7 days a week, 365 days a year. SecureWorks Security Monitoring service combines our
advanced Counter Threat Platform with a team of security analysts to deliver strong security and
compliance value to our customers; per Exhibit E (Managed and Monitored Advanced Malware
Protection). SecureWorks is providing Cook County the Silver tier of Advanced Malware Protection &
Detection. Cook County is also subscribing to the CiU Custom Malware Analysis for S/hours a month for
the year - this service would take the place of the Gold tier and can be applied to all technologies, not just
FireEye technologies.

5.3.2 lvtanaged Web Application Firewall
SecureWorks will provide real-time management and monitoring of Web Application Firewall appliances
within scope, security event analysis and response for any Advanced Malware events 24 hours a day,7
days a week, 365 days a year. SecureWorks will deploy, manage, and monitor Customer's web
application firewall Devices. Deployment will consist of project management, solution design, and
provisioning. Management will consist of establishing a baseline policy, tuning rules, executing change
requests, reviewing signatures, and updating software. Monitoring will consist of health and security event
analysis and response for the service level purchased per Exhibit E (Managed Web Application Firewall
Service Description). Reports and ticketing will be available through the Portal.

r q;i;
**ll :iirijr*\tr$rks ({$il{j*n:"i*l



COOK COUNTY witt onty be bitted as devices are turned up [ive.

The fees for Year One Device Management and Monitoring inctude the fotlowing:

5.3.3 Managed and Monitored Standalone Physical lntrusion Detection/Prevention
(rDs/rPs)

SecureWorks witt provide real-time management and monitoring of IDS/lPS appliances within scope,
security event anatysis and response for events 24 hours a day, 7 days a week, 365 days a year. Pricing
for IDS/lPS Monitoring, described betow, is based on unit prices for in-scope quantities of Standatone
IDS Devices monitored by SecureWorks. A "Standatone Physicat IDS/IPS" is defined as a physicat (non-
virtual) device that onty acts as an lDSi lPS. Pricing below inctudes any Monitored Standatone and/or
Disaster Recovery (DR) "Standatone Physicat IDS/IPS" rated at up to 40 gigabits per second (Gbps)
throughput by the manufacturer. Any High Avaitabitity (HA) Physicat IDS/IPS pair must be quoted
separately. At[ devices must be on the SecureWorks supported Monitored IDS/IPS [ist and located
within supported gtobat geographies. Exctudes 

"ny I IDS/IPS devices which can be quoted
separatety. Exctudes any Host or Server IPS/IDS which can be quoted separatety. Exctudes
management of any "Standalone Physicat IDS/lPS" devices only inctudes 24x7x365 tog
monitoring/corretation/aterting for these devices.

COOK COUNTY witt onty be bitted as devices are turned up [ive.

The fees for Year One Standatone IDS/lPS Managed and Monitored with Console inctudes the fottowing:

5.4 MSS: lmplementation Fees

One-time MSS imptementation fees are catcutated as 1/12th of the total annuat fee for services added
to be bitted for year one onty of in-scope devices. lf during the term of the Agreement COOK COUNTY
increments the quantity of devices to be monitored for any given Service (MSS), the implementation
fee charged witt be 1/12th of the detta between the annual fee for the current range and the annua[
fee for the newly setected range, per Service.

Devices currentty in scope but not yet activated witl not incur any lrtSS imptementation fee.

The MSS imptementation fee shatt be f.und shatt not exceed annual price of additionat item.
The MSS implementation fee shatl onty bil-InEurred when Cook County activates more than 5 devices in
a given quarter.
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5.5 MSS: CTAs and Log Collectors

SecureWorks will provide real-time management and monitoring of CTA and Log Collectors appliances
within scope, security event analysis and response for events 24 hour.s a day, 7 days a week, 365 days a
year. The fees for the subscription of required (as currentty scoped) SecureWorks hardware for MSS

enablement, as described below shall be as fottows:

s.6 Threatlntelligence
The fee for the Advanced Threat lntetligence subscription service, as described in Exhibit D, shalt be
The fee for the Threat lntetligence Add-on: CTU Support & Custom Matware Anatysis (5 hours/month)
shatl be.

5.7 MSSi+ & Transition Services Fees

The fee for the Ctient Transition Services, as described in Exhibit A, shatt be.
The fee for seven Plus, as described in Exhibit

s.8 Service Delivery Executive
The fee for the SDE is inctuded in the overatl cost of the contract. Any additionat requests that are out
of scope witt be added by an additional cost and SOW.

5.9 lncident Management Retained Services

lncident Management Retainer:

Retained Hours for this SOW per Year: 80

Retained Hourly Rate for Proactive and Reactive Service Options ("Standard Services"):

Total Fees for lncident Management Retained Services:
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Retained Hourly Rate for Premium Service Options:

Retained hours at the Standard Retainer Rate may be apptied to Premium Services based on a factor to
convert those hours to the nearest half hour increment; additional Premium Service hours at the
Premium Services Rate may be required and added as needed, with Customer approvat, to successfutly
accomplish the goat.

Endpoint Assessment - Malware Hunting

The Targeted Threat Hunting Endpoint Assessment service requires the deployment and support of
additionat host software that is bitted at a rate of S.50 per endpoint per instance of Targeted Threat
Hunting.

s.e.1 Service Scheduling

s.s.r.r Scheduling of Proactive Services

Proactive Services outtined above require a minimum of four (4) weeks advance notification in order to
schedule. This attows SecureWorks to schedule the appropriate resources to meet the specific
Engagement requirements and ensure comptetion of the Engagement before the expiration of the
Agreement. The SecureWorks lR Resource Coordinator is available to facititate non-bittable, on-demand
meetings with lR personnel to scope Proactive Services Engagements. An email confirmation of an
agreed upon schedute, sent by SecureWorks, confirmed and returned by email by Customer, sha[[
constitute formal acceptance of such schedule. Once scheduting of any onsite work at Customer's
facitity has been mutualty agreed to, any changes by Customer to the onsite work within two (2) weeks
of the onsite work to be per?ormed witt incur a-f re-scheduling fee. This re-scheduting fee'does
not appty to work that does not require trave[ by SecureWorks.

s.s.r.z Scheduling of Reactive Services

Customer has 24/7 1365 access to SecureWorks SOC personnel and the Portal for the initiat
communication channet. Mditionat communication channels inctude the emait addresses and phone
numbers of the SecureWorks lR Resource Coordinator and Detivery Managers.

ln the case that visa and work permits are not required for travel to the country in question,
SecureWorks shatt use commerciatty reasonable efforts to have an incident handler board a ptane or

s.s.r.r Eyents that require onsite lncident Handttng

s.e.1.3.1Within scope for Onsite Response Supported Locations

5.s.1.3.zWithin scop for ln-Transit Rcponse Supported Locations
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other appropriate form of transportation within 

- 

hours for in-transit response supported
tocation travel after the mutual determination by Customer and lR personnel that onsite lR is required.

Customer acknowtedges and agrees that it is impossibte and unrealistic for SecureWorks to anticipate
every contingency in connection with emergency on site lR and, notwithstanding its commerciatty
reasonable efforts, that there may be unforeseen circumstances or contingencies outside the
reasonabte controt of SecureWorks that coutd make compliance with the foregoing unrealistic or
impossibte, regardtess of cost, inctuding but not timited to: hotidays, acts of war or terrorism, weather,
ftight avaitabitity, visa and passport requirements, restrictions of importation of encrypted
technologies, handter schedules, unanticipated [evels of contemporaneous emergency incident
responses and other simitar or dissimilar circumstances or events.

s.e.1.4 Service Scheduling and Services Hold Terms

Once the Service Order Term has entered the final quarter or has expired, SecureWorks wi[[ imptement
the fottowing restrictions on services. SecureWorks has no obtigation to provide Services beyond the
Services Term.

5.s.1.4.160 Days Prior to Services Term Expiration

o Compromise screening assessment services

o lncident management risk assessment services

o lncident response plan and ptaybook development services

o lncident response ptan and ptaybook review services

o lncident response tabtetop exercises seryices

o lncident response functional exercises seryices

o lncident response training workshop services

o lncident management workshop services

o lncident management briefings and advisory services

s.e.1.s At Services Term Expiration

No proactive lR services witt be avaitable to the Customer.

s.e.2 Customer Obligations

Customer acknowtedges that SecureWorks' abitity to perform the Services hereunder is contingent upon
the fotlowing:

o Customer resources are scheduted and avaitabte.

o For onsite Services to be performed, Customer has provided suitabte workspace and necessary
accesses for SecureWorks' staff and equipment.

o Access to Customer computer systems, devices and network as necessary to perform the Services is
made avaitabte to SecureWorks.

o Replies to a[[ document requests and other information are timety and in accordance with the
detivery dates estabtished in the ptanning phase.

o Customer scheduled downtime allows adequate time for SecureWorks' performance of the
Services.



o Untit this SOW is futty executed by both parties, Customer understands that the fees proposed
herein are onty vatid for 90 days from the date received. The beginning of the 90 day period witt be
mutuatty determined by County of Cook and SecureWorks, lNC.

o Customer's contracted third parties invotved in an Engagement witt be cooperative and forthcoming
with required information. Such cooperation inctudes but is not timited to the fotlowing:

Actions taken during the course of the investigation

Findings reports from any other investigative firms

Providing SecureWorks copies of originat evidence fites and or images where sound forensic
processes were emptoyed

o Customer acknowtedges that they are the best informed as to their contractual priviteges and
responsibitities with respect to contracted third party services such as ctoud or hosted environments
and witt provide SecureWorks with authoritative positions regarding permissions to operate in third
party environments for the purposes of this SOW.

Customer accepts responsibility for obtaining any and att necessary third party authorizations required
to perform services in ctoud, hosted, co-tocation or other environments not owned by Customer.

5.10 Ascent lnnovations Services
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Dell SecureWorks -

Threat lntelligence Advanced

optionalAdd-on cTU MONTHIY optional
SUPPORT HOURS add-on

Total SecureWorks
MSS

5.11 Tota[ Costs

SecureWorks Required
Analysis Tools & Log

Collection

!ncident Management
Services

Minimum of 40 Hours per
year,80 Proposed

Alerting & Reporting

Asrent lnnovations -
rvuwsE
24x7 Monitoring, No
Management

24x7 Monitoring, Only
After Hours Management

Servers + Firewalls

Proactive & Reactive

lncident Management
Services

TN r
n
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24x7 Monitoring,24xT
Management

Optiona!,24x7
Monitoring, Only After
Hours Management

Optional,24x7
Monitoring,24xT
Management

Ascent lnnovations -
MlwsE
One-Time lmplementation
& Project Management
Cost

Dell SecureWorks -

MSSP

One-Time Project
Management

lmplementation, lntegration, & Performance Tuning
and Optimization

One-Time MSS Activation

III

-I

optional-I
weekly

increments increments
available available

I

I

I

I

I
optional-I

weekly

Totalfor One-Time
Costs + Yearly

Performance Tuning

Total For all MSS

Services

All Costs year 1

sL84,5oo.oo

s726,377.5o s726,377.50 
5726'377'50

s910,877.50

5.12 MSS Ordering

Customer acknowtedges that an additional Service Order (SO) witt be signed for any Managed Security
Services (does not appty to Professional Services) delivered to COOK COUNTY not tisted within this
sow.
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5.13 Billing

lnvoices:
100% bittabte within 45 days

Monthly Billing:

SecureWorks shalt send Customer monthty invoices for the first month of the MSS Services, the fu[[
amount of lncident Management Retained Service, General Security Services and any other one-time
MSS Service fees/Third-Party Purchase fees, upon the Service Commencement Date of the appticabte
MSS Service(s).

Thereafter, SecureWorks shalt send monthty invoices to Customer for atl MSS services and Resident
services, inctuding any professional services performed during the last month, during the remaining
term of this SOW.

Bitling Terms for lncident lvianagement Retained Services:
w Service Fees for Year 1 are bittabte upon the commencement of the SOW Term.

* Service Fees for Year 2 are bittabte at the beginning of Year 2 after the commencement of the
SOW Term or upon exhaustion of all previous Retained Hours.

* Service Fees for Year 3 are bittabte at the beginning of Year 3 after the commencement of the
SOW Term or upon exhaustion of att previous Retained Hours.

w Retained Hours wi[[ be tracked in quarter hour increments.
* SecureWorks wi[[ keep Customer informed of the batance of Customer Retained Hours.

* Premium lncident Management Services may be required and added as needed, with Customer
approval. Retained hours may be apptied to Premium Seql-cqs DAlqd oQ q {A
every hour worked to the nearest hatf hour increment
Premium lncident Management Services inctude:

o Advanced Matware Anatysis and Reverse Engineering Services
o lncident Surveitlance Services

lfargeted Threat Hunting and ResponseT
Any distinction, variation, or designation of work that witt be categorized as a "Premium
Seryice" wilt be mutuatly understood and agreed upon before assignment or work is performed

A fee of I per endpoint appties in addition to Service Fees shoutd SecureWorks and Customer
agree that matware detection and analysis on endpoint devices be applicabte.

lnctudes hours spent on delivering work, reporting, project management and a[[ other work
performed in this Engagement. Customer witt not be invoiced for time spent traveting to an
onsite response supported location.

Reasonabte out of pocket expenses for dedicated hardware, software and shipping costs as
necessary for the Engagement as wett as travet, food and todging witt be invoiced separatety at
actual costs. Travel witt not occur without CISO approval and wil[ fotlow Cook County travel
poticy.

The determination of whether SecureWorks lR personnel are used for an incident witl be made
jointty by Customer and lR personne[ during the initial contact ca[[ before any lR Services work
effort is initiated.

I;f x*,I:il:'"H"1:'**:"',,:?i,:""}"-':ffii:",T:.:H!}[fi 
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* Retained Hours expire after I. Anv unused Retained Hours witl be forfeited if unused
within I. tr tne sowffiifextended beyond I, additionat btock of hours
will need to be purchased at the time of the extension. On a Case by case basis, SecureWorks witt
make commerciatty reasonabte efforts to utilize avaitabte Retained Hours for other SecureWorks
services, except those listed in this SOW.

* Additionat Retained Hours must be acquired prior to the exhaustion of the Retained Hours
balance for the response time commitment to remain in effect.

e This is a fixed work effort contract; not a fixed price contract. Additional blocks of hours may be
retained in advance'of exhaustion of contracted hours at the contracted rate above by the
parties by executing a change order or an additional statement of work for such additionat hours.

w Customer may authorize continued work effort for active ryber incident response seryices
beyond the committed hours in 40-hour increments, via email to, to ensure continuous delivery
of services. Additionat hours must be authorized prior to the exhaustion of existing hours.
Customer witt onty be bitted for actual accrued hours.

*u Customer witl be invoiced immediatety for committed hours and monthty for additional work
activity against this SOW that are authorized via emait.

* SecureWorks reserves the right to bitt any cyber incident dectared within fourteen (14)catendar
days from the SOW Effective Date at the current Emergency Cyber lncident Response Services
rate of f per hour.

5.14 Out-of-Pocket Expenses

The fottowing out-of-pocket expenses are NOT inctuded in the MSS Service fees: those retated to
transportation, meats and todging to travel to perform the MSS Services. Customer agrees to reimburse
SecureWorks for atl reasonabte and actua[ out-of-pocket expenses incurred for trave[ to the Customer
[ocation in the performance of the fottowing Services hereunder. Atl travet witt be required to be
expticitty approved in writing by the CISO of Cook County.

Travel Expense Not to Exceed Amounts[/week)

:ffi::::;:il:::: :Ir
. Cyber Security lncident Response Plan - 2 one week trips -

o lncident Management Ptaybook Review - 2 one week trips -

o lncident Management Tabte Top Exercises - 2 one week trips

Customer acknowledges and agrees that lR by SecureWorks requiring tast minute air transportation wit[
resutt in much higher and unpredictable costs than ordinary business travel as a resutt of the
requirement to purchase tickets with little, if any, advance notice. Forensic work IMY atso require
additional costs associated with required media storage, specific equipment or licensing, depending on
the size of the incident, image acquisition needs or the comptexity of the incident. Such expenses witl
be added, at cost, to Customer's invoice.

6 Customer Obligations

Customer acknowtedges that SecureWorks' abitity to perform the MSS Services hereunder is contingent
upon the customer requirements listed in the attached service descriptions, Exhibit C through J, and
upon the fottowing:

* Customer resources are scheduted and availabte during a mutuatly agreed schedule.

* Customer insta[ts att customer premise equipment (CPE) as stated in SD/SLA documents.
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For onsite Services to be performed, Customer has provided suitabte workspaqe and necessary
accesses for SecureWorks' staff and equipment.

Access to Customer's computer systems, devices and network as necessary to perform the
Services is made availabte to SecureWorks.

Repties to at[ document requests and other information are timety and in accordance with the
detivery dates estabtished in the ptanning phase.

Customer scheduted downtime or testing windows altow adequate time for SecureWorks'
performance of the Services.

Customer's contracted third parties invotved in an Engagement witt be cooperative and
forthcoming with required information. Such cooperation inctudes but is not timited to the
fottowing:

Actions taken during the course of the investigation
Findings reports from any other investigative firms
Providing SecureWorks copies of original evidence fites and or images where sound forensic
processes were emptoyed

Customer acknowtedges that they are the best informed as to their contractual priviteges and
responsibitities with respect to contracted third party services such as Ctoud or hosted
environments and witl provide SecureWorks with authoritative positions regarding permissions to
operate in third party environments for the purposes of this SOW.

Customer accepts responsibitity for obtaining any and att necessary third party authorizations
r:equired to perform services in Cloud, Hosted, Co-tocation or other environments not owned by
Customer.

7 Term

SOW Term:

The term of this SOW shatt commence on the PSA Effective Date and terminate on the eartier to occur
of (i) the date which is three (3) years thereafter, or (ii) the comptetion of the Services (the "SOW
Term").

The term of the Services for the lncident Management Retainer shatt commence on the PSA Effective
Date and terminate on the eartier to occur of (i) the SOW term, or (ii) upon exhaustion of the original
Retained Hours (or subsequent change order) and comptetion of any outstanding time and materiats
bitting (the "Services Term").

To the extent that Customer authorizes continued work effort for active ryber incident response
seryices pursuant to Section 5.2 above, and such continued work effort extends beyond the PSA Term
and/or Services Term, the SOW Term and Services Term may be extended to the comptetion of such
continued work effort (the "Extended Term"). During such Extended Term, the terms and conditions
of this SOW and the MSA shatt be in futt force and effect.

Upon comptetion of the Services, the Customer designated contact witl receive an email confirmation
from SecureWork. Untess otherwise notified in writing to the contrary by the Customer designated
contact within thirty (30) days of such email confirmation, the Services and this SOW shatt be deemed
comptete.

MSS Services Term: The term of the MSS Services shat[ commence on the Service Commencement Date
and witl terminate three years from the Service Commencement Date, if not otherwise earlier
terminated in accordance with the provisions of the MSA and/or this SOW ("Services ferm").
Thereafter it may be renewed by customer for an additional two (2) terms of one (1) year each
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("Renewal Term(s)") at Customer's sote discretion. The price witt be fixed for the Service Term, and
may increase by the lesser of CPI or three (3) percent for any Renewal Term.

8 Other Terms

A) The parties acknowledge and agree that: (a) the terms and conditions of this SOW are
incorporated in the PSA herein by reference; (b) this SOW witl be deemed an addendum to
and part of the PSA; (c) in the event of any conftict or discrepancy between the terms or
provisions of the PSA and this SOW, the terms and provisions of this SOW shatt contro[ and govern
(but onty for the purpose of this SOW); and (d) except as set forth herein the terms and conditions
of the PSA shatt remain in futl force and effect and are hereby ratified and reaffirmed.

B) SecureWorks provides Customers with expert and timety security anatysis. However, deptoyment of
SecureWorks' MSS Services in a Customer network does not achieve the impossibte goat of risk
etimination, and therefore SecureWorks makes no guarantee that intrusions, compromises, or any
other unauthorized activity wit[ not occur on a Customer network.

SecureWorks may schedule maintenance outages for SecureWorks-owned Equipment/seryers which are
being utitized to perform the MSS Services with twenty-four (24) hours' notice to designated Customer
contacts. SecureWorks work with the ctient to ensure schedute is acceptabte.

C) The Service Levels inherent set forth herein are subject to the fottowing terms, conditions, and

[imitations:
i) The Service Levets shatl not appty during scheduted maintenance outages and therefore are not

etigibte for any Service Levet credit during these periods.
ii) The Service Levets sha[[ not appty in the event of any Customer-caused service outage that

prohibits or otherwise limits SecureWorks from providing the MSS Service, detivering the
Service Levels or managed service descriptions, inctuding, but not limited to, Customer's
misconduct, negtigence, inaccurate or incomplete information, modifications made to the MSS

Services, or any unauthorized modifications made to any managed hardware or software
devices by the Customer, its emptoyees, agents, or third parties acting on behalf of Customer.

iii) Furthermore, the Service Levets shatl not apply to the extent Customer does not futfitt and

compty with its obtigations set forth within this SLA. The obtigations of SecureWorks to compty
with the Service Levets with respect to any incident response or help desk request are
conditioned upon SecureWorks' abitity to connect directty to the Customer devices on the
customer network through an authenticated seryer in the SecureWorks Secure Operations
Center.

D) Customer wi[[ receive credit for any faiture to meet the Service Level outtined above within thirty
(30) days of notification by Customer to SecureWorks of such faiture. Service Credits are catcutated
according to the impacted MSS Services, not the entire monthly bitt. ln order for Customer to
receive a Service Level credit, the notification of the Service Level failure must be submitted to
SecureWorks within thirty (30) days of such Service Level faiture. SecureWork wi[[ research the
request and respond to Customer within thirty (30) days from the date of the request. The totat
amount credited to Customer in connection with any of the above Service Levets faitures in any
catendar month witt not exceed the monthty MSS Service fees paid by the Customer A,ISS Service(s).
ln cases in which onty one or some of a Customers' devices were impacted, MSS Service credits will
be further pro-rated to onty appty to the impacted Customer devices. ln the event of SecureWorks'
defautt, Service Level credits issued pursuant to this Section do not preclude the County from
seeking a[[ remedies avaitabte under the Professional Services Agreement.

E) SecureWorks witt troubteshoot and, if necessary, reptace any Log Retention Apptiances in
accordance with the terms for iDevices provided in on page 8 of Exhibit C -SecureWorks

Maintenance Program Terms and Conditions.
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F)

G)

ln the event that Customer data contained on the Log Retention Apptiance exceeds the apptiance's
storage or processing capacity, Customer has the option to purchase one or more additionat Log

Retention Apptiances to accommodate the increase in customer data. The SLAs shall not appty in
the event of MSS Service interruption due to lack of storage space on the Log Retention Apptiance.
Disclaimers
i) Appticabte to Onsite Services: Notwithstanding emptoyees' placement at the Customer

location, SecureWorks retains the right to control the work of the emptoyee. For international
trave[, Onsite Services may require additionat documentation, such as Visas, visitor invitations,
etc. which may affect timing and out of pocket costs.

ii) to Security Services: Shoutd a Statement of Work inctude security scanning, testing,
assessment, forensics, or remediation Services ("Security Services"), Customer understands
that SecureWorks may use various methods and software toots to probe network resources for
security-related information and to detect actual or potential security ftaws and
vutnerabitities. Customer authorizes SecureWorks to perform such Security Services (and att
such tasks and tests reasonabty contemptated by or reasonabty necessary to perform the
Security Services or otherwise approved by Customer from time to time) on network resources
with the lP Addresses identified by Customer. Customer represents that, if Customer does not
own such network resources, it witt have obtained consent and authorization from the
appticabte third party, in form and substance satisfactory to SecureWorks, to permit
SecureWorks to provide the Security Services. SecureWorks shatt perform Security Services
during a timeframe mutually agreed upon with Customer. The Security Services, such as
penetration testing or vulnerabitity assessments, may also entai[ buffer overflows, fat pings,
operating system specific exptoits, and attack specific to custom coded apptications but witt
exctude intentional and deliberate Denial of Service Attacks. Furthermore, Customer
acknowtedges that the Security Services described herein could possibty resutt in service
interruptions or degradation regarding the Customerrs systems and accepts those risks and
consequences. Customer hereby consents and authorizes SecureWorks to provide any or att the
Security Services with respect to the Customer's systems. Customer further acknowtedges it is
the Customer's responsibitity to restore network computer systems to a secure configuration
after SecureWorks' testing.

Appticabte to Comptiance Services: Shoutd a Statement of Work include comptiance testing or
assessment or other simitar comptiance advisory Services ("Comptiance Services"), Customer
understands that, atthough SecureWorks' Compliance Services may discuss or retate to tegat issues,
SecureWorks does not provide [ega[ advice or services, none of such Services shatl be deemed,
construed as or constitute [ega[ advice and that Customer is uttimately responsible for retaining its
own [ega[ counsel to provide legal advice. Furthermore, any written summaries or reports provided
by SecureWorks in connection with any Comptiance Services shatl not be deemed to be tegat
opinions and may not and shoutd not be relied upon as proof, evidence or any guarantee or
assurance as to Customer's [ega[ or regutatory comptiance.
Appticabte to PCI Comptiance Services: Shoutd a Statement of Work include PCI comptiance
auditing, testing or assessment or other simitar PCI compliance advisory Consutting Services ("PCl

Compliance Services"), Customer understands that SecureWorks' PCI Comptiance Services do not
constitute any guarantee or assurance that security of Customer's systems, networks and assets
cannot be breached or are not at risk. These Services are an assessment, as of a particutar date, of
whether Customer's systems, networks and assets, and any compensating controls meet the
appticabte PCI standards. Mere comptiance with PCI standards may not be sufficient to eliminate
att risk of a security breach of Customer's systems, networks and assets. Furthermore,
SecureWorks is not responsible for updating its reports and assessments, or enquiring as to the
occurrence or absence of such, in tight of subsequent changes to Customer's systems, networks and
assets after the date of SecureWorks' final report, absent a signed Statement of Work expressty
requiring the same.
Record Retention

H)

r)

J)
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K)

i) SecureWorks wil[ retain a copy of the Customer Reports and supporting Customer Data in
accordance with SecureWorks' record retention policy, which provides such retention for a
period commensurate with such Customer Reports and supporting Customer Data usefutness
and SecureWorks' [ega[ and regutatory requirements and SecureWorks' directives.

ii) Untess Customer gives SecureWorks written notice to the contrary prior thereto, then thirty
(30) days after delivery of its finat report, SecureWorks shatl have the right, in its sote
discretion, to dispose of at[ acquired hard drive images and other report backup information
acquired in connection with its performance of its obtigations under this SOW.

Post Engagement Activities
Upon the "Engagement Conclusion" defined as the earlier to occur of (i) acceptance by Customer
of the final Customer Report, or (ii) thirty (30) days after the delivery of the fina[ Customer
Report, SecureWorks witl commence with the appropriate media sanitization and/or destruction
procedures of the Customer acquired images, hard drives or other media obtained by SecureWorks
in the performance of the Services hereunder (the "lncident Media"), ,untess prior to such
commencement, Customer has specified in writing to SecureWorks any special requirements for
SecureWorks to return such lncident Media (at Customer's sole expense). Upon Customer's request,
SecureWorks wi[[ provide options for the transfer to Customer of lncident Media and the related
costs thereto. lf so requested, SecureWorks witl provide a confirmation tetter to Customer
addressing comptetion and scope of these post incident activities, in SecureWork' standard form.
Untess agreed to otherwise by, SecureWorks shatt, in its sole discretion, dispose of the lncident
Media on or after the Engagement conctusion and onty maintain a copy of the finat Customer
Report and associated deliverabtes.
Legal Proceedings
lf Customer knows or has reason to believe that SecureWorks or its employees performing Services
under this SOW have or witl become subject to any order or process of a court, administrative
agency or governmental proceeding (e.g., subpoena to provide testimony or documents, search
warrant, or discovery request), which witl require SecureWorks or such employees to respond to
such order or process and/or to testify at such proceeding, Customer witt (i) promptty notify
SecureWorks, unless othenryise prohibited by such order or process, (ii) use commerciatty
reasonable efforts to reduce the burdens associated with the response, and (iii) reimburse
SecureWorks for (a) its employees' time spent as to such response at the hourty rate reftected in
this SOW, (b) its reasonabte and actua[ attorney's fees as to such response, and (c) its reasonable
and actua[ travel expenses incurred as to such response. Nothing in this paragraph shatt appty to
any tegal actions or proceedings between Customer and SecureWorks as to the Services or this
sow.
Endpoint Assessment - Matware Hunting
Untess otherwise agreed upon in writing, within sixty (60) days fotlowing the expiration or
termination of this SOW (the "Thirty Day Period"), Customer shatl uninstalt any and att copies of
the software agent used for Malware Hunting. During the sixty Day Period, (i) Customer sha[[ not
use the software agent, and (ii) the license and use restrictions that appty to the software agent
remain in effect notwithstanding the expiration of termination of the Service. Customer witt instatt
SecureWorks' proprietary software agent if Endpoint Assessment Services are in scope. Customer (i)
will use the Endpoint Assessment software agent for its internal security purposes, and (ii) witl not,
for itsetf, any Affitiate of Customer or any third party: (a) decipher, decompile, disassembte,
reconstruct, transtate, reverse engineer, or discover any source code of the software agent; and
(b) witt not remove any tanguage or designation indicating the confidential nature thereof or the
proprietary rights of SecureWorks from the software agent. Customer witt uninstatl the software
agent as described in this SOW.

L)

M)
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By their signature below, SecureWorks and Cook County Govemment indicate their agreement to the terms and
conditions set forth in this Agreement.

SecureWorks, Inc.
n .. (\r-,

Signature: 
Uhrf.- .Xrar-

Name:
CherylStrack

Position:
Contracts Senior Advisor

Date:

7t8t2016

Cook County Government

Signature:

Name:

Position:

Date:
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CERTIFICATE OF INCUMBENCY

I, George Hanna, Vice President and General Counsel of SecureWorks, Inc. (the "Firm"), a
company duly organized and validly existing under the laws of the state of Georgia, hereby
certify as follows:

I have reviewed the constitutional documents and resolutions of the Board of Directors of
SecureWorks Corp., a Delaware corporation, of which the Firm is a wholly-owned subsidiary,
and certify that the individual named below is authorized to act on behalf of the Firm to sign,
execute and deliver, on behalf of the Firm, the Economic Disclosure Statement and Identification
of Subcontractor/Supplier/Sub-consultant Form with The County of Cook located in Chicago,
L. The person named below is duly qualified and acting representative of the Firm, duly
appointed and authorized to sign the Economic Disclosure Statement and the Identification of
Subcontractor/Supplier/Sub-consultant Form aforementioned and all documentation required by
The County of Cook located in Chicago, IL for this putpose. The'signature set opposite the
name of that person is the genuine signature of said person.

Name

Cheryl Strack

George Hanna, Vice President and General Counsel of
SecureWorks, Inc.

State of Georgia
County of Cobb

Signed and sworn to before me on this zZ"! dayof Juq , 2016, by George
Hanna, Vice President and General Counsel of SecureWorks, Inc., a company duly organized
and validly existing under the laws of the state of Georgia, who is personally known and/or
proved to me on the basis of satisfactory evidence, to be the person who appeared before me.

My Commission Expires:
sl?'ll1.ofi
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Exhibit A - Customer Transition Services

C ustomer T ransition Servrces Methodol ogy
SecureWorks understands that transition can be the most chattenging part of any lT outsourcing
engagement and assumes mission-criticat significance. Our goal is to achieve program success through
consistent ptanning, execution, and governance and to ensure the successfut detivery of comptex
service transition in a predictabte and organized manner. The objectives that inform our achievement
of our goal are:

* Optimize transition between functions

s CentraI management of change (risk/action/issue/decision)
s Estabtish accountability (ptan/run/govern)
w Manage competing priorities (batance)

* Facititate communications (visibitity)
a Acceterate time to vatue

Our methodotogy is buitt on accountabitity, batance and communication that provides a structure
transition which:

*r Estabtishes accountabitity across detivery resources with a foundation in coltaborative ptanning

e Maintains balance in execution by governing detivery, capacity and priorities

w Leads communication across stakehotder groups to keep everyone informed and aligned

The high [eve[ components of our transition method are planning, execution and governance.

Planning
Transition starts when SecureWork schedutes a soft launch conference calt with Customer to conduct
introductions, discuss the transition methodotogy and associated processes, agree on next steps, and
set a date and time for a detail ptanning session at one of Customer's facilities.

The ptanning sessions goal is to produce a schedule of activities atigned within mitestones and inctusive
of dates, accountabitity for each activity, as we[[ as setting up the transition governance committee
and estabtishing the cadence for ongoing transition governance catts to review progress and manage
exceptions through RAID atignment and management.

Planning Work Session

The ptanning work session witl take the output from the soft launch which inctudes a scope review,
identification of detiverabtes and dependencies and an outtine of a draft schedute. The comprehensive
review of the scope, detiverables, dependencies, risk, and stakehotders and the initial ptanning
session is the foundation for successful execution of the transition.

Execution
Managing and maintaining the schedute and RAID [og, as we[[ as batancing priorities across atl functions
are the focus of the execution process. The transition program manager handtes delivery, manages
capacity, and keeps priorities atigned. The integration and cycles of progress reviews and exception
management are key inputs to execution activities which inctude:

xr Maintaining the schedule

w Maintaining the RAID tog

* Monitoring delivery progress

e Monitoring scope, time, cost and quatity
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" Maintaining the batance of priorities

Ongoing review of risks and issues, assigning actions and making decisions, are vital components to
staying on schedute and meeting the goats of a successful transition program.

Governance
The agreed upon communication ptan is the core of the governance process. The transition governance
committee, ted by the transition program manager, wi[[ review progress to schedule and RAID on a
weekly basis. The transition program manager atso provides a weekly status for atl stakehotders
inctusive of executives and sponsors. The goa[ of ongoing transition program governance is to
effectivety manage each objective (time, cost, quatity, benefits, risk, and scope).

The weekty status communicates issues, needs, and overal[ progress (compteted and ptanned)
coltaborativety with the joint Customer and SecureWorks transition governance committee.

Transition Program Manager
The fottowing information hightights the base rote and responsibility as wett as knowtedge and skil[s we
emptoy in a transition program manager position.

Role Responsibilities
*' Manage expectations and provide executive [eve[ reporting
x Oversee program of comptex projects driving service transition and onboarding

* Govern program of projects inctude driving schedule, cost, and scope

e Manage and mitigate risk, actions, issues and decisions on atl projects

s Provide oversight and reporting to budget and contract milestones

ur Devetop program's key objectives, scope, success criteria and communicate them effectively
across the program stakeholders

* Liaise across functions; interface with leadership and functionat teams to provide transparency
of project heatth

c Manage a[[ aspects of comptex program of projects for the respective [ines of business from
inception through detivery

* Define and review reports to ensure atl services are comptetety and successfulty detivered
,{s Proactively engage to correct probtems when they are encountered.
* Work effectivety with other lS teams and outsourcing provider(s) to ensure technology sotutions

are effectivety managed and performed

* lmptement best practices to increase customer satisfaction: meet professionat services revenue
and profit quotas white managing P&L; responsibte for staff/account management, prioritization
and forecasting; develop and maintain world-ctass processes and personnet; provide delivery
management to ensure customer satisfaction

Minimum Knowledge and Skills Required
** $+ years of demonstrabte experience leading customer service transitions through comptex cross

functionat program of projects

* Experience teading through thought leadership and vision, with a mind's eye to quatity detivery
and Customer first

* Experience reporting to and working with executive management

*l Excettent communication and presentation skilts

* Experience negotiating and managing stakeholder expectations
* Experience with financiat responsibilities and strategy
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& Experience managing a security program for targe companies

c Sotid understanding of risk-based security strategies
* PMP desired

a CISSP CSM, CISA, GIAC, or other security certification desired

Deliverables
The Transition Service witt be performed by one or more expert transition program managers with
extensive experience managing security services transitions assigned from SecureWorks' Gtobat
Transition Management and Customer Success (GTM&CS) team. The transition program manager will
seek to quickty understand the workings of Customer's environment with respect to their requested
services in order to optimize transition of the Security Services(s). The transition program manager
maintains key retationships with each of SecureWorks seryice towers leaders and their resources which
are instrumenta[ to ptan, execute, and govern transition of security service(s).

The contracted transition seryices are based upon the comptexity and maturity of Customer's security
environment, and the contracted scope and scale of the security service(s) particutar to the
imptementation. The transition service components witt be performed remotety by the transition
program manager. lt is common for an initiat detait ptanning session onsite at one of Customer's
facitities, as appropriate and agreed upon by the parties.

The transition program manager witt schedute a soft launch kickoff catt with Customer to conduct
introduction and discuss timetine, governance, resources/stakehotders and high-tevet objectives.
During this initiat catt, the parties witl discuss any documentation supplied, define rules of
engagement, and ensure that the scope and expectations for the Service(s) are clearty identified and
defined. The high [eve[ transition management detiverables include:

* Program schedule

* RAID Log (risk, action, issue, decisions)

s Stakehotder rotes and responsibitities (RACI)

e Communication ptan

* Scope, time, cost, quatity management ptan

* Weekty consotidated executive status

* Lessons learned

COOK COUNTY Specific Deliverables
s At[ detiverabtes listed under managed security services (MSS), endpoint services and threat

intettigence are considered upfront detiverables. This impties that these services have been
deemed criticat to the onboarding process and must be compteted as part of the initiat
deployment.

a Services such as vutnerability scanning and penetration testing witt be detivered over time,
however COOK COUNTY witt require documentation and training to be provided as upfront
detiverabtes.

$ lncident response is broken down into two distinct parts, proactive and reactive. SecureWorks
witl provide COOK COUNTY with reasonable estimates of the necessary hours needed deliver the
services requested. SecureWorks witl atso ensure that these estimates are properly accounted
for in the statement of work.

Managed Security Services (MSS)
* SecureWorks witt provide validation that atl data being cottected from in-scope devices is in the

proper format and is being processed correctty.
* SecureWorks witl provide validation that any physical or virtual apptiance purchased by COOK

COUNTY is property insta[ted, configured, sized and tuned appropriatety.
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& Secureworks witl provide vatidation that any data collected from COOK COUNTY is being stored,
processed or transmitted securety.

o,' SecureWorks wit[ provide documentation which detaits access controts and permissions to any
device that stores, processes or transmits COOK COUNTY data.

*r COOK COUNTY witt devetop and execute a plan to test the resitiency of any physical or virtual
apptiances purchased from SecureWorks for the detivery of the Services listed in this SOW are
implemented in a way that fits our enterprise security architecture and network requirements.

s At the end of the deptoyment period, SecureWorks witl provide a report to COOK COUNTY in
order to show that att MSS services have been imptemented as agreed.

* SecureWorks wit[ provide documentation to show that atl devices in-scope for futSS have been
successfully on boarded.

Threat Intelligence
SecureWorks witt provide documentation to show that att threat intettigence services have been
configured and activated successfu[ty.

s Enterprise brand surveitlance

m Enterprise threat intettigence

* Bordertess threat management profite

s* CTU countermeasures

a Attacker Database

Training
SecureWorks witt provide COOK COUNTY with access to the SecureWorks University training portat.

ln addition, the training initiatives SecureWorks witt atso provide the fottowing

o Devetopment of a training program for the purposes of knowtedge transfer to ISO Cook County
staff upon notification of termination of services contract.

o Devetopment of a project timeline identifying training, detivery dates, and resources
o Devetopment of training criteria including creation of standard operating procedures

":-i
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Integration
SecureWorks wit[ provide documentation showing how their ser:vices have been integrated with COOK
COUNTY systems.

Miscellaneous
ux, SecureWorks witt provide porta[ training to COOK COUNTY

s SecureWorks witt provide documentation for any and att processes by which COOK COUNTY
support teams would engage the SecureWorks SOC.

* SecureWorks and COOK COUNTY witt devetop escatation processes, paths and contacts retating to
the incident handting process.

ep COOK COUNTY and SecureWorks witt review the SIF and ensure that the document contains atl
retevant systems which are considered in-scope for the engagement.

*, SecureWorks wit[ provide documentation for att SLAs inctuded in-scope for the engagement.

w SecureWorks wit[ work with COOK COUNTY to create meaningful metrics and reporting regarding
seryice detivery and performance.

Transition Initiation
The transition program manager witt be assigned in advance of the scheduted start date and request
documentation from Customer in order to review current processes, personnet, and data, in order to
become famitiar with Customer's organizational structure, personnel, business environment, and
current security program. The transition program manager witl meet with Customer earty and advise on
next steps that reflect Customer's unique needs, requirements, and expectations. Customer witl
interface with other internal stakehotders and SecureWorks for scoping and scheduling of the program.
The transition program manager wi[[ devetop an initial program schedule and RAID log and conduct a
kick-off catt with Customer to facilitate introductions, discuss high tevet scope and resources, and to
schedule the onsite ptanning work session. lnitiaI activities include:

" Review SOW

* Review resources with SecureWorks detivery teads

w Review account with SecureWorks Sates Account Management

x, Confirm scope, assumptions, and acceptance
e Confirm detiverabtes and dependencies

* Confirm timetine, constraints, prerequisites

* Confirm Customer resources (technicat, Project Management Office (PMO)

Transition Planning
Transition ptanning focuses scoping, resourcing, tasking, dependencies, constraints, and rotes and
responsibitities white managing the overall objectives of time, cost, quatity, benefits, risk, and scope.
An onsite ptanning session is conducted to:

w lnitiatize Schedute

e, lnitiatize Risk, Action, lssue, and Decision Log

*r Finatize Stakehotder Rotes and Responsibitities

* Finatize Communication Plan

w lnitiatize Scope, Time, Cost, and Quatity Management
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'g. Atign with Customer governance

Planning Activities
1) Sates or account manager notifies Transition Manager of new SOW and att required groups review

SOW

a) Scope

b) Dependencies

c) Required deliverabtes

2) Account manager, sotution architect, transition manager and provisioning project manager
conference with customer to do introductions discuss governance and set a date for the face-to-
face program ptanning session

3) Service Area PMs or Technicat Leads Prepare Task Ptan based on SOW requirements

a) Provide key activities, dependencies and needs to transition manager

4) Transition manager prepares draft program schedule based on seryice area activities in the
approved SOW

a) Leverage standard template with modifications specific to the SOW provided by Service
Areas

5) Transition Manager conducts Customer facing ptanning session

a) Attendees inctude Customer sponsor, Customer PMO, Customer technical leads,
SecureWorks Account Manager, SecureWorks Transition Manager, CIS Project
Manager/ Project Engineer

b) Optionat attendees as defined in the soft launch could inctude managed security services
integration (MSSi), security risk and consulting (SRC), residency

6) Transition manager finatizes schedute based on ptanning session

a) lnctudes updating the risk and issue [og, stakehotder MCl, Communication Plan

b) Sets up weekty governance review

c) Notifies service areas to set up technica[ kickoff and review catts for deliverabtes

Transition Execution
Transition execution focuses on managing schedutes, issues and priorities related to goats and ongoing
progress while ensuring quatity outcomes and mitigating risk.

* Manage detivery

Manage detivery against a jointty devetoped schedute

Manage and schedute resources
' Communicate dependencies that impact timetines and resources

Escatate dependencies that impact detivery wett before overruns are experienced
Prepare and agree mitigation ptans with Customer to overcome delays an issues

- Manage RAID (Risks, Action ltems, lssues, and Decisions)

' Capture lessons [earned for review upon program completion
Atign with Customer change processes

" Manage scope

Ensure project scope is detivered within the agreed time, cost, and quatity
Raise and mutuatty agree on change requests on scope, time, cost or quatity

Obtain weekty status reports from each stakehotders group in prep to roll up to
overarching program status
Hotd weekty status and or technicat review catts with the assigned stakehotders
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e Manage quatity

Oversee the quatity of technical detiverabtes through scheduted reviews, peer reviews, and
Customer walkthroughs

Atign with Customer quatity review requirements

Execution Activities
1) Service area project managers or technical leads conduct technical calts as needed

a) Kickoff technical instalt (requirements confirmation, Service lnstatlation Form (SlF) lntro,
scope review, communicate information needed)

b) Periodic technical reviews (Review lnformation received, Review SlF, imptementation work
session)

c) Deliverable review (review draft and final detiverabtes, test, signoff)

2) Service area project managers or technical leads provide updates to Transition Manager

a) Progress on key activities outtined mapped to the program schedule

b) Communication needs and issues

3) Transition Manager consotidates atl Service Area progress updates

a) Updates program schedute

b) Updates Executive with 4up reporting format inctuding any needs/issues

c) Forwards schedute and 4up reports in advance of governance review

4) Transition Manager conducts weekty governance review watking through the Executive 4up and
schedute updates

a) Attendees inctude Customer sponsor, Customer PMO, Customer technica[ teads, DSW
Transition Manager, DSW Account Manager, CIS PM/PE

b) As needed attendees inctude MSSi, VMS, GRC, SRC, Residenry where attendance depends
on needs and issues identified by those groups.

5) Transition Manager updates risk, issue, action, and decision (RAID) log inctuding any escalation or
change processes

6) Transition Manager schedules and conducts any specific breakout discussions warranted based on
the governance ca[[, risks, issues, or changes.

Transition Governance
Transition governance focuses on achieving a structured approach to conducting transition tasks white
minimizing the impact on the business-as-usual activities. Through the governance process and
communication ptan we witl manage accountabitity in att areas of the program inctuding detivery,
capacity, priorities and stakeholder alignment.

* Review Progress

Review delivery progress against a jointty devetoped schedule

Review Stakeholder involvement against jointty devetoped plan

Review RAID tog against tractable items
- Escalate new risks or issues daily/weekly

Capture tessons learned for review upon program comptetion
w Manage Communications

Provide a consotidated executive status weekty
Provide an updated schedule weekty
Provide an updated MID tog weekly

Communicate change needs against scope, time, cost, or quality
Manage escatations keeping atl parties regutarty informed on progress and mitigation
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* Provide internat SecureWorks Program Putse Progress Update

Transition Closure
Transition ctosing focuses producing the finat report to Customer, capturing lessons learn and turning
the transitioned services over the steady state detivery team.

Conduct Program Ctose

Prepare/ review final executive report
Review Lessons Learned captured during program

Uptoad alt Progress Reports, Documentation, written Deliverabtes, finat Schedute, final
RAlD, and other Program Artifacts to lnternat Transition Services repository

Close any Time and Cost Accounting as needed

Obtain finat signoff as needed

* Comptete turnover of transition to steady state services team and service detivery executive
(sDE)
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Exhibit B - MSS lntegration Plus Service

MSSI+
Every Managed Security Services ("MSS") instattation is unique, especiatty in comptex technotogy
environments. The MSS lntegration Plus ("MSS|+") service (the "Service") is designed to assist Customer
in better integrating their MSS Service(s) into their business processes in order to obtain maximum
vatue from the contracted MSS Service(s). The Service witt be performed by one or more expert
security consuttant(s) assigned from SecureWorks' Security and Risk Consutting ('SRC") team (each a
"Security Consuttant"), who wi[[ seek to quickty understand the intricacies of Customer's environment
in order to optimize the integration and performance tuning of the MSS Service(s). Consuttant is a
subject matter expert ("SME") on atl SecureWorks services and is part of a team dedicated to
detivering Service.

The Service components to be performed (as set forth betow) are based upon the comptexity and
maturity of Customer's security environment and the contracted MSS services which are unique to each
Customer. During the Services Term (as defined betow), Customer may setect one or more Service
components set forth betow to be performed by SecureWorks. The Service components may be
performed remotely from one of SecureWorks' facitities and/or onsite at one of Customer's facitities,
as appropriate and agreed upon by the parties. The duration of the Service is agreed upon by the
parties as set forth in the SOW (the "Service(s) Term").

The MSSI+ Service Term is a defined period of time of 7 weeks. The Security Consuttant witt use best
efforts to accomptish as many MSSI+ $srvise components as possibte during the Services Term; as such,
components are determined by Customer. The Service components that can be detivered witt depend
upon where Customer is in their MSS imptementation tifecycte and the contracted MSS services
subscribed.

i)*iir $erl:reWo:'i<r {.r:r':li*llr:1 ial



i)*ll Seclr*\liorks {*r:i!<J**t i*i



i:o:i 1{,f i rri}\t{}ris l *nl:ir;u:ri l,ri



Exhibit C - Monitored Security Services

Monitoring Service
Description & SLA (9

Alerting & Reporting
SecureWorks will provide Cook County with 24 x 7 alerting and reporting of all ISO technologies within
scope. Alerting and Reporting capabilities will include the following;

Carrying out event analysis with the statistical events corretation rutes. This should
inctude the corretation of the events from att the devices within the on premise

.

Preparing daity/ weekty / monthty/yearty reports to summarize the list of incidents,
security advisories, vutnerability management, and other security recommendations. lt
should inctude the operations trend anatysis with the reports corretation of the present
and past data
Tracking impact of new vutnerabitities and threats on County's affected assets

. Tracking and supporting imptementation and coordinate for ctosure of vutnerabitities on assets
that are affected in mutuatly agreed upon formats

o Providing a security dashboard for an online view of the gtobat vulnerabitities and threats
appticabte to the County's environment, number of assets affected and status of mitigation

. Providing an ontine secured portal for
real -time monitori ng of ana lyst i nvesti gations

- Att incidents tracked and their history
- Change requests

Running shift tog containing detaited security anatyst notes on investigations and other
daity operations
Standard Operating Procedures

- Run books

- Quick reference guides
Secure document exchange

Priority ticket notifications are also

Evatuating and prioritizing security alerts from ISO technotogies.
Creating relevant security aterts from ISO technotogies.
Providing Comptiance-oriented reports for daily review
Providing Security incident summary and detaits
Providing Trend anatyses that reveal trends in poticy exceptions and user behavior
Recommending ev€nts that shoutd be categorized as "special attention"
Analyzing Event source inventory and summary
Creating Service [eve[ agreement metric reports
Providing lncident identification and response services

Email notification of new and modified tickets.



o Providing trending reports on a monthty, quarterty and yearly basis
. Providing executive reports on an ad-hoc basis
. Assuring a[[ service requests and help desk tickets are entered on County's Hetp Desk System or

as mutuatty agreed upon
. Providing specific SIEM reports and aterts that are abte to address the fottowing use cases, but

not limited to:
Botnet activity
Virus outbreaks

- Unauthorized remote access

- Suspicious activity (terminated account access, key loggers, internationat VPN access,
etc. )

After hours badge access
Disabting system service accounts or seryices

. Assisting ISO in determining Key Performance lndicators (KPl) and information security metrics
for tracking and reporting

o Maintaining proper inventory and network diagram of assets used in the ISO infrastructure
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Exhibit D - Threat lntelligence Services

E
SD-SLA - CTU Threat
Intelligence - Englisl
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Exhibit E - Device Management Services

Managed and
Monitored Advanced

Managed Web
Application Firewall Sr
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Exhibit F - lncident Management Retained Services

lncident Management Response Servfces Pre-Planning and
Coordination
Upon SecureWorks' receipt of this Customer executed SOW; SecureWorks witt begin estabtishing
workftows to support Customer requests for lncident Management Services. The foltowing actions wit[
be taken by SecureWorks personnel and are considered non-bitlabte:

s Distribute contact information to Customer for engaging with SecureWorks for lR and digitat
forensics services. Contact information includes the 24/71365 lR hottine, the lR Resource
Coordinator and lR Detivery Managers;

* Provide Customer with artifact acquisition, chain of custody and secure transport instructions;

*. Facititate a Service initiation conference catt with the Customer point of contact to review a[[
Services available, ctarify escatation channets and verify Customer contact information;

w Provision Customer access to the Portal for lR and forensics service request tickets;
w Coordinate Retained Hour utitization notifications and facititate non-bittabte, on-demand

meetings to scope proactive and reactive Service Engagements.

Retai ned t ncident Management Selvices

lncident Management Briefings and Advisory
Upon SecureWorks' receipt of a Customer Authorized Engagement request, conference catts or onsite
workshops can be arranged to review tessons learned from previous incidents that have occurred, to
review the overatl status of the Customer's lncident Management program, or provide guidance on
topics of interest that fatt within the domain of lncident Management.

Proactive Service Options

I ncident Management Workshop
Upon SecureWorks' receipt of a Customer Authorized Engagement request, an onsite SecureWork
consultant ("Consuttant") ted workshop can be arranged during the Services initiation process to review
lR capabitities with Customer key personnel and conduct a tabtetop exercise to estabtish lR processes
for engaging with SecureWorks for lncident Management Services. This optional workshop allows
SecureWorks to become familiar with Customer's organizational risk profile, togging and detection
capabitities, lR capabitities and key personnel prior to responding to any active lR support requests.
This workshop witt support the creation of an information profile on the Customer's environment for
SecureWorks lR personnel to provide more efficient and tailored Services.

lncident Response Plan and Playbook Reviews
Upon SecureWorks' receipt of a Customer Authorized Engagement request, SecureWorks wilt conduct a

detaited review of Customer's existing lR capabitities. SecureWorks witt request documentation that
supports the effort to understand the Customer's current lR posture and practices in order to provide
an anatysis of lR capabilities based on SecureWorks' breadth of experience, recommendations based on
assessment of Customer's environment and retevant standards or regulatory requirements. The
documentation requested witt consist of items such as process diagrams, poticies, procedures,
guidelines and any other pertinent information to hetp SecureWorks understand Customer's current
practices and regutatory requirements. As deemed necessary, facititated workshops and interviews
may also be conducted with Customer key stakehotders to rapidty gather a deeper understanding of
overatl requirements, critical business requirements and existing response capabilities. lt is anticipated
that Customer's Engagement point of contact witt provide the requested information and access to key
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stakehotders as rapidty as possible once the Engagement begins. At the ctose of the Engagement,
Customer wilt receive a risk prioritized findings and recommendations report to improve lR practices.

lncident Response Training Workshops and Exercises
Upon, SecureWorks' receipt of a Customer Authorized Engagement request, SecureWork witt facititate
lR Training Workshops with specific topics customized to improve Customer's lR capabitities.
SecureWorks witt atso test Customer's lR ptan with facititated tabtetop and functional exercises.
SecureWorks testing exercises feature taitored threat scenarios retevant to Customer's organization
that are intended to proactivety hightight gaps or issues with Customer's strategies and ptans.

Incident Response Training Workshops
The content covered in lR Training Workshops witt vary based on the maturity of existing capabitities
and desired objectives. Available lR Training Workshop options may inctude:

x lR Fundamentats

e Evidence Handting and Chain of Custody

s Volatite Data Collection and Anatysis
q, Forensic lmaging Techniques

s. Basic Forensic Anatysis

* Matware Analysis for First Responders

lncident Response Tabletop Exercises
An lR tabtetop exercise involves assembting key lR stakehotders in a singte ptace and watking through a
scripted exercise. The facititator releases information concerning the incident in a controlted manner
that witt guide the exercise, white each stakeholder describes the rote they woutd ptay in a real
incident. lR tabtetop exercises are an efficient way to familiarize staff with lR practices and
proactively test existing response ptans. lR tabletop exercises are highty effective to validate rotes,
responsibilities, coordination and decision-making.

Incident Response Functional Exercises
Functiona[ exercises are appropriate after tabtetop lR exercises have already been performed and
lessons learned from previous tabletop lR exercises have atready been adopted. Functional exercises
altow Customer's personnel to vatidate their operationat readiness for incidents by performing their
duties in a simutated manner. Functional exercises are designed to exercise the rotes and
responsibitities of specific team members and procedures in one or more functional aspects of a plan.
Functionat exercises vary in comptexity and scope, from vatidating specific aspects of a ptan to futt-
scale exercises that address atl plan etements. SecureWorks can coordinate overt and covert lR
functionaI exercises.

An overt functional exercise involves the participants functionatty performing each step of the ptan as
if it were a real incident. Att participants are aware that it is an exercise, but attempt to perform
actual response activities during the exercise.

A covert functional exercise is where only the Engagement point of contact or their designee is aware
that the testing is an exercise. Typicatty, only organizations that have mature response capabitities
undertake covert functional exercises due to the comptexity of preparing and coordinating this type of
response exercise.

lR training and exercise Engagements inctude the fottowing major detivery phases:

* One Consultant witt review existing lR materials and work with the Customer Engagement point
of contact to verify the overall test ptan and scenario injects are appropriate;

* At teast one Consuttant wit[ be scheduled for one day onsite to function as the facititator and
data cottector for the exercise. For exercise groups larger than ten peopte, for exercises that
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span muttipte [ocations , or f or any functional exercises, the facititator and data cottector rotes
wi[[ require at least two Consultants;

* One Consuttant witt provide Engagement after action reporting and follow-up support.

At the close of a training or response exercise Engagement, Customer witl receive an after action
report that summarizes the event activities with risk prioritized findings and recommendations to
improve lR practices.

lncident Response Plan and Playbook Development
Upon SecureWorks' receipt of a Customer Authorized Engagement request, SecureWorks witt assist with
devetoping lR Plan materiats at both a strategic and tactical [evet. At the strategic [eve[, SecureWorks
witl assist with lR plan devetopment, security poticy integration, capabitity devetopment and
governance. From a tactical standpoint, SecureWorks witt hetp define lR workftows, rotes and
responsibitities, as wetl as detection and response procedures specific to Customer's organization.

SecureWorks wit[ request documentation that supports the effort to understand Customer's current
posture and practices in order to draft lR materiats taitored to Customer's organization. The
documentation requested witt consist of items such as process diagrams, poticies, procedures,
guidetines and any other pertinent information necessary to hetp SecureWorks to understand current
practices and regutatory requirements. As deemed necessary, facilitated workshops and interviews
may atso be conducted with Customer key stakeholders to rapidty gather a deeper understanding of
overall requirements, critical business requirements and existing response capabitities. lt is anticipated
that Customer's Engagement point of contact witt provide the requested information and access to key
stakehotders as rapidty as possibte once the Engagement begins.

Ptease note that this Engagement requires ampte commitment and participation by Customer
representatives by activety participating in the devetopment process, providing information in a timety
manner and reviewing drafted content to confirm the material is suitable for Customer's organization.

SecureWork wit[ create lR Ptans incorporating any previously avaitable content that may inctude the
fottowing sections:

w lR Charter

*r Delineation of Rotes, Responsibitities, Dependencies and Levets of Authority for lncidents

e lncident Categorization and Severity Definitions

*l. Procedural Flows and Escatation Procedures for lncident Handling

Event Detection Process

Triage and Analysis Process
. lncident Dectaration Process

lR and Recovery Process

lncident Communication Process

e Reporting Procedures, Temptates and Forms

s Response Team, Key Vendor and Law Enforcement Contact lnformation

e lnternaI and Externat Notification Requirements

+ Emptoyee Awareness and Readiness Training
q' Post-lncident Analysis and lmprovement Process

x. lR Metrics

Compromise Screening Assessment
Upon SecureWorks' receipt of a Customer Authorized Engagement request, SecureWorks wit[ perform
compromise screening assessments that may include the anatysis of tog data, packet captures and
forensicatly acquired images from key devices within Customer's infrastructure.
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These artifacts witt be anatyzed for signs indicative of compromise activity. Artifacts witt be anatyzed
as needed, based on avaitabitity and retevance to the assessment scope and required work effort. The
data from these artifacts witl be screened for threat indicators using a combination of pubticatty
avaitabte and SecureWorks proprietary toots and methods. These proprietary tools and methods witt be
used to identify patterns of behavior and communications that may indicate unknown compromise
activity. Any log data shoutd be provided to SecureWorks in a ctear text format that enables the
application of threat inte[ligence. The storage size of artifacts to be anatyzed witt be assumed to be
the actuat, uncompressed volume of data when estimating [evet of effort.

As deemed necessary and appropriate, SecureWorks may deptoy live network traffic anatysis appliances
on Customer's network to obtain a network-centric view of [ive traffic with the aim of identifying
active connections to known maticious addresses, command and control seryers and traffic patterns
representative of malware.

To deptoy these live network traffic anatysis apptiances, SecureWorks witt work with Customer's
personnel to select appropriate network locations that witt inspect as much "host-to-lnternet" traffic
as possibte so that an appropriate amount of data is cotlected and anatyzed. The tive network traffic
anatysis appliances wilt onty operate in detection mode and not atter or btock any traffic during the
Engagement.

The design and ptacement of the live network traffic anatysis apptiances witt be verified in the early
stages of the Engagement and may consist of one or more sensor live network traffic anatysis
apptiances. Customer personnel must perform minor network configuration changes to accommodate
network traffic analysis. Management and anatysis access to the sensors [ive network traffic anatysis
appliances witt be finatized during the pre-deployment phase. SecureWorks witl manage and operate
the tive network traffic analysis apptiances for the duration of the Engagement.

When any compromise activity is identified, SecureWorks can hetp plan containment and eradication or
conduct post-incident forensic anatysis. At the close of the assessment, Customer wilt receive a
findings and recommendations report that inctudes any compromise activity observed and
recommendations to improve lR practices.

lncident Management Risk Assessment
Upon SecureWorks' receipt of a Customer Authorized Engagement request, SecureWorks witt conduct
an operationaI and technicat risk assessment of Customer's incident management capabitities to detect
and mitigate maticious threat actors and commonty exptoited threat vectors. An operationa[ review witl
be conducted to assess current lR practices and measure capabitity maturity retative to SecureWorks'
breadth of experience for threat scenarios of concern. A technical review can atso be performed to
vatidate lR operational practices and identify any gaps in compromise detection capabitities. The
lncident Management Risk Assessment can inform any modifications required for lR strategy, ptans,
playbooks and testing practices. When any compromise activity is identified during the technicat
review, SecureWorks witt hetp ptan containment and eradication or conduct post-incident forensic
anatysis. At the close of the Engagement, Customer wi[[ receive a risk prioritized findings and
recommendations report to improve lR practices.

Reactive Service Opti o ns

Reactive lncident Management Services are included as part of the lncident Management Retainer.
Cook County will have access to both Proactive & Reactive Services with the current E0 Hour
retainer to be use as requested throughout the year. lffurther hours are needed, Cook County can
obtain these in blocks of 20 hours at the same defined rate of S350.00/hr.

Digitat Forensics and lncident Response Services
Upon SecureWorks' receipt of a Customer Authorized Engagement request, SecureWorks can provide
Digitat Forensics and lncident Response ('DFlR") Services. Once an incident is dectared by Customer

l*i:. 5er,";r*\r**rxs {.*r:li**:rliai



and depending on the circumstances of the incident, SecureWorks can provide onsite or remote
support.

ln order to maintain independence during the investigation, SecureWorks will not perform remediation
activities. This inctudes the removal or cleaning of any identified maticious code or root kits, or any
other simitar items. SecureWorks can assist in the devetopment of remediation ptans to address
immediate weaknesses intended to limit the extent of the incident and minimize the potential for
additionat loss or damage.

I ncident Response Services
SecureWorks lncident Handter(s) may attempt to estabtish all or part of the fottowing:

,r* Provide written and/or verbal guidance for Customer artifact cottection.

* Provide chain of custody procedures and documentation.
* Provide guidance and/or recommendations on remediating vutnerabitities discovered.

e Conduct forensic analysis of hard drive(s) from Customer environment that the incident affected.
s Conduct memory anatysis of computer systems from Customer environment that the incident may

have affected.
,*, Conduct anatysis of mobile devices from Customer's environment that the incident may have

affected.
w Conduct analysis of Credit Card end-point devices from Customer's environment that necessitate

forensic review.

* Analysis of network traffic traversing internal or external boundaries.

*x Perform custom searches based on key terms, user names, registry entries, file names, fite types
and/or time frame of interest.

s Anatysis of network or system [og events retated to the Customer incfdent.

* Assessment of any recent vutnerabitity scans, penetration tests, web apptication tests, to assist
in determining the unauthorized point(s) of entry.

w Conduct anatysis of open source and proprietary Threat lntettigence sources that may provide
information about threats, vutnerabitities, or risks retated to the incident.

s Conduct anatysis of malware or other binary fites that may be invotved in the incident.
s Provide indicators of the incident and threat for use by Customer remediating the incident.

* Provide any evidence discovered that indicates the tikeness of the threat of concern.

s lncident summary and recommendations on risk management options.

* Provide media disposition per mutuatly agreed upon process. Additional costs may appty.

Digital Forensic Analysis Services
Using a variety of forensics tools and methods, SecureWorks can acquire, anatyze and recover data
stored in the fottowing formats:

* Disk drives

" RAID systems

* Portabte storage drives

*r Credit card skimmers

* Mobile devices

** Other digitat media formats for anatysis or data recovery
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Anti-Phishing Response Services
SecureWorks security analysts can anatyze Phishing incidents. This can involve a variety of
methodotogies, depending on the nature of the incident. The objective is to gain as much information
as possibte about the incident to facititate containment. A partiat list of techniques includes:

c Networking anatysis techniques (traceroute, DNS lookups, ARIN searches, OS fingerprinting,
scanning, system enumeration, foot-printing, etc. ).

* Apptication analysis techniques: website code reviews, emai[ anatysis, seryer configuration, etc.
{r Research, inctuding lRC, USENET, Websites.

* Analysis of propagation methodotogies and magnitudes (i.e., how is the Phishing incident being
spread?).

* Severity Assessment, inctuding anatysis of the impact of the incident.
* Log review-web [ogs, server [ogs, firewatl [ogs, etc.
* Reverse lookup phone numbers used in attacks.
w Notification to mobite phone lSPs.

e To[[ free reverse lookup.

No commitments of Customer resources witt be made without ctear consent from authorized Customer
personnet. With guidance and consent from Customer management where needed, SecureWorks witl
coordinate, manage and facilitate an appropriate setection of countermeasures to have the Phishing
site taken offtine. These countermeasures wi[[ be setected and deptoyed dependent on the evotving
anatysis of the particular incident underway. Successfu[ takedown is often dependent on cooperation of
third parties such as internet service providers ("lSPs"), hosting providers, and domain registrars,
among others. SecureWorks does not take offensive measure to takedown phishing sites.

lncident Coordination Services
ln addition to performing incident handting and digitat forensic anatysis services, SecureWorks can
provide advisory Services in the anatysis and handting of incidents. During lR, SecureWorks often
cottaborates with executive teams, legat, pubtic retations and other Customer key stakehotders.
SecureWorks' role is to provide these key stakehotders findings and impact assessments derived from lR

and forensics work effort. These coordination activities may inctude:
e Coordinating the Engagement in-brief and regutar status meetings.

s Scope definition and management during the course of the Engagement.

* Engagement staff and resource management.

* Engagement status reporting.

* Engagement detiverable reporting.

s Engagement support with the Customer and through the Customer, with other third parties.

Gloud lncident Response Services
SecureWorks wit[ provide lR Services for the coordination, anatysis, and handling of incidents involving
the Customer Ctoud Computing architecture. The Service wilt review evidence of compromise activity
that can exist in lnfrastructure as a Service (laaS), Platform as a Service (PaaS), and Software as a
Service (SaaS) Cloud Computing architectures. SecureWorks lR personne[ can perform investigations to
determine nature and extent of suspected intrusions invotving Public, Private, and Hybrid Ctoud
Computing architectures with the Customer and through the Customer when they are end users of
Cloud Service Providers (CSPs). Ctoud lR Services are highty dependent on prevaiting organizational,
legat, and technicat factors that may compticate investigations invotving the Customer Ctoud
Computing architecture and are conducted on a commerciatty reasonabte effort basis.
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Optio nal P rem i um Servrces
ln the event that services hereunder ("Premium Services") are required to assist in the detivery of any
incident response services, Premium Services witt be bitted at the Premium Services Rate outtined in
Section 5.10. SecureWorks witt not perform Premium Services work without prior customer notification,
acceptance, and approval. Retained hours at the Standard Retainer Rate may be apptied to Premium
Services based on a factor to convert those hours to the nearest half hour increment (standard
premium hour rate is 5500/hr).

Advanced Malware Analysis and Reverse Engineering Services
ln the event of a maticious code infection of an unknown type, SecureWorks can attempt to reverse
engineer the code to better understand the code's capabitities. SecureWorks has extensive experience
and expertise in matware reverse engineering, but this activity is conducted on a commerciatty
reasonable effort basis because not all code can be successfully reverse-engineered. SecureWorks witt
offer an opinion on the code's potentia[ impact and effect on Customer assets.

lncident Surveillance Services
ln an effort to ascertain additionat information about the attack source and methods, SecureWork witt
attempt to:

a Find specific references to Customer assets affected by the current attack within underground
communications.

e ldentify specific references to Customer assets in attack toots or matware "kits."

s, Research historic proprietary and pubtic data regarding targeted attacks against Customer assets.

ee Monitor and anatyze underground communications pertaining to the active attack.

Customer witt work with SecureWorks to provide specific information on the assets to be covered under
this project (e.g., names, identifiers, lP address ranges, brands, etc.) for corretation in
counterintettigence during the active attack phase.

Targeted Threat Hunting and Response
Upon SecureWorks' receipt of a Customer Authorized Engagement request, SecureWorks can perform a
Targeted Threat Hunting and Response assessment, as set forth and described below, in the Customer
environment. This service leverages SecureWorks' proprietary methodotogy, expertise and intettigence
retated to advanced threat actors and their techniques, tactics and procedures (TTP). Targeted Threat
Hunting and Response is specificatty designed for customers that need to understand their exposure to
targeted threats, and attempts to identify existing adversary presence or tradecraft in the Customer
environment. The service witl review evidence that may persist in network infrastructure togs, and
anatyze endpoint systems and other retevant data stored within the organization, to identify indicators
of intrusion. When intrusions are identified, SecureWorks can help ptan and execute threat actor
containment and eradication. At the ctose of the Engagement, Customer wit[ receive a findings and
recommendations report that includes any targeted threat activity observed and recommendations to
improve lR practices.

The fottowing methods may be used by the Consuttants for this Engagement. These method
descriptions are provided to describe the techniques that may be used, as agreed upon with the
Customer. These methods are not in scope unless identified in the Scope of Work defined in the
Engagement request order in a format substantiatty simitar to Appendix A, but may be added by the
methods tisted in the Service Fees and Expenses section betow.

NOTE: This service requires a minimum of 80 hours of Premium Services at the Premium Services Rate
as defined in Section 5.10.
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Pre-Engagement Planning
Prior to the Engagement, the Customer wilt provide the assigned SecureWorks team members with a
cornptdted Targeted Threat Hunting and Response Service Questionnaire and the required supporting
documentation, including host and network architecture information. SecureWorks witt work with the
customer to identify data necessary to comptete the assessment and identify avaitabte sources of
required data, or formutate a ptan to obtain the required data. This information will be thoroughly
reviewed to prepare SecureWorks consultants for the Engagement.

Additionat environment instrumentation (lDS/lPS, etc.) may be required to obtain the necessary data,
and in these cases, SecureWorks witt work with the Customer to identify options they can implement
prior to the Engagement. lf additional instrumentation is required to effectivety perform the
Engagement, the project start may be detayed.

As deemed necessary and appropriate, the Engagement may commence with a workshop invotving the
Customer's lT security staff and the SecureWorks consuttants to further cottect environmental specifics
and catibrate Engagement objectives.

Log Assessment
The service inctudes the anatysis of tog data from key technica[ etements within the Customer's
network. The togs witt be anatyzed for entries indicative of the operation of maticious software or
threat actor activity. Logs witt be anatyzed as needed, based on availability and retevance to the
assessment work.

The data from these togs witt be screened for targeted threat and malware indicators using a mixture
of pubticatty avaitabte and SecureWorks proprietary toots. These tools witl be used to identify patterns
of behavior and communications with suspicious lP addresses that may indicate the presence of
malware. Due to the comptexity of the search algorithms and the size of the databases behind them,
some of this processing work witt need to be carried out on SecureWorks' owned and operated
platforms.

Logs shoutd be provided to SecureWorks on disk or other storage media, or atternativety made avaitable
in a form that enabtes them to write code to appty intetligence to the [ogs in an encrypted format. The
storage size of logs to be anatyzed witt be assumed to be the actuat, uncompressed votume when
estimating the scope of work effort.

Network Traffic Analysis
As deemed necessary and appropriate, SecureWorks may deptoy live network traffic anatysis ("Network
Traffic Analysis") apptiances on Customer's network to obtain a network-centric view of live traffic
with the aim of identifying active connections to known malicious addresses, command and controt
seryers, and traffic patterns that are representative of known matware.

To deptoy the apptiances, SecureWorks witl work with Customer to setect appropriate network
locations that witt inspect as much "host-to-lnternet" traffic as possibte so that an appropriate amount
of data is coltected and analyzed. The live Network Traffic Anatysis apptiances witt onty operate in
detection mode and not atter or btock any traffic during the Engagement. SecureWorks witt deptoy a
maximum of two apptiances in Customer's network. Additionat apptiances can be deptoyed for an
additionat fee; we witt work with Customer to determine if additional appliances are required.

The design and placement of the tive network traffic analysis apptiances witt be verified in the early
stages of the Engagement and may consist of one or more sensor tive network traffic anatysis
apptiances. Customer personnel must perform minor network configuration changes to accommodate
network traffic anatysis. Management and anatysis access to the sensors live network traffic anatysis
apptiances witt be finatized during the pre-deptoyment phase. SecureWorks wi[[ manage and operate
the live network traffic anatysis apptiances for the duration of the Engagement.
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Endpoint Assessment - Malware Hunting
The purpose of the matware hunting portion of the Engagement is to search systems within scope for
threat indicators. Based on the results, hosts wi[[ be categorized as confirmed compromised,
exhibiting suspicious threat indicators or exhibiting no known threat indicators. SecureWorks will
conduct the fotlowing activities for the malware hunting exercise:

*s Coordinate with the Customer team to execute the scans using one of several methodotogies for
connecting to the systems within scope.

w Run sampte test scans to ensure the methodotogy is suitable for the target environment.

w Scan systems for Threat lndicators using a combination of proprietary SecureWorks toots,
processes and intettigence.

q, Receive scan resutts into an agreed upon and established repository.
* Review the scan resutts using threat intettigence, fitter togic and estabtished methodology.
,ai' Refine Threat lndicator set as necessary based on findings from initiat scans.

* lnvestigate any suspicious indicators/systems.

s Working iterativety, we wi[[ repeat certain steps above, to categorize the systems according to
their [eve[ of risk/suspicion.

* Prepare findings for Customer including systems scanned, detected indicators and foltow-up
actions.

Containment and Response

Once sufficient evidence has been collected, the SecureWorks team
will hetp define a customized containment and eradication plan. This
plan is developed in preparation for rapid execution across the
organization during a specified timeframe, locking down systems and
adversary access in a swift motion. This plan is also likely to include a
strategy to monitor for the adversary's attempts to re-enter Customer
systems. All plans and work effort will be developed with the
Customer and approved by Customer prior to execution.
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Appendix A: SAMPLE Engagement Request for lncident
Management Services
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Schedule of Compensation
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EXHIBIT 3

Minority and Women Owned Business Enterprise Commitment



TONI PRECKWINKTE

PRESIDENT

Cook County Board

of Commissioners

RICHARD R. BOYKIN

1st District

ROBERT STEELE

2nd District

JERRY BUTLER

3rd District

STANLEY MOORE

4th District

DEBOMH SIMS

sth District

JOAN PATRIC1A MURPHY

6th District

JESUS G. GARCIA

7th District

LUIS ARROYO, JR

8th District

PETER N. SILVESTRI

gth District

BRIDGET GAINER

10th District

jOHN P. DALEY

11th District

JOHN A. FRITCHEY

12th District

LARRY SUFFREDIN

l-3th District

GREGG GOSUN

14th District

TIMOTHY O. SCHNEIDER

15th District

JEFFREY R. TOBOLSKI

16th District

SEAN M, MORRISON

].7th District

OFFICE OF CONTRACT COMPLIANCE

JACQUELINE GOMEZ

DIRECTOR

118 N. Clarlc County Building, Room 1020 o Chicago, Illinois 60602 o (312) 603-5502

May 27,2016

Ms. Shannon E. Andrews

Chief Procurement Officer

118 N. Clark Street

County Building-Room 1018

Chicago, lL 60602

Re: Contract No. 1550-14939

Managed Security Service

Homeland Security and Emergency Management Department

Dear Ms. Andrews:

The following bid for the above-reference contract has been reviewed for compliance with the Minority and

Women- owned Business Enterprises (MBEMBE) Ordinance and have been found to be responsive to the

Ordinance.

Bidder: SecureWorks, lnc.

Contract Valuer $2,459,632.50

Gontract Goal: 35% MBEMBE

MBE/WBE Status Certifyinq Aqencv Commitment

Ascent Innovations, LLC MBE/WBE-8 Cook County 38% (Direct)

The Office of Contract Compliance has been advised by the Requesting Department that no other biddens are

being recommended for award. Revised MBEMBE fonns were used in the determination of the

responsiveness of this contract.

Sincerely, a

Contract Compliance Director

JG/smp

cc: Toyla Rice, OCPO

Michael Herbstman, DHSEM

$ fiscat Responsibility I tnnovative Leadership $ Transparency & Accountability @ ImproveO Services
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TONI PRECKWINKTE

PRE5!DENT

Cook Count3r Board

of Commissioners

RICHARD R, BOYKIN

1st District

ROBERT STEELE

2nd District

JERRY BUTTER

3rd District

STANLEY MOORE

4th District

DEBORAH SIMS

sth District

JOAN PATRIOA MURPHY

6th District

JESUS G, GARCIA

7th Disrrict

LUIS ARROYO, JR

8th District

PETER N. SILVESTRI

9th District

BRIDGET GA]NER

10th Distria

JOHN P. DALEY

l1th Dislrict

]OHN A. FRITCHEY

12th District

I.ARRY SUFFREDIN

13th District

GREGG GOSUN

14th Distrirt

TMOTHY O. SCHNEIDER

15th Diltrict

JEFFREY R- TOEOLSKI

16rh District

SEAN M. MORRISON

17th Disrrict

OFFICE OF CONTMCT COMPUANCE

JACQUEUNE GOMEZ

DIRECTOR

118 N- Clark, County Building, Room 1020 . Chicago, Illinois 60620 3 (312) 603-5502

August 25,2015

Ms. Sohena Hafiz, President

Ascent lnnovations, LLC

475 North Maringale, Suite 820

Schaumburg, lL 60173

Annual Certification Expires: August 25,2416

Dear Ms. Hafiz:

Gongratulations on your continued eligibility for Certification as a Minority Business Enterprisel

Women Business Enterprise (MBEIVUBE) by Cook County Govemment. This MBEMBE
Certitication is valid untilAuqust ?5. 2019.

As a condition of continued Certification, you must file a "No Chanqe Affidavlt" within sixty (60)

days prior to the date of annual expiration. Failure to file this Affidavit lhall result in the

termination of your certification. You must notify Cook County Govemment's:Office of Gontract

Compliance of any change in ownership or control or any other matters or facts affecting your

firm's eligibility for Certification within fifteen (15) business days of such changes.

Cook County Govemment may commence aclion to remove your firm as a MBE/WBE vendor if
you fail to notify us of any changes of facts affecting your firm's certification, or if your firm
otherwise fails to cooperate with the County in any inquiry or investigation. Removal of status

may also be commenced if your firm is found to be involved in bidding orcontractual irregularities.

Your firm's name will be listed in Cook County's Directory of Minority Business Enterprise, Women

Business Enterprise and/ or Veteran Business Enterprise in the area(s) of specialty:

TECHNOLOGY: SOFTWARE AND ENTERPISE RESOURCE PLANNING (ERP) CONSULTTNG

Your finn's participation on County contracts will be credited toward MBE or WBE goals in your

area(s) of specialty, While your participation on Cook County contracts is not limited to your
special$, credit toward MBE or WBE goals will be given only for work performed in the specialty
category.

Thank you for your continued interest in Cook County Govemmenfs Minority, Women and

Veteran Business Enterprise Programs,

Sincerely, .,.1(/
mtY
)fcquelirldGomez
Contract Compliance Director

JG/ehw

2019

$ flscat Responsibility f Innovative Leadership $ Transparency & Accountability I Improved Services
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I. POLICY AND GOALS

A. It is the policy of the County of Cook to prevent discrimination in the award of or
participation in County Contracts and to eliminate arbitrary barriers for participation in
such Contracts by local businesses certified as a Minority Business Enterprise (MBE) and
Women-owned Business Enterprise (WBE) as both prime and sub-contractors. In
furtherance of this policy, the Cook County Board of Commissioners has adopted a
Minority- and Women-owned Business Enterprise Ordinance (the "Ordinance") which
establishes annual goals for MBE and WBE participation as outlined below:

Contract Type

Goods and Services
Construction
Professional Services

GoaIs
MBE WBE
25% 10%
24% t0%

35%o Overall

B. The County shall set contract-specific goals, based on the availability of MBEs and
WBEs that are certified to provide commodities or services specified in this
solicitation document. The MBEnilBE participation goals for this Agreement is
357o Overall. A Bid, Quotation, or Proposal shall be rejected if the County determines
that it fails to comply with this General Condition in any way, including but not limited
to: (i) failing to state an enforceable commitment to achieve for this contract the
identified MBE/WBE Contract goals; or (ii) failing to include a Petition for
Reduction/Waiver, which states that the goals for MBE/WBE participation are not
attainable despite the Bidder or Proposer Good Faith Efforts, and explains why. If a Bid,
Quotation, or Proposal is rejected, then a new Bid, Quotation, or Proposal may be
solicited if the public interest is served thereby.

To the extent that a Bid, Quotation, or Proposal includes a Petition for Reduction/Waiver
that is approved by the Office of Contract Compliance, the Contract specific MBE and
WBE participation goals may be achieved by the proposed Bidder or Proposer's status as
an MBE or WBE; by the Bidder or Proposer's enforceable joint-venture agreement with
one or more MBEs and/or WBEs; by the Bidder or Proposer entering into one or more
enforceable subcontracting agreements with one or more MBE and WBE; by the Bidder
or Proposer establishing and carrying out an enforceable mentor/protege agreement with
one or more MBE and WBE; by the Bidder or Proposer actively engaging the Indirect
Participation of one or more MBE and WBE in other aspects of its business; or by any
combination of the foregoing, so long as the Utilization Plan evidences a commitment to
meet the MBE and V/BE Contract goals set forth in (B) above, as approved by the Office
of Contract Compliance.

A single Person, as defined in the Procurement Code, may not be utilized as both an
MBE and a WBE on the same Contract, whether as a Consultant, Subcontractor or
supplier.

C.

D.
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E. Unless specifically waived in the Bid or Proposal Documents, this Exhibit; the
Ordinance; and the policies and procedures promulgated thereunder shall govern. If there
is a conflict between this Exhibit and the Ordinance or the policies and procedures, the
Ordinance shall control.

F. A Consultant's failure to caffy out its commitment regarding MBE and WBE
participation in the course of the Contract's performance may constitute amaterialbreach
of the Contract. If such breach is not appropriately cured, it may result in withholding of
payments under the Contract, contractual penalties, disqualification and any other remedy
provided for in Division 4 of the Procurement code at law or in equity.

II. REOUIRED BID OR PROPOSAL SUBMITTALS

A Bidder or Proposer shall document its commitment to meeting the Contract specific MBE and
WBE participation goals by submitting a Utilization Plan with the Bid or Proposal. The
Utilization Plan shall include (1) one or more Letter(s) of Intent from the relevant MBE and
WBE firms; and (2) current Letters of Certification as an MBE or WBE. Alternatively, the
Bidder or Proposer shall submit (1) a written Petition for Reduction/'Waiver with the Bid,
Quotation or Proposal, which documents its preceding Good Faith Efforts and an explanation of
its inability to meet the goals for MBE and WBE participation. The Utilization Plan shall be
submitted at the time that the bid or proposal is due. Failure to include a Utilization Plan will
render the submission not Responsive and shall be cause for the CPO to reject the Bid or
Proposal.

A. MBE/WBE Utilization Plan

Each Bid or Proposal shall include a complete lJtilization Plan, as set forth on Form I of
the M/WBE Compliance Forms. The Utilization Plan shall include the name(s), mailing
address, email address, and telephone number of the principal contact person of the
relevant MBE and WBE firms. If the Bidder or Proposer submits a Bid or Proposal, and
any of their subconsultants, suppliers or consultants, are certified MBE or WBE firms,
they shall be identified as an MBE or WBE within the Utilization Plan.

1. Letter(s) of Intent

Excep as set forth below, a Bid or Proposal shall include, as part of the Utilization Plan,
one or more Letter(s) of Intent, as set forth on Form 2 of the IWWBE Compliance Forms,
executed by each MBE and WBE and the Bidder or Proposer. The Letter(s) of Intent will
be used to confirm that each MBE and WBE shall perform work as a Subcontractor,
supplier, joint venture, or consultant on the Contract. Each Letter of Intent shall indicate
whether and the degree to which the MBE or WBE will provide goods or services
directly or indirectly during the term of the Contract. The box for direct participation
shall be marked if the proposed MBE or WBE will provide goods or services directly
related to the scope of the Contract. The box for Indirect participation shall be marked if
the proposed MBE or WBE will not be directly involved in the Contract but will be
utilized by the Bidder or Proposer for other services not related to the Contract. Indirect
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Participation shall not be counted toward the participation goal. Each Letter of Intent
shall accurately detail the work to be performed by the relevant MBE or WBE firm, the
agreed dollar amount, the percentage of work, and the terms of payment.

Failure to include Letter(s) of Intent will render the submission not Responsive and
shall be cause for the CPO to reject the Bid or Proposal.

A1l Bids and Proposals must conform to the commitments made in the corresponding
Letter(s) of Intent, as may be amended through change orders.

The Contract Compliance Director may at any time request supplemental information
regarding Letter(s) of Intent, and such information shall be furnished if the corresponding
Bid or Proposal is to be deemed responsive.

2. Letter(s) of Certification

Only current Letter(s) of Certification from one of the following entities may be accepted
as proof of certification for MBE/WBE status, provided that Cook County's requirements
for certification are met:

o Qounty of Cook
' City of Chicago

Persons that are currently certified by the City of Chicago in any area other than
Construction/Public Works shall also complete and submit a MBE/WBE Reciprocal
Certification Affidavit along with a current letter of certification from the City of
Chicago. This Affidavit form can be downloaded from
www. cookcountyil. gov/contractcompliance.

The Contract Compliance Director may reject the certification of any MBE or WBE on
the ground that it does not meet the requirements of the Ordinance, or the policies and
rules promulgated thereunder.

3. Joint Venture Affidavit

In the event a Bid or Proposal achieves MBE and/or WBE participation through a Joint
Venture, the Bid or Proposal shall include the required Joint Venture Affrdavit, which
can be downloaded from www.cookcountyil.gov/contractcompliance. The Joint Venture
Affidavit shall be submitted with the Bid or Proposal, along with current Letter(s) of
Certification.

B. Petition for Reduction/Waiver

In the event a Bid or Proposal does not meet the Contract specific goals for MBE and
WBE participation, the Bid or Proposal shall include a Petition for Reduction/Waiver, as
set forth on Form 3. The Petition for Reduction/Waiver shall be supported by sufficient
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evidence and documentation to demonstrate the Bidder or Proposer's Good Faith Efforts
in attempting to achieve the applicable MBE and WBE goals, and its inability to do so
despite its Good Faith Efforts.

Failure to include Petition for Reduction/Waiver will render the submission not
Responsive and shall be cause for the CPO to reject the Bid or Proposal.

III. REDUCTION/WAIVER OF MBENilBE GOALS

A. Granting or Denyine a Reduction/Waiver Request.

1. The adequacy of the Good Faith Efforts to utilize MBE and WBE firms in a Bid or
Proposal will be evaluated by the CCD under such conditions as are set forth in the
Ordinance, the policies and rules promulgated thereunder, and in the "Petition for
Reduction/Waiver of MBE/WBE Participation Goals" - Form 3 of the IU/WBE
Compliance Forms.

2. With respect to a Petition for Reduction/Waiver, the sufficiency or insufficiency of a
Bidder or Proposer's Good Faith Efforts shall be evaluated by the CCD as of the date
upon which the corresponding Bid or proposal was due.

3. The Contract Compliance Director or his or her duly authorized Waiver Committee
may grant or deny the Petition for Reduction/Waiver based upon factors including but
not limited to: (a) whether sufficient qualified MBE and WBE firms are unavailable
despite good faith efforts on the part of the Bidder or Proposer; (b) the degree to
which specifications and the reasonable and necessary requirements for performing
the Contract make it impossible or economically infeasible to divide the Contract into
sufficiently small tasks or quantities so as to enable the Bidder or Proposer to utilize
MBE and WBE firms in accordance with the applicable goals; (c) the degree to which
the prices or prices required by any potential MBE or WBE are more that 10oh above
competitive levels; and (d) such other factors as are determined relevant by the
Contract Compliance Director or the duly authorized Waiver Committee.

4. If the Contract Compliance Director or the duly authorized Waiver Committee
determines that the Bidder or Proposer has not demonstrated sufficient Good Faith
Efforts to meet the applicable MBE and WBE goals, the Contract Compliance
Director or the duly authorized Waiver Committee may deny a Petition for
Reduction/Waiver, declare the Bid or Proposal non-responsive, and recommend
rejection of the Bid, Quotation, or proposal.

IV. CHANGES IN CONSULTANT'S UTILIZATION PLAN

A. A Consultant, during its performance of the Contract, may not change the original
MBE or WBE commitments specified in the relevant Utilization Plan, including but
not limited to, terminating a MBE or WBE Contract, reducing the scope of the work
to be performed by a MBE/WBE, or decreasing the price to a MBE/WBE, except as
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otherwise provided by the Ordinance and according to the policies and procedures
promulgated thereunder.

B. Where a Person listed under the Contract was previously considered to be a MBE or
WBE but is later found not to be, or work is found not to be creditable toward the
MBE or WBE goals as stated in the Utilization Plan, the Consultant shall seek to
discharge the disqualified enterprise, upon proper written notification to the Contract
Compliance Director, and make every effort to identifu and engage a qualified MBE
or WBE as its replacement. Failure to obtain an MBE or WBE replacement within 30
business days of the Contract Compliance Director's written approval of the removal
of a purported MBE or WBE may result in the termination of the Contract or the
imposition of such remedy authorized by the Ordinance, unless a written Petition for
Reduction/Waiver is granted allowing the Consultant to award the work to a Person
that is not certified as an MBE or WBE.

V. NON-COMPLIANCE

If the CCD determines that the Consultant has failed to comply with its contractual commitments
or any portion of the Ordinance, the policies and procedures promulgated thereunder, or this
Exhibit, the Contract Compliance Director shall noti$ the Consultant of such determination and
may take any and all appropriate actions as set forth in the Ordinance or the policies and
procedures promulgated thereunder which includes but is not limited to disqualification,
penalties, withholding of payments or other remedies in law or equity.

VI. REPORTING/RECORD.KEEPING REOUIREMENTS

The Consultant shall comply with the reporting and record-keeping requirements in the manner
and time established by the Ordinance, the policies and procedure promulgated thereunder, and
the Contract Compliance Director. Failure to comply with such reporting and record-keeping
requirements may result in a declaration of Contract default. Upon award of a Contract, a
Consultant shall acquire and utilize all Cook County reporting and record-keeping forms and
methods which are made available by the Office of Contract Compliance. MBE and WBE firms
shall be required to verifu payments made by and received from the prime Consultant.

VII. EOUALEMPLOYMENTOPPORTT]NITY

Compliance with MBE and WBE requirements will not diminish or supplant other legal Equal
EmploSrment Opportunity and Civil Rights requirements that relate to Consultant and
Subcontractor obligations.

Any questions regarding this section should be directed to:
Contract Compliance Director
Cook County
118 North Clark Street, Room 1020
Chicago, Illinois 60602
(312) 603-ss02
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EXHIBIT 4

Evidence of Insurance
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'onif CERTIFICATE OF LIABILITY INSURANCE

DATE (MMiDD/YYYY)

05n6t2016

THIS CERTIFICATE 
'S 

ISSUED AS A MATTER OF INFORMATIO}.I ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIF]CATE OF TNSURANCE DOES NOT CONSTTTUTE A COT.|TRACT BETWEEN THE |SSU|NG !NSURER(S), AUTHORTZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: lf the certificate holder is an AODITIONAL INSURED, the policy(ies) must be endo,sed. lf SUBROGATION lS WAIVED, subject to
the terms and conditions of the policy, cedain policies may require an endorsement. A statement on this certificate does not confer rights to the
certificate holder in lieu of such endorsement(sl.

PROOUCER
MARSH RISK & INSUMNCE SERVICES

345 CALIFORNIA STREET, SUITE 13OO

CALIFORNIA LICENSE NO. 0437153
SAN FMNCISCO, CA 94104

Attn: Shannon Walker - shannon.walke@marsh.com

UUN IAU I
NAMF'
PHONE I tsAI

EJIllAIL
ADDNESS:

INSURERIS} AFFORDING COVERAGE NAIC #

tNsuRER A : Commerce & lndustry lnsurance Company 941 0

INSUREO
Dell lnc, and its Subsidiaries
One Dell Way - RRI-50
Round Rock, TX 78682-7000

tNsuRER B : (See Attached)

tNsl1RER c : Steadfast lnsurance Company 16387

tNsuRER D: National Union Fire lns Co Pittsburgh PA 9445

INSURER E :

INQITCEE E

COVERAGES CERTIFICATE NUMBER: sEA-0030461 86-1 3 REVISION NUMBER:4
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWTHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTMCT OR OTHER DOCUMENT WTH RESPECT TO W{ICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CTAIMS-

NSR
ITR TYPE OF INSURANCE POLICY NUMBER UMITS

A X j cotrr,lencnl e eNERAL LtABtLtry
L

I l.*,r.-roo. lxlo""r*
I

i13796534 fiMnu6 lBn1NOfi EACH OCCURRENCE 1,000,000
UAMAUE IUKENIEU
PRFMISFS fFa deuren@l $ r,000,000

MEO EXP (Any one person) 5,000

PERSONAL & ADV INJURY $ 1,000,000

GE \].1AGGREGATE LIMIT APPLIES PER:

],o',".,, [l !ffi fl '*
GENERAL AGGREGATE 5,000,000

X PRODUCTS . COMP/OP AGG 5,000,000

D AU'

X

X

TOMOBILE LIABILITY

ANY AUTO
ALL OVVNED
AUTOS

HIRED AUTOS

N SoHEDULED
I I Ai.,TOS
[ 

" 
-l trtOtt-Ounteo

I ^ | euros
r=l

)41861277 )3/01/201 6 )3N1?:017 UUMtsINEU bINULE LIMI $ 1,000,000

BODILY INJURY (Per person)

BODILY INJURY (Per a6ident) $

PTiOPEI.( I Y DAMAGT
/Par amidantl $

$

u x UMBRELLA LIAB

EXCESS LIAB

X I occun_l 
"*,r.-roo.

t9086834 03/01/2016 BB1r201t EACH OCCURRENCE $ '10,000,000

AGGREGATE $ 10,000,000

oeo I lnErer.irrorus $

B ,VORKERS COMPENSATION
{ND EITIPLOYERS' LIABILITY y, N
CNY PROPRIfiOR/PARTNER/EXECUTIVE T'ii_
lFFrcER/trrEMBER EXCLUDED? I lr
Mandatory in NH)
f yes, describe under
)ESCRIPTION OF OPFRATIONS hlow

N/A

JEE FOLLOWING PAGE

/Vorkers Compensation excluded

n ND,0H & WA

l3n1n016 BN1r201t v IPEH I IUIH-
^ ISTATIITF I IFR

E.L. EACH ACCIDENT $ 1,000,000

E,L. DISEASE - EA EMPLOYEI $ 1,000,000

E,L. OISEASE - POLICY LIMIT s 1,000,000

Professional/E&O/

Technology Enors & Omissions

PR929660404 ]f,Mnus 12MnU6 Each Claim/Aggregate 10,000,00(

(Claims Made)

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD I 0l , Addltional Remrks Schedule, my be attached if mom space is rcquircd)

damage, deslruction, or corruption.

Dell lnc. and its Subsidiaries

One Dell Way - RRI-50

Round Rock, TX 78682-7000

SHOULD ANY OF THE ABOVE DESCRIBED FOLICIES BE CANCELLED BEFORE
THE EXPIRANON DATE THEREOF, TiIOTICE WILL BE DELIVERED IN
ACCORDAilCE WITH THE POLICY PROVISIOI{S.

AUTHORIZED REPRESENTATIVE
of iia6h Risk & lnsuranca Services

StephanieGuaiumi @ 4o-r*'
@ 1988-2014 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORDACORD 2s (2O14t011



AGENCY CUSTOMER tD: 974120
LOC #: San Francisco

Ao-'<)r<
ADDITIONAL REMARKS SCHEDULE Page 2 ot 2

AGENCY

MARSH RISK & INSURANCE SERVICES

NAIlIED INSURED

Dell lnc. and its Subsidiaries
one DellWay - RRI-50
Round Rock, TX 78682-7000POLICY NUMBER

CARRIER NAIC CODE

EFFECTIVE DATE;

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,

FORM NUMBEn: 25 FORM TTTLE: Certificate of Liability lnsurance

DELLINC.-WORKERSCOMPENSATToN/EMPLOYERSL|ABtLtTy; EFFECTTVE3/1/2016- EXplRATION3nnllt

Insurer: NewHampshirelnsuranceCo. NAIC#23841

WC01551 9233 - Att Other States

wc015519237 - CA

wc015519235 - FL

WC015519234-Wl,WY, (EMPLOYERSLTABTLTTYONLYFORTHEFOLLOWTNGSTATES: ND,OH,WA)
WC()1551 9232 . AK, AZ, IL, KY NC, NH, NJ, PA, UT, VA, W
wc015519239 - ME

wc01 5519236 - OR

lnsurer: lnsurarce Co. of the State of PA. NAIC# 19429

wc01 5519238 - MA

ADDITIONAL REMARKS

@ 2008 ACORD CORPORATION. All rights reseryed.
The ACORD name and logo are registered marks of ACORD

ACORD 10r (2008/01)



Memorandum of lnsurance (MOl)

W xrw *r a***m *t Xmxx*? &Y1**

DATE

22-)un-2Ol(
MEMORANDUM OF INSURANCE

I

This Memorandum is issued as a matter of information only to authorized viewers for their internal use only
and confers no rights upon any viewer of this Memorandum. This Memorandum does not amend, extend or
alter the coverage described below. This Memorandum may only be copied, printed and distributed within at

authorized viewer and may only be used and viewed by an authorized viewer for its internal use. Any other
use, duplication or distribution of this Memorandum without the consent of Marsh is prohibited. "Authorized
viewer" shall mean an entity or person which is authorized by the insured named herein to access this
Memorandum via https://online.marsh.com/marshconnectpublic/marsh2/public/moi?client=362542334. The
information contained herein is as of the date referred to above. Marsh shall be under no obligation to
update such information.

PRODUCER

Marsh USA lnc. dba Marsh Risk & Insurance Services

("Marsh")

COMPANIES AFFORDING COVERAGE

lco. e Commerce & lndustry Insurance Company

1

INSURED

Dell Inc. and its Subsidiaries

One Dell Way - RN-50

Round rock

Texas 78682

United States

ico. a National Union Fire Ins Co Pittsburgh PA
1.Y**.'-

lco. c Various - See additional information section below

I co. o Steadfast lnsurance Company

lrne eouctes oF TNSURANcE LISTED BELow HAVE BEEN ISSUED To
lFOR THE POLICY PERIOD INDICATED, NOTWITHSTANDING ANY REQU

ior nruv coNTMcr oR orHER DoCUMENT WITH RESpEcr ro wHIcH
]ISSUED OR MAY PERTAIN, THE INSUMNCE AFFORDED BY THE POLIC

lsue:ecr ro ALL THE TERMS, ExcLUSIoNS AND coNDrrIoNS oF su(
iHAVE BEEN REDUCED BY PAID CLAIMS.".&
iiir'i : POLICY I POLICY I

col wPEoF 1 t I I"" i r I rL vr I poucv NUMBER I rrrrcrrvr i rxprnlrron ILTRI INSURANCE : :i : DATE DATEir,---'-l

THE INSURED NAMED ABOVE
IREMENT, TERM OR CONDITION
THIS MEMOMNDUM MAY BE

IES DESCRIBED HEREIN IS
:H POLICIES. LIMITS SHOWN MAY

LIITlITS

LIMITS IN USD LINLESS OTHERWISE

INDICATED

! GENERAL itJt1i LIABILITY 

'

i
I Commercial :,aii
i General Liabilityli1

I o..r.."n." 
i

GL3795534
it: 01-MAR-2016t 01-MAR-2017

1

.t

liii
;!
It!Ii:;
i:ilri
i:
:l

GENERAL

AGGREGATE

usD 5.000,000

PRODUCTS .

COMP/OP AGG

usD s,000,000

PERSONAL AND ADV

INruRY

usD 1,000,000

EACH OCCURRENCE usD 1,000,000

FIRE DAMAGE (ANY

ONE FIRE)

usD 1,000,000

MEDEXP (ANY ONE

PERSON)

USD 5,OOO

i canotztt
1

i
I
I

I

l
J

I

t
l

I

i

i 01-MAR-2016
j

I

:

Ij
l

t

i
i
I

I

01-MAR-20171 AUToMoBILE

i. IJABILIry
I

i Anv nuto
,
I Hired Autos

i Non-owned
l

{ lutos

COMBINED SINGLE

I-IMIT

usD 1,000,000

BODILYINJURY (PEI

PERSON)

BODILY INruRY (PEF

ACCIDENT)

PROPERTY DAMAGE

https://online.marsh.com/...Q3TDAwR0IwMTBJVEUzQ0ZUMzMwRzUvJTB2aWV3TUgJLmRvP2ZvcmlwYWdlPXByaW50UGFnZQlll[612212016 l2:18:04 PM]
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B ; nxcrss LrABrLtry ;

t.
I Umbrella Form l

, c,tnacr lreultry i

19086834 01-MAR-20161 01-MAR-2017

**;*--.*--------;- ; : *--l;l*r.*-;;---T*rorssl;;;*-*ft ;-MAR-roffi 
-or-r,ran-zi jrzl

('
- EMPI,OYERS

C 1 couprNsarroxr I nOS/wcorSSTgi:,g-: o1-MAR-2016i or-mnn-zoiz 
;ii;:c j rr*ro"ro, i ,a ' or-mlR-zoroi or-mnn-zorz

c : .. . wcorssrgz:s- o1-MAR-2016i Or-MRR-ZOrZLIABILITY iti; FVWCo15579237-
IHE

PROPRIETOR / :, CA

PARTNERS / I wc015519234-

EXECUTIVE
ND.OH.WA.WI.WY

PRODUCER

Marsh USA Inc. dba Marsh Risk & Insurance Services

("Marsh")

oFFTCERS ARE I 
WC015519238-MA

I Included :

D lProfessional/E&Ol I
*.--.,.-. *.-*_-***i-.

'l

This Memorandum is issued as a matter of information only to authorized viewers for their
internal use only and confers no rights upon any viewer of this Memorandum. This
Memorandum does not amend, extend or alter the coverage described below. This
Memorandum may only be copied, printed and distributed within an authorized viewer and
may only be used and viewed by an authorized viewer for its internal use. Any other use,
duplication or distribution of this Memorandum without the consent of Marsh is prohibited.
"Authorized viewer" shall mean an entity or person which is authorized by the insured
named herein to access this Memorandum via
https://online.marsh.com/marshconnectpublic/marshZ/public/moi?client=362542334. The
information contained herein is as of the date referred to above. Marsh shall be under no

99llq?_tlT !-9 :p-_q_gi,9 
such information.

jDell Inc. and its Subsidiaries

;One Dell Way - RRI-50
I

I Round rock
i

Texas 78682

United States

I uso 5,ooo,ooo

AUTO ONLY (PER

ACCIDENT)

OTHER THAN AUTO ONLY:

EACHACCIDENT 1

AGGREGATE i

WORKERS COMP : Statutory
!

LTMITS 
i

ELEACHACCTDENT i USD 1,000,000

EL DTSEASE - pot-rcyl USD 1,000,000

LIMIT ]

EL DrsEAsE - EACH I USD I ,000,000
EMPI-OYEE

The Memorandum of Insurance serves solely to list insurance policies, limits and dates of
coverage. Any modifications here to are not authorized.

MEMORANDUM OF INSURANCE DATE
22-lw-2016

https://online.marsh.com/...Q3TDAwROIwMTBJVEUzQOZUMzMwRzUvJTB2aWV3TUgJLmRvP2ZvcmlwYWdlPXByaW50UGFnZQ!!/t61221201612:18:04 pMl
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New Hampshire

WC015519233 - AllOther
wc01s519235 - FL

wc015s19237 - CA

wc015519236 - OR

wco15519234 - ND, OH,

wc017731s09 - AK, AZ.
wc015513239 - ME

States

WA, WI, WY

IL, KY, NC, NH, NJ, PA, UT, VA, VT

Insurance Co. ofthe State ofpA
wc015519238 - MA

ADDITIONAL INSURED APPLIES WHERE REQUIRED BY WRITTEN CONTRACT. WAIVER OF
SUBROGATION APPLIES WHERE REQUIRED BY CONTRACT AND WHERE PERMITTED BY LAW.
The Memorandum of Insurance serves solely to tist insr.rrarrce policies, timits ano dates
coverage. Any modifications hereto are not authorized,

https://online'marsh'com/...Q3TDAwR0IwMTBJVEUzQ0ZUMzMwRzUvJTB2aWV3TUgJLmRvp2ZvcmlwywdlpXByaw50uGFnZQ 
ll/[6/221201612:lg:04 pM]
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EXHIBIT 5

Board Authorization



Board of Commissioners of Cook 118 North Clark Street
Chicago, lL

County

Legislation Details

File #:

Type:

File created:

On agenda:

Title:

Sponsorc:

Indexes:

Code sections:

Attachments:

16-3335 Version: 1 Name: SecureWorks, lnc., Atlanta, Georgia

ApprovedContract

5t18t2016

7t13t2016

ln control: Board of Commissioners

Finalaetion: 711312016

PROPOSED CONTMCT (TECHNOLOGY)

Department(s): Homeland Security and Emergency Management

Vendor: SecureWorks, lnc., Atlanta, Georgia

Request: Authorization for the Chief Procurement Officer to enter into and execute contract

Good(s) or Service(s): Managed Security Services lntegration

Contract Value: $2,459,632.50

Contract period: 711312016 -711212019 with two (2) one (1) year renewaloptions

Potential Fiscal Year Budget lmpact: FY 2016 $563,689.75 in grant funds, FY 2017 $758,377.50 in
grant funds, FY 2018 $758,377.50 in grant funds and FY 2019 $379,188.75 in grant funds

Accounts: 769 - N/A

Contract Number(s): 1 550-14939

Concurrence(s):
The vendor has met the Minority and Women Owned Business Enterprise Ordinance via direct
participation.

The Chief Procurement Officer concurs.

The Bureau ofTechnology concurs

Summary: SecureWorks lnc. is a managed security service provider (MSSP). lt provides information
security services, protecting its customers' computers, networks and information assets from
malicious activity such as cybercrime. This contract will provide the County with round-the-clock
monitoring and management of intrusion detection systems and firewalls, overseeing patch
management and upgrades, performing security assessments and security audits, and responding to
emergencies. Further, it will address information security concerns such as targeted malware, data
theft, skills shortages and resource constraints.

This contract is awarded through Request for Proposals (RFP) procedures in accordance with Cook
County Procurement Code. SecureWorks, lnc. was selected based on established evaluation criteria.

ERNEST BROWN, Executive Director, Department of Homeland Security and Emergency
Management

Status:

Board of Commissioners of Cook County Page 1 of2 Printed on 711512016
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GONTRACT NO. 1550-14939

Cook County
Office of the Chief Procurement Officer

ldentification of Subcontractor/Supplier/Subconsultant Form

The Bidder/Proposer/Respondent ("the Contractor'') will fully complete and execute and submit an ldentification of
Subcontractor/Supplier/Subconsultant Form ("lSF") with each Bid, Request for Proposal, and Request for
Qualification. The Contractor must complete the lSF for each Subcontractor, Supplier or Subconsultant which
shall be used on the Contract. ln the event that there are any changes in the utilization of Subcontractors,
Suppliers or Subconsultants, the Contractor must file an updated lSF.

Note: Upon request, a copy of all written subcontractor agreements must be provided to the OCPO.

The subcontract documents will incorporate all requirements of the Conlract awarded to the Contractor as applicable.
The subcontract will in no way hinder the Subcontractor/Supplier/Subconsulhnt from maintaining its progress on any
other contract on which it is either a Subcontractor/Supplier/Subconsultant or principal contractor. This disclosure is
made with the undet'standing that the Contractor is not under any circumstances relieved of its abilities and
obligations, and is responsible for the organization, performance, and quality of work. This form does not approve
any proposed changes, revisions or modifications to the contract approved MBE/WBE Utilization Plan. Any
changes to the contract's approved MBE/WBE/Utilization Plan must be submitted to the Office of the
Contract Gompliance.

Contractor

Name

B|d/RFP/RFQ No.: 1550-14939 Date: July 1Sth, 2016

Total Bid or Proposal Amount $2.459.632.50 over 3 vearr
contract ritle: Managed security servicqs Provider MSSP

Contractor:
SecureWorks

Subcontractor/Supplier/
Subconsultant to be
added or 

"r6"tit 
t", Ascent lnnovations

Authorized Contact
for Contractor: Taylor Murphy

Authorized Contact for
S u bcontractor/Suooli erl
Subconsultant: Robert Sterling

Email Address
(Contractor): Tavlor Murphv@Dell.com

Email Address
(Subcontractoil: robert.Sterli ng@ascentinnov.com

Company Address
(Contractor):

One Concourse Pkwv Suite 500

Company Address
(Subcontractor):' 475 North Martingdale #820

City, State and
Zip (Contractor): Atlanta, GA 30328

Citu. State and Zio
(Subcontractor): Schaumburg, |L60173

Telephoneiand. Fax
(Contractor) 77 0-868-6434, Fax: 404-728-01 44

Telephone and Fax
(Subcontractor\ 847 -572-8000, Fax: 866-68 1 -9298

Estimated Start and
Completion Dates
(Contractor) July 15,2016

Estimated Start and
Comoletion Dates
(Subcontractorl July 15,2019 unless extended

Description of Services or Supplies
Total Price of

Subcontract for
Seruices or Suoolies

24x7 ot afierhours only Monitoring and/or Management of Security Devices & Technologies $956,425 over 3 years

ISF.1

7t22t2016
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Cook County Travel and Transportation policy



COOKCOUNTY
TRANSPORTATIOI{

EXPENSE REIMBURSEMENT
AND TRAVEL REGULATIONS

POLICY

Adopted: FY2009



COOK COUNTY TRANSPORTATION EXPENSE
REIMBURSEMENT

SECTION I.

A.

SECTION II.

A.

B.

AUTOMOBILE REIMBURSEMENT PLAN

Any employee who is required and authorizedto use theirpersonally owned
automobile in the conduct of official County Business shall be allowed and
reimbursed. The number of County business miles drivenper l/rmonth will
be compensated at the standard m.s deduction for ^business 

related
transportation currently in effect and authorized by the Bureau of
Administration. IRS mileage rates adjusted midyear will not be made
rehoactive.

In addition, parking and tolls shall be allowed for reimbursement if items are
supp_orted by receipts. Proof of IPASS charges shall be submitted along with
the Transportation Expense Voucher.

GUIDELINES

Commuting Expenses

commuting expenses between an employee's home and regular place of
assignment will not be reimbursed, evin if an employee's relgular place of
assignment is at different locations on different days *ithin ttie county.

Examolg: An emptloyee working for the Assessor's Office is regularly
alsigned .to the Assessor's offiie in Markham on Moidays and-to tie
Assessor's offic9 in Maywood on Tuesdays through Fridays. Travel
expenses-to andfrom the employee's home and Assessor's Offic-e on any day
will not be reimbursed whei aisignments are permanent.

Temporary and Minor Assignments (residence to temporary duty point)

Employees who are required to perform county business in the form of
temporary and minor assignments beyond the general area of their regular
place of assignment in the e ounty may be reimbursed for their transportition
exp_enses between home and their first or last stop, for such travel attributed
to County business.

Mileage to first stop or from last stop between home and temporaryplace of
assignment may be allowed and reimbursed.

Authorization for reimbursement for transportation between home and first
or last stop shall only be allowed when, in the judgment of the Department
head, reporting to the regular place of assignment il not reasonable because
ofthe elements oftime, place, business purpose and employee effectiveness.
The assignment must be temporary and not indefinite. 

^ -

B.

1



C. Temporary and Minor Assignments (mileage between temporary duty
points)

Employees who receive one ormore temporary assignments in a daymaybe
reimbursed for transportation for getting from one plice to the other. 

-M 
iliage

from the employee'i regular place of issignment, or first duty point, to ill
temporary duty_points and back to regular place of assignment, or last duty
point, is entitled to reimbursement.

General Guidelines

l. Mileage must be computed on the basis ofthe most direct route. Any
mileage incurred solely for personal reasons is not reimbursable.

2. pmployees must bear the cost of their normal commuting expenses
between residence and official place of assignment.

3 . close_supervision shall be maintained over the use ofprivately owned
vehicles by the Department Heads. Authorization fof use offrivatery
owned vehicles shall only be given when deemed a service and
benefit to Cook County Government. Reimbursements for
transpo4ation shall only be as compensation for services performed
for the County.

TRANSPORTATION EXPENSE VOUCHER

Preparation

1. All claims for compensation oftransportation expenses including the
us-e of privately owned automobile and incidenial parking fees-and
tolls, and taxicab and bus fares shall be submitted and itemized in the
Transportation Expense Voucher. (For each stop of business use,
enter date, started from location, finished at location, miles
and expense between each stop. Total the dollar amount and enter in
the space for "Total.")

2. When travel between home and first or last temporary duty point is
authorized, the employee's residence shall be entered bn the
Transportation Expense Voucher, "Started from Location" or
"Finished at Location."

3. The Transportation Expense Voucher shall be supported by receipts
for all items, individually.

4. The TransportationExpense Voucher shall be preparedand signedby
the individual who has incurred the expens-e and signed 6y their
Supervisor. The original Voucher shall be submitted io the
Comptroller's Office and a copy should be retained bythe employee
gld b-V the department. Falsification of a Transporiation Eipense
Voucher is considered a major cause infraction subJect to discipiinary
action up to and including discharge.

D.

SECTION III.

A.

-3-



B.

5. The individual submitting the Transportation Expense Voucher is
personally responsible for its accuracy and priority. Trip details shall
be entered immediately following automobile use to eliminate
possibility of errors. The form must be completed in its entirety, e.g.,
msurance coverage.

Approval and Submission

1. The Transportation Expense Voucher shall be approved by the
Department Head or a designated representative, who shall sign the
original copy of the Transportation Expense Voucher. The original
Voucher shall be sent to the Comptroller's Office by the 10'h dly of
the following month in which the travel expense was incurred.
Transportation Expense Vouchers submitted 60 days afterthe end of
the month in which travel expense was incurred will not be
reimbursed. A copy of the Transportation Expense Voucher shall be
retained by the department and the employee.

2. Any Transportation Expense Voucher not prepared in accordance
with these regulations, including the proper signatures, will be
returned to the originator for corrections.

Authorized Attendance at Seminars, Meetings, Conventions, etc., on
County Business

T!.t9 expenses shall be detailed in accordance with the procedure relating to
"Cook County Travel Regulations."

COT'NTY-OWNED AUTOMOBILE

Section 162(a)(2) of the Intemal Revenue Code requires that any employee
who is assigned a County-owned vehicle for use in performancebf ihe
employee's duties and who uses the vehicle for use in performance of the
employee's duties and who uses the vehicle to commutehom home to work
and/or from work to home must include in their compensation the value to
lhe employee (as provided for by the IRS) for each day such vehicle is used
for commuting purposes, and Cook County must include this compensation
on employee W-2 form.

The use of County-owned vehicles for personal use is prohibited.

C.

SECTION IV.

-4-



COOK COUNTY TRAVEL REGULATIONS

SECTION I TRAVEL EXPENSES

A. Travel exp€nses are ordinary and necessary expenses for transportation, hotel
accommodations, meals and incidental expenies for travel thit is longerthan
an ordinary day's work, and the employe-e needs to get sleep or reslduring
non-working time while away.

Reimbursements shall be allowed if the following requirements are met:

1. Travel is for periods more than or equal to be employee's scheduled
workdays hours, plus 2 hours (usually 10 hours). 

-

The employee must get sleep or rest while away in order to complete
County business. (This does not mean napping in the car.)

3. Lodging and air travel shall be arranged through a County travel
vendor, as specified by the Purchasing Agent.

RESPONSIBILITY OF DEPARTMENT HEAD

The lepartmentHead is responsible forthe execution ofall travel regulations
as well as such otherpolicies and guidelines regarding travel as published by
the Bureau of Administration.

All havel sulject t9 these regulations shall be authorized in advance by the
Department Head in accordance with current County directives.

Each Department shall develop a system for the prior authorization and
control oftravel to prevent expenses exceeding appropriations and to hold
travel to the minimum required for efficient and economical conduct of
County business.

The rates for reimbursements set forth in these regulations represent the
maximums permitted under IRS guidelines.

ALLOWABLE TRANSPORTATION EXPENSE

Modes oftrar-rspo_rtation authorized forofficial travel in the course ofCounty
business will include automobiles, railroads, airlines, buses, taxicabs, and
other usual means of conveyance. Transportation may include farei and
ex-penses incidental to transportation suCh as baggage transfer, official
telephone messages in connection with items classJd-altranspoftation, and
reasonable tips.

All taxicab fares shall be accompanied by a receipt indicating the amount
paid.

2.

SECTION II

A.

SECTION III

A.

B.

C.

D.

B.

-5-



C. Transportation between place of lodging and place ofbusiness at a temporary
work location shall be allowed as a transportation expense.

MODE OF TRAVEL

All travel shall be by the most direct route.

In cases where an individual for their own convenience travels by an indirect
route or intemrpts travel by direct route, that individual shall bear the extra
expense. Reimbursement for expenses shall be based only on such charges
as would have been incurred by the most direct and economical route.

All travel shall be by the most economical mode of transportation available,
considering travel time, costs, and work requirements.

ACCOMMODATIONS ON AIRPLANES, TRAINS, AND BUSES

First class travel is prohibited

Travel on airplanes shall be coach class.

Any charges incurred as a result of changes to an original airline reservation
made prior to or during travel are subject to Department Head approval.

USE OF PRTVATELY OWNED OR RENTED CONVEYAI\CE

When an individual rendering service to the County uses privately owned
motor vehicles in the conduct of official business and such use is authorized
or approved as advantageous to the County, payment shall be made on a
mileage basis at rates not to exceed those published by the Bureau of
Administration.

Reimbursement for the cost of automobile parking fees and tolls shall be
allowed. The fee forparking an automobile at a common carrierterminal, or
other parkingarea,while the traveler is on official business, shall be allowed
only to the extent that the fee does not exceed the cost of public
transportation.

When a privately owned automobile is used for travel, the total transportation
cost (including mileage allowance, parking fees, tolls and per diem expenses)
shall not exceed the cost of public transportation, if reasonable public
transportation is available.

The use of rented automobiles will be kept to an absolute minimum and
rented only in an emergency upon prior approval of the responsible
Department Head. Every effort shall be made to obtain other suitable
transportation rather than to use rented vehicles. Where emergeacies require
the use of a rented vehicle, the most economical vehicle available and
suitable for the conduct of County business shall be obtained.

SECTION IV

SECTION V

A.

SECTION VI

A.

B.

C.

B.

C.

A.

B.

C.

D.

-6-



SECTION VII

A.

LIVING EXPENSES

Meals and Incidental Expense (M&IE)

Employees assigned to out of town travel shall receive a per diem set by the
current U.S. General Services Administration in their Federal Travel
Regulations (FTR) Meal and Incidental Expense (M&IE) rate. Travel rates
differ by travel location and are periodically revised by the Federal
Government. These rates can be found at the GSA "Domestic Per Diem
Rates" website page at u,u,w. qsa. gov,iperdiem.

The per diem rate is intended to include all meals and incidental expenses
during the period of travel. There will be no reimbursement for meals and
incidental expenses beyond this rate.

In addition, the traveler may receive reimbursement for special expenses as
provided in Paragraph "C-3r' below.

Travel Without Lodging

When lodging is not required, the per diem M&IE allowance is not permitted.
Travel shall be on "acfual expenses incurred."

Reimbursable Expenses

1. Lodging - Reasonable costs of hotel accommodations incurred will
be allowed. Lodging shall be reimbursed by receipt up to the limits
of the current Federal Travel Regulations as shown on the GSA
"Domestic Per Diem Rates" website page at wu,w.qsa.gov/perdiem.

Questions ofreasonable hotel accommodations should be referred to
the Bureau of Administration. Receipts are to be submitted with the
Invoice Form to support accommodation expenses claimed.

2. Transportation - Transportation to and from duty point; between
places of lodging, business and meals shall be allowed.

3. Special Expenses - The reasonable cost of miscellaneous expenses
incurred shall be allowed to a haveler. The following are examples
of miscellaneous expenses that may be deemed reimbursable or non-
reimbursable:

Reimbursable Non-Reimbursable

B.

C.

Stenographic and Typing Services
Storage ofBaggage
Hire of Room for Official Business
Telephone Calls on Official Business

A11 special expenses shall be itemized on the
Reimbursement Voucher with receipts attached.

Entertainment
Alcoholic Beverages
Traffic Tickets

Conference and Travel

-7-



SECTION VIII

SECTION IX

CONFERENCES

When the cost of meals for approved seminars or official meetings is an
integral part of the Registration Fee, the "per diem" traveler shall deduct such
amounts from the "cost of meals and incidental expenses" allowance, and the
traveler on "actual expenses incurred" shall not claim meals which are
included in the conference fee.

CONFERENCE AND TRAVEL REIMBURSEMENT VOUCHER

Memorandum of Expenditures

A memorandum of all travel expenditures properly chargeable to the Counff
shall be kept by individuals subject to these regulations. The information
thus accumulated shall be available for proper lnvoice Form preparation.

Conference and Travel Reimbursement Voucher Preparation

1. All claims for reimbursement of travel expenses shall be submitted
on the Conference and Travel Reimbursement Voucher and shall be
itemized in accordance with these regulations.

2. The Conference and Travel Reimbursement Voucher shall show the
purpose of travel, the dates of travel, the points of departure and
destination, mode oftransportation, and the cost of the kansportation
secured or mileage allowance if automobile is used.

3. The Conference and Travel Reimbursement Voucher shall be
supported by receipts in all instances for railroad and airplane
transportation, for lodging, meals and incidental expense (M&IE)
items, and all other items. Also, a copy of the travel authorization is
to be included for out-of-state travel.

4. The Conference and Travel Reimbursement Voucher shall be
prepared and signed by the individual who has incurred the expenses.

5. The individual submifiingthe Conference andTravel Reimbursement
Voucher is personally responsiblS fo,r qcggracy and plopri.etV. A
misrepresentation shall be cause for disciplinary or legal action.

Approval and Submission of Invoice Form

1. The Conference and Travel Reimbursement Voucher shall be
approved by the Department Head or a desi gnated representative, who
shall sign the original Voucher and submit to the Comptroller's
Office. A copy of the Voucher shall be retained by the Department
as well as the person submitting the Voucher.

2. AnyConferenceandTravelReimbursementVouchernotpreparedin
accordance with these regulations or not properly supported by
receipts where required will be returned to the originator for
correction.

A.

B.

C.

-8-



D. Frequency of Submission

The original conference and Travel Reimbursement voucher shall be sent to
the comptroller's office by the 10ft day of the following month in which the
travel expense was incurred. conference and Travel Reimbursement
vouchers submitted 60 days after the end of the month in which travel
experyg was incurred will not be reimbursed. A copy of the conference and
Travel Reimbursement voucher shall be retained uy ttre department and the
employee.

-9-
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Contract No. 1 550- I 4939

SEPCIAL CONDITION: FEDERAL CLAUSES

The following provisions apply to all Contracts which are funded in whole or in part with federal funds

lnterest of Members of or Delegates to the United Stales Conqress

ln accordance with 41 U.S.C. $ 22, the Contractor agrees that it will not admit any member of or delegate to
the United States Congress to any share or part of the Contract or any benefit derived therefrom.

False or Fraudulent Statements and Claims

The Contractor recognizes that the requirements of the Program Fraud Civil Remedies Act of 1986,
as amended, 49 U.S.C. $S 3081 et seq and U.S. DOT regulations, "Program Fraud Civil
Remedies," 49 C.F.R. Part 31, apply to its actions pertaining to the Contract. Accordingly, by
signing the Contract, the Contractor certifies or affirms the truthfulness and accuracy of any
statement it has made, it makes, or it may make pertaining to the Contract, including without
limitation any invoice for its services. ln addition to other penalties that may be applicable, the
Contractor also acknowledges that if it makes a false, fictitious, or fraudulent claim, statement,
submission, or certification, the Federal Government reserves the right to impose the penalties of
the Program Fraud Civil Remedies Act of 1986, as amended, on the Contractor to the extent the
Federal Government deems appropriate.

The Contractor also acknowledges that if it makes a false, fictitious, or fraudulent claim, statement,
submission, or certification to the County or Federal Government in connection with an urbanized
area formula project financed with Federal assistance authorized by 49 U.S.C. $ 5307, the
Government reserves the right to impose on the Contractor the penalties of 18 U.S.C. $ 1001 and
49 U.S.C. $ 5307(n)(1), io the extent the Federal Government deems appropriate.

Federal lnterest in Patents

General. lf any invention, improvement, or discovery of the Contrac{or is cone,eived or first actually
reduced to practice in the course of or under the Contract, and that invention, improvement, or
discovery is patentable under the laws of the Unites States of America or any foreign country, the
Contractor agrees to notify County immediately and provide a detailed report.

Federal Rights. Unless the Federal Government later makes a contrary determination in writing,
the rights and responsibilities of the County, Contractor, and the Federal Government pertaining to
that invention, improvement, or discovery will be determined in accordance with applicable Federal
laws and regulations, including any waiver thereof. Unless the Federal Govemment later makes a
contrary delermination in writing, the Contractor agrees that, irrespective of its status or the status
of any subcontractor at any tier (e.9., a large business, small business, non-profit organization,
institution of higher education, individual), the Contractor agrees it will transmit to the Federal
Government those rights due the Federal Government in any invention resulting from the contract.

Federal lnterest in Data and Coovriohts

(a) Definition. The term "subject data" used in this section means recorded information, whether or not
copyrighted, that is delivered or specified to be delivered under the Contract. Examples include,
but are not limited, to: computer software, engineering drawings and associated lists,
specifications, standards, process sheets, manuals, technical reports, catalog item identifications,
and related information, The term "subject data" does not include financial reports, cost analyses,
and similar information incidental to Contract administratlon.

(a)

(b)

(a)

(b)

4.



Contract No. 1 550-14939

(b) Federal Restrictions. The following restrictions apply to all subject data first produced in the
performance of the Contract. Except as provided in the Contract and except for its own intemal
use, the Contractor may not publish or publicly reproduce subject data in whole or in part, or in any
manner or form, nor may the Contractor authorize others to do so, without the written consent of
the County and the Federal Government, until such time as the Federal Government may have
either released or approved the release of such data to the public.

(c) Federal Rights in Data and Copyrights. ln accordance with subparts 34 and 36 of the Common
Rule, ihe County and the Federal Government reserve a royalty-free, non-exclusive and
irrevocable license to reproduce, publish, or otherwise use, and to authorize others to use, for
County or Federal Government purposes, the types of subject data described below. Without the
copyright owne/s consent, the County and Federal Government may not extend their license to
other parties.

(1) Any subject data developed under the contract or subagreement financed by a federal
Grant Agreement or Cooperative Agreement, whether or not a copyright has been
obtained; and

(2) Any rights of copyright which the Contractor purchases ownership with Federal
assistance.

(d) Special Federal Rights for Planning Research and Development Projects. When the Federal
Government provides financial assistance for a planning, research, development, or demonstration
project, its general intention is to increase public knowledge, rather than limit the benefits of the
project to paffcipants in the project. Therefore, unless the Federal Government determines
otherwise, the Contractor on a planning, research, development, or demonstration project agrees
that, in addition to the rights in data and copyrights set forth above, the County or Federal
Governmenl may make available to any third party either a license in the copyright to the subject
data or a copy of the subject data. lf the project is not completed for any reason whatsoever, all
data developed under the project will become subject data and will be delivered as the County or
Federal Government may direct. This subsection, however, does not apply to adaptions of
automatic data processing equipment or previously existing software programs for the County's use
whose costs are financed with Federal transportation funds for capital projects.

(e) Hold Harmless. Unless prohibited by state law, upon request by the County or the Federal
Government, the Contractor agrees to indemnify, save, and hold harmless the County and the
Federal Government and their officers, agents, and employees acting within the scope of their
official duties against any liability, including costs and expenses, resulting from any willful or
intentional violation by the Contractor of proprietary rights, copyrights, or right of privacy, arising out
of the publication, translation, reproduction, delivery, use, or disposition of any data furnished under
the Contract. The Contractor will not be required to indemnify the County or Federal Government
for any such liability arising out of the wrongful acts of employees or agents of the County or
Federal Government.

(D Restrictions on Access to Patent Rights. Nothing contained in this section on rights in data will
imply a license to the County or Federal Government under any patent or be construed as affecting
the scope of any license or other right otherwise granted to the County or Federal Government
under any patent.

(g) Application on Materials lncorporated into Project. The requirements of Subsections 2,3, and 4 of
this Section do not apply to material furnished by the County and incorporated into the work.

Records and Audits

Contractor will deliver or cause to be delivered all documents (including but not limited to all Deliverables
and supporting data, records, graphs, charts and notes) prepared by or for the County under the terms of

5.
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this Agreement to the County promptly in accordance with the time limits prescribed in this Contract, and if
no time limit is specified, then upon reasonable demand therefor or upon termination or completion of the
Services hereunder. ln the event of the failure by the Contractor to make such delivery, then and in that
event, the Contractor will pay to County reasonable damages the County may sustain by reason thereof.

The County and the Federal Government will have the right to audit all payments made to the Contractor
under this Agreement. Any payments to the Contractor which exceed the amount to which the Contractor is
entitled under the terms of this Agreement will be subject to set-off.

The Contractor will keep and retain records relating to this Agreement and will make such records available
to representatives of the County and the Federal Government, including without limitation the sponsoring
federal agency, other participating agencies, and the Comptroller General of the United States, at
reasonable times during the performance of this Agreement and for at least five years after termination of
this Agreement for purposes of audit, inspection, copying, transcribing and abstracting-

No provision in this Agreement granting the County or the Federal Government a right of access to records
is intended to impair, limit or affect any right of access to such records which the County or the Federal
Government would have had in the absence of such provisions.

Environmental Requirements

The Contractor recognizes that many Federal and state laws imposing environmental and resource
conservation requirements may apply to the Contract. Some, but not all, of the major Federal Laws that
may affect the Contract include: the National Environmental Policy Act of 1969, as amended, 42 U.S.C. SS
4321 el seq-; the Clean Air Act, as amended, 42 U.S.C. SS 7401 et seq. and scattered sections of 29 U.S.C.;
the Clean Water Act, as amended, scattered sections of 33 U.S.C. and 12 U.S.C.; the Resource
Conservation and Recovery Act, as amended, 42 U.S.C. SS 6901 et seq.; and the Comprehensive
Environmental Response, Compensation, and Liability Act, as amended, 42 U.S.C. SS 9601 et seq. The
Contractor also recognizes that U.S. EPA, U.S. DOT and other agencies of the Federal Government have
issued and are expected in the future to issue regulations, guidelines, standards, orders, directives, or other
requirements that may affect the Contract. Thus, the Contractor agrees to adhere to, and impose on its
subcontractors, any such Federal requirements as the Federal Government may now or in the future
promulgate. Listed below are requirements of particular concern.

The Contractor acknowledges that this list does not constitute the Contracto/s entire obligation to meet all
Federal environmental and resource conservation requirements. The Contractor will include these
provisions in all subcontracts.

(a) Environmental Protection. The Contractor agrees to comply with the applicable requirements of the
National Environmental Policy Act of 1969, as amended, 42 U.S.C. SS 4321 et seq. in accordance
with Execuiive Order No. 12898, "Federal Actions to Address Environmental Justice in Minority
Populations and Low-lncome Populations," 59 Fed. Reg. 7629, Feb. 16, '1994; U.S. DOT statutory
requiremenls on environmental matters at 49 U.S.C. S 5324(b); Council on Environmental Quality
regulations on compliance with the National Environmental Policy Act of 1969, as amended, 40
C.F.R. Part 1500 et seq.; and U.S. DOT regulations, "Environmental lmpact and Related
Procedures," 23 C.F.R. Part771 and 49 C.F.R. Part 622.

(b) Air Quality. The Contractor agrees to comply with all applicable standards, orders, or regulations
issued pursuant to the Clean Air Act, as amended, 42 U.S.C. SS 7401 et seq. Specifically, the
Contractor agrees to comply with applicable requirements of U.S. EPA regulations, "Conformity to
State of Federal lmplementation Plans of Transportation Plans, Programs, and Projects Developed,
Funded or Approved Under Title 23 U.S.C. or the Federal Transit Act," 40 C.F.R. Part 51, Subpart
T; and "Determining Conformity of Federal Actions to State or Federal lmplementation Plans,' 40
C.F.R. Part 93. The Contractor fu(her agrees to report and require each subcontraclor at any tier
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to report any violation of these requirements resulting from any Contract implementation activity to
the County and the appropriate U.S. EPA Regional Office.

(c) Clean Water. The Contractor agrees to comply with all applicable standards, orders, or regulations
issued pursuant to the Federal Water Pollution Control Act, as amended, 33 U.S.C. SS 1251 et seq.

The Contractor further agrees to report and require each subcontractor at any tier to report any
violation of these requirements resulting from any Contract implementation activity to the County
and the appropriate U.S. EPA RegionalOffice.

(d) List of Violating Facilities. The Contractor agrees that any facility to be used in the performance ol
the Contract or to benefit from the Contract will not be listed on the U.S. EPA List of Violating
Facilities ("List"), and the Contractor will promptly notify the County if the Contractor receives any
communicalion from the U.S. EPA that such a facility is under consideration for inclusion on the
List.

(e) Preference for Recycled Products. To the extent practicable and economically feasible and to the
extent that it does not reduce or impair the quality of the work, the Contractor agrees to use
recycled products in performance of the Contract pursuanl to U.S. Environment Protection Agency
(U.S. EPA) guidelines at 40 C.F.R. Parls247-253, which implement section 6002 of the Resource

Conservation and Recovery Act, as amended, 42 U.S.C. S 6962.

No Exclusionary or Discriminatorv Specifications

Apart from inconsistent requirements imposed by Federal statute or regulations, the Contractor agrees that it
willcomplywith the requirements of 49 U.S.C. S 5323(hX2) by refraining from using any Federalassistance
to support subcontracts procured using exclusionary or discriminatory specifications.

Caroo Preference - Use of United States Flaq Vessels

The Contractor agrees to comply with U.S. Maritime Administration regulations, "Cargo-Preference - U.S.

Flag Vessels," 49 C.F.R. Part 381 , and to include the clauses required by those regulations, modified as
necessary to identify the affected parties, in each subcontract or subagreement involving equipment,
materials, or commodities suitable for transpori by ocean vessel.

Flv America

Section 14.c ol the Master Agreement states that if the contract or subcontracts may involve the
international transpo(ation of goods, equipment, or personnel by air, the contract must require Contractors
and subcontractors at every tier to use U.S.-flag air carriers, to the extent service by these carriers is
available. 49 U.S.C. 40118 and 4 C.F.R. Part 52.

No Federal Government Obliqations to Third Parties

The Contractor agrees that, absent the Federal Government's express written consent, the Federal

Government will not be subject to any obligations or liabilities to any contractor or any other person not a
pa(y to the Grant Agreement or Cooperative Agreement between the County and the Federal Government
which is a source of funds for this Contract. Notwithstanding any concurrence provided by the Federal

Government in or approval of any solicitation, agreement, or contract, the Federal Government conlinues to
have no obligations or liabilities to any party, including the Contractor.

Allowable Costs

Notwithstanding any compensation provision to the contrary, the Contractor's compensation under this
Contract will be limited to those amounts which are allowable and allocable to the Contract in accordance

11
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with OMB Circular A-87 and the regulations in 49 C.F.R. Part 18. To the extent that an audit reveals that the
Contractor has received payment in excess of such amounts, the County may offset such excess payments

against any future payments due to the Contractor and, if no future payments are due or if future payments

are less than such excess, the Contractor will promptly refund the amount of the excess payments to the
County.

Trade Restrictions

Contractor certifies that neither it nor any Subcontractor:

(a) is owned or controlled by one or more citizens of a foreign country included in the list of countries
that discriminate against U.S. firms published by the Office of the United States Trade
Representative (USTR) ;

(b) has knowingly entered into any contract or subcontract with a person that is a citizen or national of
a foreign country on said list, nor is owned or controlled directly or indirectly by one or more citizens
or nationals of a foreign country on said list;

(c) will procure, subcontract for, or recommend any product that is produced in a foreign country on

said list.

Unless the restrictions of this clause are waived by the Secretary of Transportation in accordance with 49
CFR 30.17, no Notice-to-Proceed will be issued to an entity who is unable to certify to the above. lf
Contractor knowingly procures or subcontracts for the supply of any producl or service of a foreign country
on said list for use on the project, the USDOT may direct, through the County, cancellation of the Contract at

no cost to the Governmenl.

Further, Contractor agrees that it will incorporate this provision for certification without modification in each

subcontract. Contractor may rely on the certification of a prospective Subcontractor unless it has knowledge

that the certification is erroneous. Contractor will provide immediate wriften notice to the County if it learns

that its certification or that of a Subcontractor was erroneous when submitted or has become erroneous by

reason of changed circumstances. Each Subcontractor must agree to provide written notice to Contractor if
at any time it learns that its certification was erroneous by reason of changed circumstances. Nothing

contained in the foregoing will be construed to require establishment of a system of records in order to
render, in good faith, the certification required by this provision,

The knowledge and information of the Contractor is not required to exceed that which is normally possessed

by a prudent person in the ordinary course of business dealings.

This certification concerns a matter within the jurisdiction of an agency of the United States of America and

the making of a false, fictitious, or fraudulent certification may render the maker subject to prosecution under
Title 18, United States Code, Section 100.

Contract Work Hours and Safetv Standards Act

lf applicable according to their terms, the Contractor agrees to comply and assures compliance with sections
1O2 and'107 of the Contract Work Hours and Safety Standards Act, as amended, 40 U.S.C. SS 327 through
333, and implementing U.S. DOL regulations, "Labor Standards Provisions Applicable to Contracls
Governing Federally Financed and Assisted Construction (also Labor Standards Provisions Applicable to
Nonconstruction Contracls Subject to the Contract Work Hours and Safety Standards Act)," 29 C.F.R. Part

5; and U.S. DOL regulations, "Safety and Health Regulations for Construction," 29 C.F.R. Part 1926. ln

addition to other requirements that may apply:

(a) ln accordance with section of the Contract Work Hours and Safety Standards Act, as amended, 40
U.S.C. SS 327 through 332, the Contractor agrees and assures that, for the Contract, the wages of
every mechanic and laborer will be computed on the basis of a standard work week of 40 hours,
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and that each worker will be compensated for work exceeding the standard work week at a rate of
not less than 1.5 times the basic rate of pay for all hours worked in excess of 40 hours in the work
week. The Contractor agrees that determinations pertaining to these requirements will be made in
accordance with applicable U.S. DOL regulations, "Labor Standards Provisions Applicable to
Contracts Governing Federally Financed and Assisted Construction (also Labor Standards
Provisions Applicable to Nonconstruction Contracts Subject to the Contract Work Hours and Safety
Standards Act)," 29 C.F.R. Part 5.

(b) ln accordance with section 1O7 of the Contract Work Hours and Safety Standards Act, as
amended, 40 U.S.C. $ 333, the contractor agrees and assures that no laborer or mechanic working
on a construclion contract will be required to work in surroundings or under working conditions that
are unsanitary, hazardous, or dangerous to his or her health and safety, as determined in
arcordance with U.S. DOL regulations, "Safety and Health Regulations for Construction," 2g C.F.R.
Part 1926.

Veteran's Preference

ln the employment of labor (except in executive, administrative, and supervisory positions), preference will
be given to Vietnam-era veterans and disabled veterans. However, this preference may be given only
where individuals are available and qualified to perform the work to which employment relates.

Copyright Ownership

Consultant and the County intend that, to the extent permitted by law, the Deliverables to be produced by
Consultant at the County's instance and expense pursuant to this Agreement are conclusively deemed
"works made for hire" within the meaning and purview of Section 101 of the United States Copyright Ad, 17
U.S.C. S101 et seq. (the "Copyright Acf), and that the County will be the copyright owner of the Deliverables
and of all aspects, elements and components of them in which copyright can subsist.

To the extent that any Deliverable does not qualify as a "work made for hire," Consultant irrevocably grants,
conveys, bargains, sells, assigns, transfers and delivers to the County, its successors and assigns, all right,
title and interest in and to the copyrights and all U.S. and foreign copyright registralions, copyright
applications and copyright renewals for them, and other intangible, intellectual property embodied in or
pertaining to the Deliverables prepared for the County under this Agreement, free and clear of any liens,
claims or other encumbrances, to the fullest extent permitted by law. Consultant will execute all documents
and perform all acts that the County may reasonably request in order to assist the County in perfecting its
rights in and to the copyrights relating to the Deliverables, at the sole expense of the County.

Consultant warrants to County, its successors and assigns, that on the date of transfer Consultant is the
lawful owner of good and marketable title in and to the copyrights for the Deliverables and has the legal
rights to fully assign them. Consultant further warrants that it has not assigned any copyrights nor granted
any licenses, exclusive or nonexclusive, to any other party, and that it is not a party to any other agreements
or subject to any other restrictions with respect to the Deliverables. Consultant warrants and represents that
the Deliverables are complete and comprehensive, and the Deliverables are a work of original authorship.

Accessibility Compliance

lf this Agreement involves design for construction, the Consultant warrants that all design documents
produced or utilized under this Agreement and all construction or alterations undertaken under this
Agreement will comply with all federal, state and local laws and regulations regarding accessibility standards
for persons with disabilities or environmentally limited persons including, but not limited to, the following: the
Americans with Disabilities Act of 1990, 42 U.S.C. S 12101 et seq. and the Americans with Disabilities Act
Accessibility Guidelines for Buildings and Facilities ("ADAAG"); the Architectural Barriers Act, Pub. L. 90-480
(1968), and the Uniform Federal Accessibility Standards ("UFAS"), and the lllinois Environmental Barriers
Act,410 ILCS 2511 et seq., and all regulations promulgated thereunder, see lllinois Administrative Code,
Title 7'1 , Chapter 1, Section 400.110. lf the above standards are inconsistent, the Consultant must comply
with the standard providing the greatest accessibility. Also, the Consultant must, prior to construction,
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review the plans and specifications to insure compliance with the above referenced standards. lf the
Consultant fails to comply with the foregoing standards, the Consultant must perform again, at no expense,
all services required to be re-performed as a direct or indirect result of such failure.

Visual Riohts Act Waiver

The ConsultanUContractorwaives any and all rights that may be granted orconferred under Section 1064
and Section 113 of the United States Copyright Act, (17 U.S.C. $ 101 et seq.) (the "Copyright Act") in any
work of visual art that may be provided pursuant to this Agreemenl. Also, the ConsultanUContractor
represents and warrants that the ConsultanUContractor has obtained a waiver of Section 1064 and Section
1 13 of the Copyright Act as necessary from any employees and subcontractors, if any.

Eoual Emplovment Opportunity

All contracts shall contain a provision requiring compliance with E.O. 11246, "Equal Employment
Opportunity," as amended by E.O. 11375, "Amending Executive Order 11246 Relating to Equal Employment
Opportunity," and as supplemented by regulations at 41 CFR part 60, "Office of Federal Contract
Compliance Programs, Equal Employment Opportunity, Department of Labor."

Copeland "Anti-Kickback" Act (18 U.S.C. 874 and 40 U.S.C. 276c)

All contracts and subgrants in excess of $2000 for construction or repair awarded by recipients and
subrecipients shall include a provision for compliance with the Copeland "Anti-Kickback" Act (18 U.S.C.
874), as supplemented by Department of Labor regulations (29 CFR part 3, "Contractors and
Subcontractors on Public Building or Public Work Financed in Whole or in Part by Loans or Grants from the
United States"). The Act provides that each contractor or subrecipient shall be prohibited from inducing, by
any means, any person employed in the construction, completion, or repair of public work, to give up any
part of the compensation to which he is otherwise entitled. The recipient shall report all suspected or
reported violations to the Federal awarding agency.

Davis-Bacon Act, as amended (40 U.S.C. 276a to a-7)

When required by Federal program legislation, all construction contracts awarded by the recipients and
subrecipients of more than $2000 shall include a provision for compliance with the Davis-Bacon Act (40
U.S.C. 276a to a-7) and as supplemented by Department of Labor regulations (29 CFR part 5, "Labor
Standards Provisions Applicable to Contracts Governing Federally Financed and Assisted Construction").

Under this Act, contractors shall be required to pay wages to laborers and mechanics at a rate not less than
the minimum wages specified in a wage determination made by the Secretary of Labor. ln addition,
contractors shall be required to pay wages not less than once a week. The recipient shall place a copy of the
current prevailing wage determination issued by the Department of Labor in each solicitation and the award
of a contract shall be conditioned upon the acceptance of the wage determination. The recipient shall report
all suspected or reported violations to the Federal awarding agency.

Contract Work Hours and Safetv Standards Act (40 U.S.C. 327-333)

Where applicable, all contracts awarded by recipients in excess of $2000 for construction contracts and in

excess of $2500 for other contracts that involve the employment of mechanics or laborers shall include a
provision for compliance with Sections 102 and 1O7 of the Contract Work Hours and Safety Standards Act
(40 U.S.C. 327-333), as supplemented by Department of Labor regulations (29 CFR part 5). Under Section
1O2 of the Act, each contractor shall be required to compute the wages of every mechanic and laborer on
the basis of a standard work week of 40 hours. Work in excess of the standard work week is permissible
provided that the worker is compensated at a rate of not less than I Tz times the basic rate of pay for all
hours worked in excess of 40 hours in the work week. Section 107 of the Act is applicable to construction
work and provides that no laborer or mechanic shall be required to work in surroundings or under working
conditions which are unsanitary, hazardous or dangerous. These requirements do not apply to the
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purchases of supplies or materials or articles ordinarily available on the open market, or contracts for
transportation or transmission of intelligence.

Riqhts to lnventions Made Under a Contract or Aqreement

Contracts or agreements for the performance of experimental, developmental, or research work shall
provide for the rights of the Federal Government and the recipient in any resulting invention in accordance
with 37 CFR part 401 , "Rights to lnventions Made by Nonprofit Organizations and Small Business Firms
Under Government Grants, Contracts and Cooperative Agreements," and any implementing regulations
issued by the awarding agency.

Clean Air Act (42 U.S.C. 7401 et seq.) and the FederalWater Pollution ControlAct (33 U.S.C. 1251 et seq.),
as amended

Contracts and subgrants of amounts in excess of $100,000 shall contain a provision that requires the
recipient to agree to comply with all applicable standards, orders or regulations issued pursuant to the Clean
Air Act (42 U.S.C. 7401 et seq.) and the Federal Water Pollution Control Act as amended (33 U.S.C. 1251 el
seq.). Violations shall be reported to the Federal awarding agency and the Regional Office of the
Environmental Protection Agency (EPA).

Bvrd Anti-Lobbvinq Amendment (31 U.S.C. 1352)

Contractors who apply or bid for an award of $100,000 or more shall file the required certification. Each tier
certifies to the tier above that it will not and has not used Federal appropriated funds to pay any person or
organization for influencing or attempting to influence an officer or employee of any agency, a member of
Congress, officer or employee of Congress, or an employee of a member of Congress in connection with
obtaining any Federal contract, grant or any other award covered by 31 U.S.C. 1352. Each tier shall also
disclose any lobbying with non-Federal funds that takes place in connection with obtaining any Federal
award. Such disclosures are forwarded from tier to tier up to the recipient.

Debarment and Suspension (E.O.s 12549 and 12689)

No contract shall be made to parties listed on the General Services Administration's List of Parties Excluded
from Federal Procurement or Nonprocurement Programs in accordance with E.O.s 12549 and 12689,
"Debarment and Suspension." This list contains the names of parties debarred, suspended, or otherwise
excluded by agencies, and contractors declared ineligible under statutory or regulatory authority other than
E.O. 12549. Contractors with awards that exceed the small purchase threshold shall provide the required
certification regarding its exclusion status and ihat of its principal employees.

25.
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Servlc* D*scnption
This Service Description and the attached exhibits (collectively, the 'Servrce Description") describe the
Service (as defined beiow) being provided to you ("Customer" or "you") by the Dell entity identified in
the service order ("Service Order"), executed by Customer and such Dell entity for the purchase of this
Service. The Del1 entity identified in the SeMce Order hereafter shall be collectively referred to as "Dell

SecureWorks". This Service is provided in connection with the Customer's separate, signed master
services agreement or security services schedule, which explicitly authorizes the sale of managed
security and consulting services. In the absence of either a master services agreement or security
services scheduie, the Services performed under this Service Description are governed by and subject
to the terms and conditions of the Dell SecureWorks Master Services Agrreement, availabie at
http://Dell.com/Securityterms. which is incorporated by reference in its entirety herein (the "MSA").

Every Managed Secunty Services ("MSS") installation is unigue, especially in complex technology
environments. The MSS Integration Plus ("MSSI+") service (the "Service") is designed to assist Customer
in better integrating their MSS Servrce(s) into their business processes in order to obtain maximum
value from the contracted MSS Service(s). The Service will be performed by one or more expert
security consuitant(s) assigrned from Dell SecureWorks' Security and Risk Consulting ("SRC") team
(each a "Security Consultant"), who will seek to quickly understand the intricacies of Customer's
environment in order to optimize the integration and performance tuning of the MSS Service(s).
Consultant is a subject matter expert ("SME") on all Dell SecureWorks services and is part of a team
dedicated to delivering Service.

The Service components to be performed (as set forth below) are based upon the complexity and
maturity of Customer's security environment and the contracted MSS services which are unique to
each Customer. During the Services Term (as defined below), Customer may select one or more
Service components set forth below to be performed by Dell SecureWorks. The Service components
may be performed remotely from one of Dell SecureWorks' facilities and/or onsite at one of
Customer's facitities, as appropriate and agreed upon by the parties. The duration of the SeMce is
agreed upon by the parties as set forth in the Service Order (the "Service(s) Term").

Exhibit A attached hereto describes the biliing method, scheduling and completion of the Service(s).

The MSSI+ Service Term is a defined period of time. The Security Consultant will use best efforts to
accomplish as many MSSI+ Service components as possible during the Services Term, as such,
components are determined by Customer..The Service components that can be delivered will depend
upon where Customer is in their MSS implementation [fecycle and the contracted MSS services
subscribed.

What De}1 SecureWorks Wii] **
The most common components performed by Security Consuitant(s) are listed below. Dell
SecureWorks and Customer wiil determine what Service components are best suited to be performed
in order to address Customer's highest priority objectives within the Services Term.

a MSS "SmartStart"

i MSS lntegration
a MSS Performance Tuning

* Deliverables for MSSI+
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Depending upon the Service Components chosen to be performed, Customer's performance of its
obiigations as specified herein, and the time constraints of each Service component selected by
Customer, the Security Consultant duties may include the follornnng.

' Advising Customer on current security trends, risks, and vulnerabitities.
,, Communtcating with Customer's executives and Customer's security professionats.

, Assisting Customer with strategic planning and project management for Dett SecureWorks'MSS
andlor Threat lnteltigence ("T1") Services.

' Preparation of periodic and ad-hoc reports. These reports witt hightight the vatue and enhance
Customer's understanding of the MSS and Tl Services

The Security Consultant witl provide Customer with brief daily reports and updates on project status
via email. The Security Consultant will also provide a final summary report outlining: the work
completed during this Service component, any processes that were established or agreed upon as
they relate to the MSS, and recommendations for improvements to Customer's security posture The
deliverables wiil focus on the information most reievant to Customer, especialiy as it relates to
Customer's business, operational, and risk-mitigation goals.

Cr:slomer Cbiigations
Customer agrees to perform the obiigations set forth below and acknowledges and agrees that Deli
SecureWorks' ability to perform the Service(s) is dependent upon Customer's compliance with the
following:

* Customer wiit schedule and make available all required Customer resources, including, e.9.,
suitable workspace and building access for Dell SecureWorks' staff and equipment, and access
to Customer's computer systems and network for testing.

*. Customer will provide timely replies to all reasonable requests for documents and information
in accordance wrth the timeframes established in the planning phase.

s Customer's management team will support Customer's personnel being available to participate
in the project plan. This is crucial to timely and successful completion of the Service(s).

t Customer's testing windows will allow adequate time for the Security Consultant's
performance of the Service(s) requested.

l-irnitation on the Standard Service
The Services may be performed either onsite at the Customer location defined below and/or
remotely, at one or more Dell SecureWorks secure facilities. Dell SecureWorks and Customer will
determine the location of the performance of the Services to be performed hereunder during the
project planning with MSSI+ Delivery Management.

In most cases, the collection of the required Customer Data will be gathered both remote and onsite,
and the drafting of the Report (as defined below) and recommendations will be performed remotely.

Busi:-r*s*c i-{*xrs

' Work will be deiivered at a rate of 40 hours per week.
, Onsite work will be performed Monday-Thursday, between B am - 6 pm Local time. Fridays

wiil be performed remote to complete reports, update tickets, and other project action items.

a Remote work will occur Monday-Friday, between B am - 8 pm Eastern time.

u Work performed outside of the criteria above, as requested or required by Customer, may
incur additional Service charges and requires the approval of MSSI+ Delivery Management.



@ 
Securcworks

rlL-,.f r-rr-r',, *rrd l:|:qicl.r 3,*ppirn

Service is offered in North America, Austraiia, and in English-speaking countries in Latin America and
Europe. Service may be offered in other regions with the approval of MSSI+ Delivery Management
prior to any binding contractual agreements being made.

lnitralicn at ar: EnEagement
Upon execution of the Service Order, the assigned Security Consultant wtli request certain
documentation from Customer in order to review current processes, personnel, and data, in order to
become familiar with Customer's organizational structure, network assets, personnel, business

culture, and the maturity of Customer's security program. The Securlty Consultant will schedule a call
("Kick-off Call') with the Customer to discuss the engagement plan and high-level objectives. During
this initial call, the parties wrll discuss the documentation supplied, define rules of engagement, and
ensure that the scope and expectations for the Services are clearly identified and defrned. See Service

Scheduling below for additional details on this process.

For Customers who purchase MSS SmartStart Services as indicated on a Service Order, the primary
deliverables for the MSS SmartStart Service(s) component are:

u The Security Consultant will serve as the Customer's internal project manager for the MSS

deployment.

* The Security Consultant wiil work with Customer to improve Customer's readiness to
implement the MSS and deliver a strategic project plan that wrll present soiutions to existing
problems and allow quick resolution.

r The Security Consultant will make recommendations to improve Customer's security strategy
and architecture, as it is relevant to the MSS deployment.

" The Security Consuitant will oversee the completion of the Services Implementation Form
("SIF") on behalf of the Customer The deliverable of this phase wilt be to outline the most
effective approach for-integrating MSS into the Customer's security environment.

a. The Secunty Consultant will oversee the MSS Implementation from the Customer's vantage
point. Successful MSS Implementations require the Customer and the Dell SecureWorks
Customer Implementation Services ("CIS") team to work closely together in order to
implement the MSS.

x The Security Consultant will serve as an onsite liaison between Customer's internai staff and
the CIS team, to ensure deadlines and documentation requirements are being met.

,' The Security Consultant will work with the Customer to successfully integrate the contracted
MSS into the Customer's information security environmenVprogram.

MSS Integration assists Customer's ability to understand and more effectively consume MSS

information. The Security Consultant will: (i) assist in integrating Customer data and workflows into
Customer's current processes, and (ii) make recommendations for process integration and
improvements in order to maximize the MSS'value for Customer
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The primary deliverables for the MSS Integration Service component are:

ftepcrtinE Setup and eustomizati*:n - The Dell SecureWorks Customer Portal ("Portal") provides
hundreds of pre-built security and compliance reports The Security Consultant will provide expert
guidance on which reports will best fit the needs of Customer's organization and configure all of the
requirements to streamline reporting, including creation of custom reports that can be generated on
demand or scheduled for recurring delivery to appropriate Customer stakeholders

Escalation Procedures - It is critical that Customer defines its internal incident escalation procedures
and provides the information to the Deli SecureWorks Security Operations Center ("SOC"). These
incident escalation procedures tell the Dell SecureWorks Security Analysts when, how, and with
whom to communicate within the Customer organization, in the event of a security incident. In some
security envrronments, this process can be very simple; in more complex security environments,
incident escalation procedures may vary depending on the affected asset, time of day, or type of
security incident. The Security Consultant will work with Customer's team to document the incident
escaiation procedures that will make the most sense for Customer's organization and ensure that this
information is accurately integrated into the Portal.

Asset Classifisation and Mapping - In order to have a clear picture of Customer's security
environment, it is imperative to identify, classify, and assign criticality to each device in Customer's
environment. Populating this data into the Portal enables Customer's team to report on trends by
asset or asset gnoup and to identify the potential impact of any threats, vulnerabilities, or risks
associated with those assets lt also provides vaiuable context to the Dell SecureWorks security
analysts when investigating a security event in Customer's environment, which allows the security
analysts to provide more relevant and accurate alerts.

The Security Consultant will help create a plan to ensure the process of asset classification and
mapping is understood, with a clear path to completion. The Security Consultant's ability to oversee
the entire asset classification and mapping project will depend upon timing, the maturity of current
Customer documentation and asset classification, and the ability of Customer resources to suppot
the information required to effectively deliver this project.

Continuous process improvement and optimization is a key component to the continued success of
any information security program. The Security Consultant will assist Customer's security team(s) in
ensuring that Customer's information security program is properly designed to get the most value
from the MSS Services. The Security Consultant will work with the Customer to understand and
execute on the highest-value objectives set forth in the project plan.

The primary deliverabies for the Performance Tuning Service component are:

u Improve the quality of alerts generated from the MSS by base-tining events, reviewtng ruie-sets
and policies, and performing log analysis and optimization

" Filter false positives and reduce noise by tuning the MSS deployment to Customer's
environment, Ieveraging the Dell SecureWorks SOC and Dell SecureWorks' custom tuning
capabilities.

,, Act as a dedicated trusted secunty advisor to Customer.

' Assist with understanding and interpreting Portal data and output from the same.

,' Understand defense-in-depth strategies and apply those to Customer's security environment
as it relates to MSS.

* Assist with integrating managed service outputs and workflows wrth Customer's change
management processes.
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For Customers who have purchased Dell SecureWorks' TI Service: assist with feed and Portal
customization, asset profiles, and internal processes for consuming intelligence data.

Maintain knowledge of the Customer's information technology environment and business,
attend briefings from the Dell SecureWorks counter threat unit ("CTU"), and leverage those
briefings beneficiaily for Customer.

Work with Customer to develop Customer internal polices, process, and Service Level
Agreements ("SLAs") (Runbook) as related to DellSecureWorks MSS:

Security escalations internal to Customer, as well as outiined at Dell SecureWorks

Portal user access (additions/removais, permission changes/attntion, profile completion,
and settings)

MSS device updates (additions/removals/changes)

Device security importance level and definition of event/incident severity, criticality, and
classification

.' Incident handling (Customer incident threat level, resource handiing)

Device tuning and management (Customer resource authority, work windows)

Provide information security project management assistance to Customer.

Work with Customer to assist with technical security escalations.

Keep Customer abreast of problem status, set clear expectations, provide timely follow-up to
Customer, and independently handle challenging Customer situations on a daily basis.

Maintain knowledge of outstanding development issues and communicate development
roadmap to Customer as appropriate.

For Customers with remaining Managed or Monitored device contract seats: provide
recommendations on identifying candidates to fiil seats that provrde exceptionai security
context and awareness.

Conduct customized Portal training for Customer's team members.

Conduct customized MSS Tuning training for Customer's team members.

Provide reporting to Customer's designated personnel on a regular and ad-hoc basis.

Provide feedback for Service enhancements from Customer to Detl SecureWorks.

The Security Consultant will provide Customer with brief daily reports and updates on project status
via email. The Security Consultant will also provrde a final summary report outlining the work
completed during this Service component, any processes that were established or agreed upon as

they relate to the MSS, and recommendations for improvements to Customer's security posture. The
deliverables wril focus on the information most relevant to Customer, especially as it relates to
Customer's business, operational, and risk mitigation goals.
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, The fees for this Service are IOO% billable upon Service Order execution.

; The Service will be delivered in a continuous manner, consistent with the assigned Security
Consultant's normal business hours referenced above. For example, a three-week engagement
that begins on a Monday will conclude on the third Friday thereafter Once started, the Services
shall not be suspended unless otherwise agreed to by the parties.

" Any unique needs or requrrements must be conveyed by Customer and approved by MSSI+
Delivery Management during the project-planning phase.

Expenses {Cut of-Pocket)
., The fees for the Service(s) outlined in the Service Order include all incidentat out-of-pocket

expenses, such as report preparation and reproduction, faxes, copying, etc.

,, The fees for the Service(s) outlined in the Service Order do not include out-of-pocket travel
expenses, such as those related to transportation, meals, and iodging incurred in the
performance of any onsite Services. Travel expenses incurred will be biiled as actual expense(s)
and shall be included on Customer's invoice for the Service(s).

r International projects include B hours of total travel time. After 8 hours, Customer will be billed
al 50% of the hourly rate against total project hours. For example, an engagement which
requires 16 hours of total travel will have 2 hours deducted from the total project hours.

Servlce Schedutring
Service requires Customer to have existing MSS services, be in the process of implementing MSS

services, or be planning to do so in the near future. As such, it may be appropriate to commence
Service after some or all MSS services are implemented. This may occur weii after the execution of
this Service Order, depending on the implementation timeline defined by the CIS Project Manager.

For new Customers who purchase Service along with other Dell SecureWorks services, MSSI+ Delivery
Management wili coordinate an opportune time to introduce Service into the implementation
process. MSSI+ Deiivery Management wrll meet wrth Customer early and advrse on next steps that
reflect Customer's unique needs, requirements, and expectations. In any case, new Customers will
obtain a CIS Project Manager who witl be aware that MSSI+ project extsts and will assist in the
coordination of the service.

For existing Customers who already have a fully implemented MSS, MSSI+ Delivery Management will
contact Customer-designated representative within five business days after the execution of Service
Order to scheduie a time for the services outlined hereunder to be performed.

Customer will interface with MSSI+ Delivery Management initiaily, for scoping and scheduling of
project. Consultant will be assigned approximately four (4) weeks prior to scheduled project start date
Once Consuitant is assigned, he/she will develop project plan and schedule a kick-off call with
Customer approximately three (3) weeks prior to project start date.

Services outiined within this Service Order require a minimum of four (4) weeks advance notification
to schedule. Dell SecureWorks v',nll use commercially reasonable efforts to meet Customer requests
for dates and times for the delivery of Services, including performance of the Services during
Customer-designated downtime windows, after business hours, meeting Customer deiiverable
deadlines, and other Customer scheduling requests. An email confirmation of an agreed-upon
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schedule, sent by Dell SecureWorks, confirmed and returned by email by Customer, shail constitute
formal acceptance of such schedule. Once scheduling of any onsite work at Customer facility has
been mutually agreed to, ahy changes by Customer to the onsite work wrthin two (2) weeks of the
onsite work to be performed will incur a $2,000 rescheduling fee This rescheduling fee does not
apply to work that does not require travel by Dell SecureWorks Consultant.

The designated Customer contact wili receive an email from Dell SecureWorks indicating the
completion of the Services, upon the earlier to occur. (i) the completion of Service(s)/Project plan, or
(ii) the expiration of the Services Term. Unless Customer notifies Dell SecureWorks otherwtse, in
writing, within thirty (30) days of the date of such email, the Service(s)/ Project plan shail be deemed
complete

$ervice Crder Term
The term of the Service Order and the Services shall commence on the Service Order Effective Date
and terminate 12 months thereafter

Upon completion of the Services (or each Engagement), Customer's designated contact will receive
an email confirmation from Dell SecureWorks, noting the completion of the Services. Unless
otherwise notified in writing to the contrary by the Customer-designated contact within thirty (30)

days of such email confirmation, the Services (Engagement) shall be deemed complete.

Pcst Engagement Activities
Upon the "Engagement Conclusion" defined as the earlier to occur of (i) acceptance by Customer of
the final Customer Report, and (ii) thirty (30) days after the delivery of the finai Customer Report, Dell
SecureWorks will commence with the appropriate media sanitization and/or destruction procedures
of the Customer-acquired images, hard drives, or other media obtained by Dell SecureWorks in the
performance of the Services hereunder (the "lncident Media"), unless, prlor to such commencement,
Customer has specified in writing to Dell SecureWorks any special requirements for Dell SecureWorks
to return such Incident Media (at Customer's sole expense). Upon Customer's request, Dell
SecureWorks will provide options for the transfer to Customer of Incident Media and the related costs
thereto. If so requested, Dell SecureWorks will provide a confirmation letter to Customer, addressing
completion and scope of these post-incident activities, in Deli SecureWorks' standard form. Unless
agreed to otherwise by the parties and in accordance with the Record Retention section below, Dell
SecureWorks shail, in its sole discretion, dispose of the Incident Media on or after the Engagement
conclusion and only maintain a copy of the final Customer Report and associated deliverables.

Cther Terms

Legal Proceedings
Customer shali immediately notify Dell SecureWorks if Customer knows or has reason to believe that
Dell SecureWorks' Consultants, performing Services under the Service Order, have been or will be
required or requested-as a result of activity arising out of or related to the Servlce Order or the
Services contemplated hereunder, by any court or administrative agency of the United States or any
other country or any state or by any tegal process or party to any proceeding-to testify or to respond
to any subpoena, search warrant, discovery, or other directive under the authority of such court,
administrative agency, governmental inquiry, or process in connection wrth any proceeding or
investigation in which Customer or any of its Affiliates, officers, directors, agents, employees, or
subcontractors are involved. Whether or not such notice is given by Customer, Customer shail directly
assist Deli SecureWorks in Dell SecureWorks' attempt to reduce the burdens of compliance wtth any
such directive, and Customer shall reimburse any and all expenses incurred by Dell SecureWorks and
its Affiliates, officers, directors, agents, employees, or subcontractors in complyng with any such
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directive, including, but not limited to, Deii SecureWorks' outside law firm attorneys' fees for
representation and counsel, travel, lodging, and per diem expenses and an hourly labor rate at the
retained hourly rate specified in the Service Order for all time spent by Dell SecureWorks in
responding to such matters.

Onsite Services
Notvrrrthstanding DeIl SecureWorks' employees' placement at the Customer location, Dell
SecureWorks retains the right to control the work of such employees. For international travel, onsite
Services may require addltional documentation, such as Visas, visitor invitations, etc., which may
affect timing of the Servrces and reimbursable expenses.

Record Retention
Dell SecureWorks wrll retain a copy of the Customer Report(s) and supporting Customer Data in
accordance with Deil SecureWorks' record retention policy, which provides such retention for a
period commensurate with such Customer Reports' and supporting Customer Data's usefulness and
Dell SecureWorks' legal and regulatory requirements and Dell SecureWorks' directives.

O 2015 Dell Inc. A11 rights reserved. Trademarks and trade names may be used in this document to
refer to either the entities claiming the marks and names or their products. Specifications are correct
at date of publication but are subject to availability or change unthout notice at any time. Dell and its
affiliates cannot be responsible for errors or omissions in typography or photography.
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lnciCe n t Manaqement Retainer

Service Descriptian
This Service Description and the attached exhibits (the "Service Description") describes the Service (as

defined below) being provided to you ("Customer" or "you") by the Dell entity identified in the service
order ("Service Order") executed by Customer and such Dell entity for the purchase of this Service.
The Deil entity identified in the Service Order hereafter shall be collectively referred to as "Dell

SecureWorks". This Service is provided in connection with Customer's separate signed master services
agreement or security services schedule that explicitly authorizes the sale of managed security and
consuiting services. In the absence of either a master services agreement or security services
schedule, the Services performed under this Service Description are governed by and subject to the
terms and conditions of the Dell SecureWorks Master Services Agreement, available at
http://Dell.com/Securityterms which is incorporated by reference in its entirety herein (the "MSA").

The Dell SecureWorks@ Incident Management ("1M" or "lncident Management") Retainer ("lM

Retainer") Services (the "Servrce") provides a full spectrum of use cases and capability maturity for IM
that are described in this Service Description. Ali Services are available in the Engtish language oniy.

Service Leveis
Service level agreements for the Service are defined for a specific service component in the Services
Scheduling section below in Exhibit A.

What Dell SecureWorks Will Dc

Customer may select to apply the IM Retainer to one or more of the Service components set forth
below. Upon reguest by Customer and upon completion of a particular Service component, Dell
SecureWorks will notify Customer of the remaining IM Retainer balance. The duration of the Servtce ts

agreed upon by the parties as set forth in the Service Order Term (as defined below). Each Service
component performed under this IM Retainer wrll vary during the Term, based upon Customer needs
and availabiiity of hours.

The Service components are summarized in the table below.

Retain ed ln cldefi I /t1anagemer:f Ser*ces Incident Management Briefings and Advisory

Pr* a ct iv e 5 er tit te C* t tcrts Incident Management WorkshoP

Incident Response Plan and Playbook Reviews

Incident Response Training Workshops and
Exercises

Incident Response Plan and Playbook Development

Compromise Screening Assessment

Incident Management Risk Assessment

Digital Forensics and Incident Resporse Services

Emergency Incident Response Services

Digital Forensic Anaiysis Services

Rea c t i v'e St rvi c e Opt t r> r 
"t s
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I

; , Incident Coordination Servrces i
i

; , Cloud Incident ResPonse Services :

, . Advanced Malware Anaiysis and Reverse
; Engineering Services

1. Incident Surveillance Services

j ' Targeted Threat Hunting and Response

Report of Findings
Presentation of thd findings and exact deliverables complied by Dell SecureWorks in the performance
of the Services (the "Customer Report" or "Report") are tailored to the type of work performed, and to
Customer's needs. The scope of the final Customer Report will be defined during the pianning phase,
and may include interim or ad-hoc reporting. The Customer Report wrll focus on the information
most relevant to Customer specificaily as it relates to Customer's business, operational and risk
mitigation goals.

Customer Report format considerations:

* Timing of requested Customer Report.

u, Complexity of the incident.

', Customer updates during the analysis, even if the incident and analysis is incompiete and
opinion is only provisional.

* The complexity and sufficiency of the evidence that must be analyzed before a logicaliy
supportable opinion can be formed.

* The audience for the Customer Report, and their requirements (for example, law enforcement,
boards of directors, regulatory agencies, internal executive staff, internal IT staff, etc.).

Customer Reports may include:

' Regular Status Reporting (written or verbai per Customer request):

Summary of activities completed.
- Issues requiring attention and plans for the next work effort period.

Updates will initially be provided on a daily basis for active incident response
Engagements; thereafter, weekly updates may be provided for extended Engagements

s Incident response report that documents the event with the foliowing information where
possible:

Identifying the details of the rncident in sequential order.

Associating a timeline with the incident.
Identifyng any sequentiai or cascading components of the incident.

Identifying the specific attack vector used and the specific vulnerability exploited at each
stage of the incident.
Establishing the root cause of the incident.
Assessment of impact.

Identify areas of improvement to existing information security practices.

* Chain of custody documents.

' Engagement findings report.

* Incident response plan materials
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Within three (3) weeks of completing an Engagement, Dell SecureWorks will issue a draft formai
Report to Customer's designated point of contact. Customer shall have three (3) weeks from delivery
of such draft formal Report to provide comments concerning the nature and scope of the
Engagement to be included in the final Report (the "Report Review Period"). If there are no comments
received from Customer before the expiration of the Report Review Period, the Report shall be
deemed final and Deli SecureWorks will finalize for distribution.

Custorner Obhgations
Customer acknowledges that Dell SecureWorks
contingent upon the following:

ability to perform the Services hereunder is

" Customer resources are scheduled and available.

* For onsite Services to be performed, Customer has provided suitable workspace and necessary
accesses for Deli SecureWorks' staff and equipment.

q Access to Customer's computer systems, devices and network as necessary to perform the
Services is made available to Dell SecureWorks.

' Replies to all document requests and other information are timely and in accordance with the
delivery dates established in the planning phase.

* Customer's testing windows allow adequate time for Dell SecureWorks' performance of the
Services.

u Customer's contracted third parties involved in an Engagement wili be cooperative and
forthcoming with required information. Such cooperation includes but is not limited to the
following:

Actions taken during the course of the investigation;

Findings reports from any other investigative firms;

hoviding Dell SecureWorks copies of original evidence files and or lmages where sound
forensic processes were empioyed.

' 1 Customer acknowledges that they are the best informed as to their contractual privileges and
responsibilities with respect to contracted third party services such as Cloud or hosted
environments and wili provide Dell SecureWorks wrth authoritative positions regarding
permissions to operate in third party environments for the purposes of this Service Order.

* Customer accepts responsibility for obtaining any and ali necessary third party authorizations
required to perform services in Cloud, Hosted, Co-location or other environments not owned
by Customer.

Sen ice Assumptrons

l-ocation o{ Services
The Services may be performed either onsite at the Customer location defined below and/or remotely
at one or more Dell SecureWorks secure facilities. Dell SecureWorks and Customer will determine the
location of the performance of the Services to be performed hereunder. Note: In many cases, remote
support can be used whiie IR personnel are in-transit to Customer's location.

Dell SecureWorks' individuals may engage in a combination of onsite and remote work effort. Other
IR. Security and Risk Consulting, (SRC), Counter Threat Unit (CTU) and/or SOC analysts may work at
Deil SecureWorks facilities in coordination with the primary Engagement personnel. Customer
understands and acknowledges that Incident Handlers may be selected for their overall experience in
handling Engagements specific to the nature of the incident as well as their availability and
geographic proxtmity to the Customer's location(s).
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. Onsite work will be performed Monday-Friday, 8 am - 6 pm iocal time.

. Remote work may occur Monday-Friday, B am - 6pm local time for the assigned resource.

lieer-tLr,e Seiv:c*:

After first understanding the nature and scope of the declared cyber rncident, Dell SecureWorks will
schedule available De1l SecureWorks Incident Response (lR) personnel consistent with your response
goals, the specified sense of urgency, and in compliance with applicable laws or ordinances, if any.

C,;:,nlry ond Qecieri Sunpo.l

The onsite response service level agreement (SLA) referenced in Exhibit A as "onsite response
suppoited locations" is only available for Customer locations in the United States of America and the
United Kingdom

The in-transit response seryice level agreement (SLA) referenced in Exhibit A as "in-transit response
supported locations" is only available for Customer locations where there are no circurnstances or
contingencies outside the reasonable control of Dell SecureWorks that prohibit commercialiy
reasonable efforts for De11 SecureWorks personnel to arrive onsite.
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Once Customer initiates a request for Service through any of the predefined escalation channels, Dell
SecureWorks Incident Response personnel will draft and coordinate the exchange of an "Engagement

Request for Incident Management Services" document in a form substantially similar to Exhibit B
attached hereto. For notifications made into the SOC with a request for any Services, the SOC will
notify Incident Response personnel lR personnel witl make contact with the Customer via designated
communication channels as soon as reasonable, but no longer than four (4) hours after being notified
by the SOC. During the initial conversation, Customer and IR personnel vnll determine the appropriate
course of action based on the estimated work effort required.

This Service provides priority access to Deil SecureWorks personnel who are available 24/7/365 ia a

dedicated phone-line or ticket requests to the SOC via the Dell SecureWorks customer portal ("Portal').
Preliminary direction and advice can be provided by SOC personnel. If the circumstance is deemed
serious and additional expertise is desired, Dell SecureWorks IR personnel can be notified to engage
with Customer personnel to conduct an in-briefing and begin assessment of the known facts.
Estimated work effort required will be provided once Customer engages Dell SecureWorks IR

personnel with a request for IR Service and the nature and scope of the incident is initialty assessed.

Dell SecureWorks will assign no less than one incident handler ("lncident Handier") and one delivery
manager ("Delivery Manager") to the Service.

$ervices Pre-Planning and CCIordinaticn
Upon Dell SecureWorks' receipt of a Customer executed Service Order, Dell SecureWorks will begin
establishing workflows to support Customer requests for Incident Management Services. The
foliowing actions wili be taken by Deli SecureWorks personnel:

a Distribute contact information to Customer for engaging with Dell SecureWorks for IR and
digital forensics services. Contact information includes lhe 24171365IR hotline, the IR Resource
Coordinator and IR Delivery Managers;

r Provide Customer wrth artifact acquisition, chain of custody and secure transport instructions;

x Facilitate a Service initiation conference cail with the Customer point of contact to review ail
Services available, clarify escalation channels and verify Customer contact information;

r Provrsion Customer access to the Portal for IR and forensics service request tickets;

e Coordinate Retained Hour utilization notifications and facilitate non-billable, on-demand
meetings to scope proactive and reactive Service Engagements.
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l:-iciden| MenaEernent Bnefrngs and Advisory
Upon Dell SecureWorks' receipt of a Customer authorized Engagement request, conference calls or
onsite workshops can be arranged to review lessons learned from previous incidents that have

occurred, to review the overall status of the Customer's Incident Management program, or provide
guidance on topics of interest that fall within the domain of Incident Management.

Incrdent Management WorkshCIp
Upon Dell SecureWorks' receipt of a Customer authorized Engagement request, an onsite Dell

SecureWorks consultant ('Consultant") led workshop can be arranged during the Services initiation
process to review IR capability with Customer key personnel and conduct a tabletop exercise to
establish IR processes for engaging with Dell SecureWorks for Incident Management Services This

optional workshop aliows Deli SecureWorks to become familiar wrth Customer's organizational risk
profile, logging and detection capabilities, IR capabilities and key personnel prior to responding to any

active IR support requests. This workshop will support the creation of an information profile on the
Customer's environment for Dell SecureWorks IR personnel to provide more efficient and tailored
Services.

lncident Response Plan and Ptrayboak Reviews
Upon Dell SecureWorks' receipt of a Customer authorized Engagement request, Dell SecureWorks will
conduct a detarled review of Customer's existing IR capabiiities. Dell SecureWorks wiil request

documentation that supports the effort to understand the Customer's current IR posture and practices

in order to provide an analysis of IR capabilities based on Dell SecureWorks' breadth of experience,

recommendations based on assessment of Customer's environment and relevant standards or
regulatory requirements. The documentation requested wili consist of items such as process

diagrams, policies, procedures, guidelines and any other pertinent information to help Dell

SecureWorks understand Customer's current practices and regulatory requirements. As deemed

necessary, facilitated workshops and intervrews may also be conducted wrth Customer key

stakeholders to rapidty gather a deeper understanding of overall requirements, critical business

requirements and ensting response capabilities. It is anticipated that Customer's Engagement potnt of
contact will provide the requested information and access to key stakeholders as rapidly as possible

once the Engagement begins. At the close of the Engagement, Customer will receive a risk priontized

findings and recommendations report to improve IR practices.

incrdenl Response Training \A/orkshops and Exercises
Upon, Dell SecureWorks'receipt of a Customer authorized Engagement request, Dell SecureWorks will
facilitate IR with specific topics customized to improve Customer's IR capabiiities. Dell SecureWorks

wiil also test Customer's IR plan with facilitated tabletop and functional exercises. Dell SecureWorks

testing exercises feature tailored threat scenarios relevant to Customer's organization that are

intended to proactively hightight gaps or issues wrth Customer's strategies and plans.

incident Response Trarning Workshops
The content covered in IR Training Workshops wtll vary based on the maturity of existing capabilities

and desired objectives. Available IR Training Workshop options may include:
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IR fundamentals

Evidence handling and chain of custody

Volatile data collection and analysis

Forensic imaging techniques

Basic forensic anaiysis

Malware analysis for first responders

l::cid*nt liesporrse Tabietap exercises

An IR tabletop exercise invoives assembling key IR stakeholders in a single place and walking through
a scripted exercise. The facilitator reieases information concerning the incident in a controlled
manner that will guide the exercise, while each stakeholder describes the role they would play in a
real incident. IR tabletop exercises are an efficient way to familiarize staff with IR practices and
proactively test existing response plans. IR tabletop exercises are highiy effective to validate roles,

responsibilities, coordination and decision-making.

incident Response Fr",rnclionai Exercises

Functional exercises are appropriate after tabletop IR exercises have aiready been performed and
lessons learned from previous tabletop IR exercises have already been adopted. Functional exercises

allow Customer's personnel to validate their operational readiness for incidents by performing their
duties in a simulated manner. Functional exercises are designed to exercise the roles and

responsibilities of specific team members and procedures in one or more functional aspects of a pian.

Functional exercises vary in complexity and scope, from vaiidating specific aspects of a plan to full-
scale exercises that address all plan elements.

Dell SecureWorks can coordinate overt and covert IR functional exercises.

An overt functional exercise involves the participants functionally performing each step of the plan as

rf it were a real incident. All participants are aware that it is an exercise, but attempt to perform actual

response activities during the exercise.

A covert functional exercise is where only the Engagement point of contact or their designee is aware

that the testing is an exercise. Typically only organizations that have mature response capabilities

undertake covert functional exercises due to the complexity of preparing and coordinating this type of
response exercise.

IR training and exercise Engagements inciude the following major delivery phases:

*. One Consultant wrll review existing IR materials and work with the Customer Engagement
point of contact to venfy the overall test plan and scenario injects are appropriate;

*, At least one Consuitant will be scheduied for one day onsite to function as the facilitator and
data collector for the exercise. For exercise groups larger than ten people, for exercises that
span multiple locations, or for any functional exercises, the facilitator and data collector roles

wrll require at least two Consultants;

', One Consultant will provide Engagement after action reporting and follow-up support.

At the close of a training or response exercise Engagement, Customer will receive an after action
report that summarizes the event activities with risk prioritized findings and recommendations to
improve IR practices.

Incident Response Plan and Playbook Development
Upon Dell SecureWorks'receipt of a Customer authorized Engagement request, Deil SecureWorks unll

assist with developing IR Plan materials at both a strategic and tacticai level. At the strategic ievel, Dell

SecureWorks will assist with IR plan development, security policy integration, capability development
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and governance. From a tactical standpoint, Dell SecureWorks will help define IR workflows, roles and
responsibilities, as well as detection and response procedures specific to Customer's organization.

Dell SecureWorks will request documentation that supports the effort to understand Customer's
current posture and practices in order to draft IR materlals tailored to Customer's organization. The
documentation requested will consist of items such as process diagrams, policies, procedures,
guidelines and any other pertinent information necessary to help Dell SecureWorks to understand
current practices and regulatory requirements. As deemed necessary, facilitated workshops and
interviews may also be conducted with Customer key stakeholders to rapidty gather a deeper
understanding of overall requirements, critical business requirements and existing response
capabilities. It is anticipated that Customer's Engagement point of contact will provide the requested
information and access to key stakeholders as rapidiy as possible once the Engagement begins.

Please note that this Engagement requires ample commitment and participation by Customer
representatives by activeiy participating in the development process, providtng information in a timely
manner and reviewing drafted content to confirm the material is suitabie for Customer's organization.

Dell SecureWorks wril create IR Plans incorporating any previously availabie content that may include
the following sections.

; IR Charter

r Delineation of Roles, Responsibiiities, Dependencies and Levels of Authority for Incidents

" Incident Categorization and Severity Definitions

' Procedural Flows and Escalation Procedures for Incident Handling

Event Detection Process

Triage and Analysis Process

Incident Declaration Process

IR and Recovery Process

Incident Communication Process

a Reporting hocedures, Templates and Forms

r Response Team, Key Vendor and Law Enforcement Contact Information

* Internal and External Notification Requirements

* Employee Awareness and Readiness Training

* Post-lncident Analysis and Improvement Process

c IR Metrics

Compromise Screening Assessrnent
Upon Dell SecureWorks' receipt of a Customer authorized Engagement request, Dell SecureWorks will
perform compromise screening assessments that may include the analysis of log data, packet

captures and forensically acquired images from key devices within Customer's infrastructure. These

artifacts will be analyzed for signs indrcative of compromise activrty. Artifacts will be analyzed as

needed, based on availability and relevance to the assessment scope and required work effort. The
data from these artifacts will be screened for threat indicators using a combination of publicaily
available and Dell SecureWorks proprietary tools and methods. These proprietary tools and methods
will be used to identify patterns of behavior and communications that may indicate unknown
compromise activity. Any iog data should be provided to Dell SecureWorks in a clear text format that
enables the application of threat intelligence. The storage size of artifacts to be analyzed will be

assumed to be the actual, uncompressed volume of data when estimating level of effort.

As deemed necessary and appropriate, Dell SecureWorks may deploy iive network traffic analysis

appliances on Customer's netvvork to obtain a network-centric view of iive traffic with the aim of
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identifying active connections to known malicious addresses, command and control servers and
traffic patterns representative of malware.

To deploy these live network traffic analysis appiiances, Dell SecureWorks will work with Customer's
personnel to select appropriate network locations that wili inspect as much "host-to-internet" traffic
as possible so that an appropriate amount of data is collected and analyzed The live network traffic
analysis appliances will only operate in detection mode and not alter or block any traffic during the
Engagement.

The design and placement of the live network traffic analysis appliances will be verified in the early
stages of the Engagement and may consist of one or more sensor live network traffic analysis
appiiances. Customer personnel must perform minor network conflguration changes to
accommodate network traffic analysis. Management and analysis access to the sensors live network
traffic analysis appliances wiil be finalized during the pre-depioyment phase. Dell SecureWorks will
manage and operate the live network traffic analysis appliances for the duration of the Engagement.

When any compromise activity is identified, Dell SecureWorks can help plan containment and
eradication or conduct post-incident forensic analysis. At the close of the assessment, Customer wili
receive a findings and recommendations report that includes any compromise activity observed and
recommendations to improve IR practices.

Incident Managernent Risk Assessment
Upon Dell SecureWorks' receipt of a Customer authorized Engagement request, Dell SecureWorks will
conduct an operational and technical risk assessment of Customer's incident management
capabilities to detect and mitigate malicious threat actors and commonly exploited threat vectors. An
operational review will be conducted to assess current IR practices and measure capability maturity
relative to Deil SecureWorks' breadth of experience for threat scenarios of concern. A technical review
can also be performed to validate IR operational practices and identify any gaps in compromise
detection capabilities. The Incident Management Risk Assessment can inform any modifications
required for IR strategy, plans, playbooks and testing practices. \rllhen any compromise activity is

identified during the technical review, Dell SecureWorks will heip plan containment and eradication or
conduct post-incident forensic analysis. At the close of the Engagement, Customer will receive a risk
prioritized findings and recommendations report to improve IR practices.

Digital Forensics and lncident Respcnse Services
Upon Dell SecureWorks' receipt of a Customer authorized Engagement request, Dell SecureWorks can
provide Digital Forensics and Incident Response ("DFIR") Services. Once an incident is declared by
Customer and depending on the circumstances of the incident, Dell SecureWorks can provide onsite
or remote support

In order to maintain independence during the investigation, Dell SecureWorks will not perform
remediation activities. This includes the removal or cleaning of any identified malicious code or root
kits, or any other simiiar items. Dell SecureWorks can assist in the development of remediation plans
to address immediate weaknesses intended to limit the extent of the incident and minimize the
potential for additional loss or damage.

Emergency Incident Response Services
Deil SecureWorks Incident Handler(s) may attempt to establish all or part of the fotlowtng.

a Provide written and/or verbal guidance for Customer artifact coiiection.

a Provide chain of custody procedures and documentation
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' Provide guidance and/or recommendations on remediating vulnerabilities discovered.

' Conduct forenstc anaiysis of hard drive(s) from Customer environment that the incident
affected

, Conduct memory analysis of computer systems from Customer environment that the incident
may have affected.

" Conduct anaiysis of mobile devlces from Customer's environment that the incident may have
affected.

,, Conduct analysis of Credit Card end-point devices from Customer's environment that
necessitate forensic review.

, Analysis of network traffic traversing internal or external boundaries.

a Perform custom searches based on key terms, user names, registry entries, file names, file
t5rpes and/or time frame of interest.

' Analysis of network or system log events related to the Customer incident.

' Assessment of any recent vulnerability scans, penetration tests, web application tests, to assist

in determining the unauthorized point(s) of entry.

* Conduct analysis of open source and proprietary Threat Inteliigence sources that may provtde
information about threats, yulnerabiiities, or risks related to the incident.

" Conduct analysis of maiware or other binary files that may be involved in the incident.
,i Provide indicators of the incident and threat for use by Customer remediating the incident.

* Provide any evidence discovered that indicates the iikeness of the threat of concern.

* Incident summary and recommendations on risk management options.

*, Provide media disposition per mutualiy agrreed upon process. Additional costs may appiy.

Digital Forensic Anaiysis Services
Using a variety of forensics tools and methods, Dell SecureWorks can acquire, analyze and recover
data stored in the foliowing formats:

r Disk drives

,, Redundant Array of Inexpensive Disks (RAID) systems

a Portable storage drives

* Credit card skimmers

a Mobile devices

* Other digital media formats for analysis or data recovery

Anti-Phishing Response Services
Dell SecureWorks security analysts can analyze Phishing incidents. This can involve a variety of
methodologies, depending on the nature of the incident. The ob.lective is to gain as much information
as possible about the incident to facilitate containment. A partial list of techniques inciudes:

,, Networking analysis techniques (traceroute, Dyramic Name System (DNS) lookups, American
Regstry for Internet Numbers (ARIN) searches, Operation System (OS) fingerprinting, scanning,
system enumeration, foot-printing, etc.)

a Application analysis techniques: website code reviews, email analysis, server configuration, etc.

a Research, inciuding Internet Relay Chat (lRC). USENET, Websites

' Analysis of propagation methodologies and magnitudes (i.e., how is the Phishing incident
being spread?).

i.s. i: l':i!i,, :i..
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, Severity Assessment, including anaiysis of the impact of the incident

, Log review-web logs, server logs, firewall logs, etc.

r Reverse lookup phone numbers used in attacks

, Notification to mobile phone Internet Service Providers (lSPs)

, To11 free reverse lookup

No commitments of Customer resources will be made without clear consent from authorized
Customer personnel. With guidance and consent from Customer management where needed, Dell
SecureWorks wrll coordinate, manage and facilitate an appropriate selection of countermeasures to
have the Phishing site taken offline. These countermeasures will be selected and depioyed dependent
on the evolving anaiysis of the particuiar incident underway. Successful takedornrn is often dependent
on cooperation of third parties such as internet service providers (lSPs), hosting providers, and domain
registrars, among others. Deli SecureWorks does not take offensive measure to takedown phishing
sites.

lncident C**rdiriati*n Servrces
In addition to performing incident handling and digital forensic analysis Services, Dell SecureWorks
can provide advisory Services in the analysis and handling of incidents. During IR, Dell SecureWorks
often collaborates with executive teams, iegal, public relations and other Customer key stakeholders.
Dell SecureWorks' role is to provide these key stakeholders findings and impact assessments derived
fromIRandforensicsworkeffort.Thesecoordinationactiv[tiesmayinc1ude

* Coordinating the Engagement in-brief and regular status meetings.

* Scope definition and management during the course of the Engagement

u Engagement staff and resource management
. Engagement status reporting

* Engagementdeliverablereporting

r Engagement support with the Customer and through the Customer, wrth other third parties

Clcud Incident Response Services
Dell SecureWorks will provide IR Services for the coordination, analysis, and handling of incidents
involvrng the Customer Cloud Computing architecture. The Servtce will review evidence of
compromise activity that can exist in Infrastructure-as-a-Service (laaS), Platform-as-a-Service (PaaS),

and Software-as-a-Service (SaaS) Cloud Computing architectures. Dell SecureWorks IR personnel can
perform investigations to determine nature and extent of suspected intrusions invoMng Public,
Private. and Hybrid Cloud Computing architectures wrth the Customer and through the Customer
when they are end users of Cioud Service Providers (CSPs). Cloud IR Services are highly dependent on
prevailing organizational, legal, and technical factors that may complicate investigations involving the
Customer Cloud Computing architecture and are conducted on a commercially reasonable effort
basis.

In the event that SeMces hereunder (Premium Servrces) are required to assist in the delivery of any
incident response services, Premium Services will be billed at 1.5 times the Retained hourly rate (Base

Rate). Dell SecureWorks will not perform Premium Services work without prior customer notification,
acceptance, and approval.
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In the event of a malicious code infection of an unknown type, Dell SecureWorks can attempt to
reverse engineer the code to better understand the code's capabiiities. Deil SecureWorks has
extensive experlence and expertise in malware reverse engineering, but this activity is conducted on a
commercially reasonabie effort basis because not all code can be successfully reverse-engtneered.
Dell SecureWorks will offer an opinion on the code's potential impact and effect on Customer assets.

Xncident Surveillanc€ Services
In an effort to ascertain additional information about the attack source and methods, Dell
SecureWorks will attempt to:

n Find specific references to Customer assets affected by the current attack within underground
communications.

a Identify specific references to Customer assets in attack tools or malware "kits."

* Research historic proprietary and public data regarding targeted attacks against Customer
assets.

r Monitor and anaiyze underground communications pertaining to the active attack

Customer witl work with Dell SecureWorks to provide specific information on the assets to be covered
under this project (e.g., names, identifiers, IP address ranges, brands, etc ) for correlation in
counterintelligence during the active attack phase.

Targeted Threat Hunting and Respcnse
Upon Dell SecureWorks'receipt of a Customer authorized Engagement request, Dell SecureWorks can
perform a Targeted Threat Hunting and Response assessment, as set forth and described betow, in the
Customer environment. This service ieverages Dell SecureWorks' proprietary methodology, expertise
and intetligence related to advanced threat actors and their techniques, tactics and procedures (TTP).

Targeted Threat Hunting and Response is specifically designed for customers that need to understand
their exposure to targeted threats, and attempts to identify existing adversary presence or tradecraft in
the Customer envlronment. The service will review evidence that may persist in network
infrastructure logs, and analyze endpoint systems and other reievant data stored within the
organization, to identify indicators of intrusion. When intrusions are identified, Dell SecureWorks can
help ptan and execute threat actor containment and eradication. At the close of the Engagement,
Customer will receive a findings and recommendations report that includes any targeted threat
activity observed and recommendations to improve IR practices.

The following methods may be used by the Consultants for this Engagement. These method
descnptions are provided to describe the techniques that may be used, as agreed upon vnth the
Customer. These methods are not in scope unless identified in the Scope of Work defined in the
Engagement request order in a format substantiaily similar to Exhibit B, but may be added by the
methods listed in the Service Fees and Expenses section below.

NOTE: This seruice requires a minimum of 1.50 Retained Hours.

ittil i t"ty.:;1{'i-r:l-ri. Pir: "l}-ri I-ii,

Prior to the Engagement, the Customer will provide the assigned Dell SecureWorks team members
with a completed Targeted Threat Hunting and Response Service Questionnaire and the required
supporting documentation, including host and network architecture information. Dell SecureWorks
wrll work with the customer to identify data necessary to complete the assessment and identify
available sources of required data, or formulate a plan to obtain the required data. This information
will be thoroughly reviewed to prepare Dell SecureWorks consultants for the Engagement
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Additional environment instrumentation (lDS/lPS, etc ) may be required to obtain the necessary data,

and in these cases, Dell SecureWorks wrll work with the Customer to identify options they can
implement prior to the Engagement. If additional instrumentation is required to effectively perform
the Engagement, the project start may be delayed.

As deemed necessary and appropriate, the Engagement may commence with a workshop invoiving
the Customer's IT security staff and the Dell SecureWorks consultants to further collect environmental
specifics and calibrate Engagement objectives.

1-og Assessrxeni
The service includes the analysis of log data from key technical elements within the Customer's
network. The logs wiil be analyzed for entries indicative of the operation of malicious software or
threat actor activity. Logs will be analyzed as needed, based on avaiiability and relevance to the
assessment work.

The data from these iogs witl be screened for targeted threat and malware indicators using a mixture
of publically available and Dell SecureWorks proprietary tools. These tools wrl1 be used to tdentify
patterns of behavior and communications with suspicious IP addresses that may indicate the
presence of malware. Due to the complexity of the search algorithms and the size of the databases

behind them. some of this processing work wrll need to be carried out on Dell SecureWorks' owned
and operated platforms.

Logs should be provided to Dell SecureWorks on disk or other storage media, or alternatively made
available in a form that enables them to write code to apply intelligence to the logs. The storage size

of logs to be anaiyzed witl be assumed to be the actual, uncompressed voiume when estimating the
scope of work effort.

Network Ti.aff ic Analysis

As deemed necessary and appropriate, Dell SecureWorks may deploy live network traffic analysis
("Network Traffic Analysis") appliances on Customer's network to obtain a network-centric view of
live traffic with the aim of identifyng active connections to knourn malicious addresses, command
and control servers, and trafflc patterns that are representative of knourn malware.

To deploy the apphances, Dell SecureWorks wilt work with Customer to select appropriate network
locations that will inspect as much "host-to-lnternet" traffic as possibte so that an appropriate amount
of data is collected and anaiyzed. The iive Network Traffic Analysis appliances will only operate in
detection mode and not alter or block any traffic during the Engagement.

The design and placement of the live network traffic analysis appliances will be verified in the early
stages of the Engagement and may consist of one or more sensor live network traffic analysis

appliances. Customer personnel must perform minor network configuration changes to
accommodate network traffic analysis. Management and analysis access to the sensors live network
traffic analysis appliances will be finalized during the pre-deployment phase Dell SecureWorks will
manage and operate the live network traffic analysis appliances for the duration of the Engagement.

endpaint Assessrnent * Malware lJur,Irr:j
The purpose of the malware hunting portion of the Engagement is to search systems within scope for
threat indicators. Based on the results, hosts will be categorized as confirmed compromised,
exhibiting suspicious threat indicators or exhibiting no knornrn threat indicators. Dell SecureWorks will
conduct the following activities for the malware hunting exercise:

* Coordinate rnnth the Customer team to execute the scans using one of several methodologies
for connecting to the systems within scope.

r Run sample test scans to ensure the methodology is suitable for the target environment.
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, Scan systems for Threat Indicators using a combination of proprietary Dell SecureWorks tools,
processes and intelligence.

, Receive scan resuits into an agreed upon and established repository.

' Review the scan results using threat intelligence, filter logic and established methodology.

r Refine Threat Indicator set as necessary based on findings from initial scans.

,- Investigate any suspicious indicators/systems.

" Working iteratively, we will repeat certain steps above, to categorize the systems according to
their level of risk/suspicion.

, Prepare findings for Customer including systems scanned, detected indicators and foilow-up
actions.

Contarnment and Response

Once sufficient evidence has been collected, the De}l SecureWorks team will help define a customized
containment and eradication plan. This plan is developed in preparation for rapid execution across the

organization during a specified timeframe, locking down systems and adversary access in a sunft

motion. This plan is also likely to inciude a strategy to monitor for the adversary's attempts to re-enter
Customer systems. Al1 plans and work effort will be developed with the Customer and approved by
Customer prior to execution.
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Servicc lees
Fees for thts service and the minimum hours required are defined in an associated Quote or Service
Order.

Billing for the Servrces:

,, lOO% billable upon Service Order execution

: Retained Hours will be calcuiated in quarter hour increments

r Dell SecureWorks will keep Customer informed of the balance of Customer Retained Hours

', Hours spent delivering Premium Services are accrued and billed against the Retained Hours at
a rate of 1.5 times the Retained Hourly Rate

" Any distinction, variation, or designation of work that wiil be categorized as a "Premtum

Service" wiil be mutually understood and agreed upon before assignment or work is performed

' Includes hours spent on delivering work, reporting, project management and ali other work
performed in this Engagement. Customer witi not be invoiced for time spent traveling within
an onsite response supported location.

* Reasonable out of pocket expenses for dedicated hardware, software and shipping costs as

necessary for the Engagement as well as travei, food and lodging will be invoiced separately at
actual costs

g The determination of whether Dell SecureWorks IR personnel are used for an incident will be
made jointly by Customer and IR personnel during the initial contact cali before any IR
Services work effort is initiated

4, Any unused Retained Hours at the end of the Service Order Term wilt be forfeited

* All Retained Hours are non-refundable and non-transferabie for other Dell SecureWorks
services

' Additional Retained Hours must be acquired prior to the exhaustion of the Retained Hours
balance for the response time commitment to remain in effect

* This rs a fixed work effort contracU not a fixed price contract. Additional blocks of hours may
be retained in advance of exhaustion of contracted hours at the contracted rate by the parties
by executing a change order or an additionai service order for such additional hours

* Customer may authorize continued work effort for active cyber incident response services
beyond the committed hours in 4O-hour increments via email to irservices@secureworks.com,
to ensure continuous deiivery of services. Additional hours must be authorized prior to the
exhaustion of existing hours. Customer will only be billed for actual accrued hour.

u Customer will be invoiced immediately for committed hours and monthly for additional work
activity against this Service Order that are authorized via email

, Dell SecureWorks reserves the right to bill any cyber incident declared within fourteen (14)

calendar days from the Service Order Effective Date at the current Emergency Cyber Incident
Response Services rate

Expenses {Out-of -Pocket)
The Service fees set forth on the Service Order include all incidental out-of-pocket expenses such as

report preparation and reproduction, faxes, copying, etc.
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The following out-of-pocket expenses are NOT included in the Service fees: those related to
transportation, meals and lodging to travel to perform the Services. Customer agrees to reimburse
Dell SecureWorks for ail reasonable and actual out-of-pocket expenses incurred for travel to the
Customer location in the performance of the Services. Customer acknowtedges and agrees that IR by
Deli SecureWorks requiring last minute air transportation will result in much higher costs than
ordinary business travel as a result of the requirement to purchase tickets with tittle if any advance
notice Forensic work MAY also require additional costs associated with required media storage,
specific equipment or licensing, depending on the size of the incident, image acquisition needs or the
complexity of the incident. Such expenses will be added, at cost, to Customer's invoice.

Servrce Scheduling

Scheduling *f Proactive Servrces
Proactive Services outlined above require a minimum of four (4) weeks advance notification in order
to schedule. This allows Dell SecureWorks to schedule the appropriate resources to meet the specific
Engagement requirements and ensure completion of the Engagement before the expiration of the
Service Order Term. The Dell SecureWorks IR Resource Coordinator is available to facilitate non-
billable, on-demand meetings with IR personnel to scope Proactive Services Engagements.

Scheduiing of Reactive Services
Customer has 24171365 access to Detl SecureWorks SOC personnel and the Portal for the initial
communication channel. Additionai communication channels inciude the email addresses and phone
numbers of the Deli SecureWorks IR Resource Coordinator and Deltvery Managers.

Events Requiring Cnsite Incident Handling {Within scCIpe for Cnsite
Response Supported Locations)
Dell SecureWorks shall use commercially reasonable efforts to have an incident handler arrive onsite
(i.e., "onsite presence"), within thirty-six (36) hours for onsite response supported location travei after
the mutual determination by Customer and IR personnel that onstte IR is required.

Events Requiring Cnsite lncident Handling {Within scope for In-Transit
Response Supported Locations)
In the case that visa and work permits are not required for travel to the iocation in question, Dell
SecureWorks shall use commercially reasonabie efforts to have an incident handler board a plane or
other appropriate form of transportation within forty-eight (48) hours for in-transit response
supported location travel after the mutual determination by Customer and IR personnel that on site IR

is required.

Customer acknowledges and agrees that it is impossible and unrealistic for Dell SecureWorks to
anticipate every contingency in connection rnnth emergency on site IR and, notwithstanding its
commercially reasonable efforts, that there may be unforeseen circumstances or contingencies
outside the reasonable control of Dell SecureWorks that could make compliance with the foregoing
unrealistic or impossible, regardless of cost, rncluding but not limited to: holidays, acts of war or
terrorism, weather, flight availability, visa and passport requirements, restrtctions of importation of
encrypted technolognes, handler schedules, unanticipated levels of contemporaneous emergency
incident responses and other similar or dissimilar circumstances or events.
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The term of.this Service Order sha1l commence on the Service Order Effective Date and terminate on
the earlier to occur of (i) the date which is one (1) year thereafter, or (ii) the compietion of the Services
(the "Service Order Term").

The term of the Services for the Incident Management Retainer shall commence on the Service Order

Effective Date and terminate on the earlier to occur of (i) the Service Order Term, or (ii) upon
exhaustion of the original Retained Hours (or subsequent change order) and completion of any
outstanding time and materials billing (the "Services Term").

Upon completion of the Services, the Customer designated contact will receive an email confirmation
from Dell SecureWorks. Unless otherwise notified in writing to the contrary by the Customer
desigrnated contact within thirty (30) days of such email conflrmation, the Services and this SOW shall

be deemed complete

Post Engagement Activities
Upon the "Engagement Conclusion' defined as the earlier to occur of (i) acceptance by Customer of
the final Customer Report , and (ii) thirty (30) days after the delivery of the final Customer Report, Del1

SecureWorks wili commence with the appropriate media sanitization and/or destruction procedures

of the Customer acquired images, hard drives or other media obtained by Delt SecureWorks in the
performance of the Services hereunder (the "lncident Media"), unless prior to such commencement,
Customer has specified in writing to Dell SecureWorks any special requirements for Dell SecureWorks
to return such Incident Media (at Customer's sole expense). Upon Customer's request, Dell

SecureWorks will provide options for the transfer to Customer of Incident Media and the related costs
thereto. If so requested, Dell SecureWorks will provide a confirmation letter to Customer addressing

completion and scope of these post incident activities, in Dell SecureWorks' standard form. Unless

agreed to otherwise by the parties and in accordance with the Record Retention section below, Dell

SecureWorks shall, in its soie discretion, dispose of the Incident Media on or after the Engagement

conclusion and only maintain a copy of the final Customer Report and associated deliverables.

Other Terms

Legal Proceedings
If Customer knows or has reason to believe that SecureWorks or its employees performing Services

under this Servrce Order have or wili become subject to any order or process of a court,

administrative agency or governmental proceeding (e.g., subpoena to provrde testimony or
documents, search warrant, or discovery request), which wrll require SecureWorks or such employees
to respond to such order or process and/or to testify at such proceeding, Customer will (i) promptly
notify SecureWorks, uniess otherwise prohibited by such order or process, (ii) use commercially
reasonable efforts to reduce the burdens associated with the response, and (iii) reimburse

SecureWorks for (a) its employees' time spent as to such response at the hourly rate reflected in this

Service Order, (b) its reasonabie and actual attorney's fees as to such response, and (c) its reasonable

and actual travel expenses incurred as to such response. Nothing in this paragraph shall apply to any

legal actions or proceedings between Customer and SecureWorks as to the Services or this Service

Order.

Cnsite Services
Notwithstanding Dell SecureWorks' employees' placement at the Customer location, Deil

SecureWorks retains the right to control the work of such employees. For international travei, onsite
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Services may require additional documentation, such as visas, visitor lnvitations, etc. which may affect

timing of the Services and reimbursable expenses.

Lr:dpcint Assessn^rent - f'{alvvare }tuntatrg
Unless otherwise agreed upon in writing, within thirty (30) days following the expiration or
terminatlon of the Service Order (the "Thirty Day Period"), Customer shall uninstali any and all copies

of the software agent used for Malware Hunting. During the Thirty Day Period, (i) Customer shall not
use the software agent, and (ii) the license and use restrictions that apply to the software agent

remain in effect notwithstanding the expiration of termination of the Service. Customer wiil install Dell

SecureWorks' proprietary software agent if Endpoint Assessment Services are in scope. Customer (i)

will use the Endpoint Assessment software agent for its internai security purposes, and (ii) wtll not, for
itseif, any Affiliate of Customer or any third party: (a) decipher, decompile, disassemble, reconstruct,
translate, reverse engineer, or discover any source code of the software agent; and (b) will not remove
any language or designation indicating the confidential nature thereof or the proprietary rights of Dell

SecureWorks from the software agent. Customer wlll uninstall the software agent as described in the

Service Order.

R.ecord Retentton
Dell SecureWorks wrll retain a copy of the Customer Report(s) and supporting Customer Data in

accordance with Dell SecureWorks' record retention policy, which provides such retention for a

period commensurate with such Customer Reports' and supporting Customer Data's usefulness and

Dell SecureWorks' legal and regulatory requirements and Dell SecureWorks' directives.

Payment Card lndustry Fore:rsic Investigator Services
The PCI Forensic Investigator Services provided by Dell SecureWorks are governed by and subject to
the terms and conditions of the PCI Forensic Investigator (PFI) Program Guide available at

https://wrruw.pcisecuritystandards.orgldocuments/PFl-Program-Guide-2.1.pdf.

Customer understands and agrees that PFI reports produced by Dell SecureWorks witt not be

accepted by the PCI SSC or the affected Participating Paynent Brands as authorized PFI reports under
the following circumstances:

* If DelI SecureWorks (or any then-current Deli SecureWorks employee) has performed a

Qualified Security Assessor ("QSA") or Approved Scanning Vendor ("ASV') Assessment within
the then preceding three (3) years for the Customer.

* If Dell SecureWorks has performed a Payment Appiication Qualified Security Assessor ("PA-

QSA") Assessment of a payment application that is involved in a given security Issue and Deil

SecureWorks is unable to ensure that the business unit and personnel utilized by such PFI

Investigation in connection with such PA-QSA Assessment are reasonably separate and

isolated from, and do not interfere with the independence or decision-making of, the business

unit and personnel utilized by Dell SecureWorks in connection with the PFI Investigation.

* If the Customer is using any products or services provided by or through Dell SecureWorks,

other than the PFI Investigation services.

In the event that the Customer elects to have Dell SecureWorks perform Incident Response servtces

when it is evident that Dell SecureWorks is not authorized to perform PFI Investigation services, the
parties understand and agree that the PFI Investigation (i) is soleiy for Customer's internal purposes,

(ii) does not constitute an investigation that will be recognized or accepted as a PFI Investigation by
the PCI SSC or the affected Participating Payment Brands, (iii) and should not be represented as an

authorized PFI Investigation to outside parties. Customer understands and agrees that if the
Customer is required to undergo a PFI Investigation, Customer must engage a separate approved PFI
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company to do so or seek written approval from each affected Participating Payment Brand and the
PCI SSC that Deil SecureWorks is authorized to perform a PFI Investigation.

In the event Dell SecureWorks is authorized by the PCI SSC, the affected Participating Payment Brands,
and the Customer to perform PFI Investigation servrces.

a Customer understands and agrees that Dell SecureWorks has complete discretion to perform
the PFI Investigation services in its independent, professional judgment without Customer
infiuence, and further that a PFI Investigation is not and shall not be directed or controlled in
any way by the Customer.

*, Customer understands and agrees that a "PFI Preliminary Incident Response Report" must be
delivered to each affected Participating Paynent Brand, and such Customer's affected
acquirer(s) (if the Customer is a merchant), in each case no later than five (5) business days
after beginning the PFI Investigation review.

a Customer understands and agrees that a "PFI Finai Incident Report" must be delivered to each
affected Participating Payment Brand, and such Customer's affected acquirer(s) (if the
Customer is a merchant), in each case no later than ten (10) business days after completion of
the PFI Investigation review.

q Customer understands and agrees that Dell SecureWorks is authorized by the requirements of
the PCI PFI Program to deliver copies of the PFI Investigation reports at the same time and
without any prior authorization required from the Customer to each affected Participating
Payment Brand the Customer's affected acquirer(s) (if the Customer is a merchant), and the
Customer.

* Customer understands and agrees that accounts (Credit Card Numbers/PAN's) discovered
during the PFI Investigation must be uploaded to the affected Participating Payment Brands'
fraud detection personnet, if applicable.
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flranagement Servlces

This Engagement Request documents the Incident Management Services requested by Customer that
wili be provided by Deli SecureWorks as a part of the Incident Management Services Servlce
Description entered into between Dell SecureWorks and Customer. This Engagement Request will be
drafted by Dell SecureWorks IR personnel when a request for an Engagement ls initiated by Customer
through any of the defined escalation channels. Dell SecureWorks IR personnel will distribute this
form to Customer vra email for review and authorization to tngger Retained Hour utilization and
commencement of the Engagement. This Engagement Request must be returned by an authorized
representative of Customer via email prior to commencement of the Engagement set forth below.

1) Engagement Code Name.

2) EngagementContactlnformation:

Point of Contact Name

Point of Contact Email Address

Point of Contact Primary Telephone Number

Point of Contact Secondary Telephone Number )

,
__J

Primary Consultant Name

Primary Consultant Email Address

himary Consultant Telephone Number

Delivery Manager Tetephone Number

i Practice Director Email Address
i

I Practice Director Telephone Number :L_*___ 
----- 

!-*."

3) Engagement Schedule:

The Incident Management Services to be rendered hereunder shall commence on <MWDD|fYY/>
and are estimated be completed no later than <M}WDD/YffY>.

Delivery Manager Email Address
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4)

s)

6)

7)

B)

lncident Management Services Scope of Work:

lncident Management Services Detiverables:

lncident Management Services Bittabte Retainer Hours Estimate*:

Customer Responsibitities:

Estimated Timetine for Requested lncident Management Services

* The Retained Hours necessary for the
Customer requests and the complexity

completion of an Engagement may vary depending on the
of the circumstances for such Service chosen.



Exhibit 9

Dell SecureWorks Software License and Services Agreements

Attachment 3: Counter Threat UnitrM Threat Intelligence Service Description and Service Level
Agreement
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C*unter Thr*at Lfnit?e rhrea{ Inte}}lgencc
Servtce *escripti*n and Service Levei AEreement

This Service Description and Service Level Agreement and the attached appendices (collectively, the
"Service Description") describes the Service (as defined below) being provided to you ("Customer" or
"you") by the Dell entity identified in the service order ("Service Order") executed by Customer and
such Dell entity for the purchase of this Service. The Dell entity identified in the Service Order
hereafter shail be collectively referred to as "Dell SecureWorks". This Service is provided in connection
with Customer's signed Service Order and separate signed master services agreement or security
services scheduie that explicitly authorizes the sale of managed security servlces. In the absence of
either a master services agreement or security services schedule, the Services performed under this
Service Description are governed by and subject to the terms and conditions of the Dell SecureWorks
Master Services Agreement, avaiiable at http./lDeli.com/Securityterms which is incorporated by
reference in its enttrety herein (the "MSA").

S*rvice *vervieur
Leveragtng Dell SecureWorks' in-depth analysis of emerging threats and zero-day vulnerabilities, the
Counter Threat Unit ("CTU") Threat Intelligence ("TI") Service (the "Service") is designed to deiiver early
warnings and actionable Threat Intelligence, enabling enterprises of all sizes to quickly protect against
cyber threats and vulnerabilities.

Defrnitions
The following definitions shali have the meanings set forth below:

o Advisories - High-criticality threat write ups.

o AttackerDB - A database of known malicious attackers determined by analyzing Deil

SecureWorks' security device data.

r Attack - Any malicious attempt to, (i) subvert, (ii) gain control, or (iii) otherwise cause damage
to Customer's network or network equipment.

. Counter Threat Unit ("CTU'l research team - Dell SecureWorks' staff who are dedicated to
support the Service.

r CTU TI Data - All data provided to Customers as part of the Dell SecureWorks CTU Service,
including but not limited to, Vulnerabilities, Advisories, and Threats

. Cyber Security Index (CSI) - A threat-based, color-coded system provided to notify Customer
regarding Threats that might require protective measures. The CSI is evaluated daily by CTU
researchers and updated when necessary.

. Matware - Software developed with a malicious intent, including, but not limited to, trojans,
viruses, and rootkits.

. Normal Business Hours - B:30 a.m 5.30 p.m. Eastern Standard Time.

o Delt SecureWorks Customer Portat ("Portall - A secure, web-based method used by
Customer to co-monitor it's environment, generate security reports, update escalation
procedures, and make help desk requests.

. Threat - Any technique or software used to expioit Vulnerabilities.

t\ ( . ,. ,--..,.
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r Vutnerability - A software flaw that may be exploited to allow a malicious user or code to
subvert the software or host operating system.
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Vutnerabitity Data Seirice
Threat Data Service
Advisory Data Service

Vulnerab ltrlly * ata Se rvice
Dell SecureWorks' Vulnerability Data Service provides Customer with detailed descriptions and
anaiysis of current Vulnerabilities Vulnerabilities are processed from a number of public and private
data feeds, enriched by Dell SecureWorks'CTU researchers, and reported in the Portai. Customers can
customize the feed to their individual network using asset and application mapping.

Vulnerability Data Service Components include:

. Comprehensive Vulnerability Data Alerts wrth expert analysis,

r Threat-level evaluation of each Vulnerability;

r Customized to the Customer's network environment

Vr*ri*e:-al:i iity llata Servi ce Er.ample
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De1l SecureWorks' CTU research team will publish detailed decompositions of current Maiware or
Threats twice monthly. Often a Threat is a representative sample of Malware code that is selected and
decomposed in a detaiied Malware report.

Threat Data Service Components include.

o Detailed technical analysis illustrates popular hacker attack vectors and techniques;

e Threats are cross-referenced to pertinent Vuinerabilities.

"l rrreat )ata Service lxarlip1e
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Advisory Data Service
Advisory reports contain strategic security information regarding the current Threat landscape.
Typically, these reports are published once a month and include analysis of Attack data across Dell
SecureWorks' monitored security devices.

Advisory Data Service components include:

r Advisories are strategic security reports pertinent to the current security landscape.

. Exampie topics include:

o Threats we see targeting many of our customers;

o High profile threats (Clampi, Conficker, etc); and

o High-criticality threats (lnternet Explorer 0-day etc.).
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Service Offerings Availabte with Stanriard+, Advanced & Enterprise TI
Service Purcirases Include"
Microsoft Update Summary.

Monthty Security lntettigence Webinar.

Emerging Threat Buttetins (CTU TIPS).

Weekty lntettigence Summary.

Microsoft Update Summary
Within one (1) business day following a Microsoft security patch release, Customer will receive a

summary security report from the CTU research team outiining the contents of the Microsoft patch.

Typically, these patches occur once a month on Tuesdays.

Microsoft Update Summary service components include.

r Provided within one (1) business day of a critical Microsoft operating system patch

o Summarizes all Vulnerabilities includlng a level of criticality for the overail patch

Monthly Security lnteltrigence Webinar
On a monthly basis, the CTU research team wrll host a security briefing describing current security
Threats and Advisories. This cail is open to all CTU Services customers.

Webinar includes topics regarding:

r Threat webinar hosted by Dell SecureWorks CTU researchers.

i! :.:":ir::li:lll :: . i: :t : 4
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o Review of current security concerns and hacker activities.

Yrr-t*rg,,nq T'hr*;l Bulielr.: 'tlr r-j TipSi
The CTU research team will provide real-time, emerging threat updates to TI SeMce customers
Customer will typically receive five (5) updates per week via email. Updates include CTU researchers'
comments on emerging Threats under investigation, opinions on cyber-attack news, and updates on
security concerns currently being investigated by the CTU research team.

r Bulletin data is delivered via email and provides insight into current security topics under the
CTU research teams' scrutiny.

o Topics are often unverified and may not result in a security Advisory or Vuinerability
Posting.

o Bulletins are designed to keep the Customer abreast of security issues in real time.
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Weekly lnielligence Surnmary
On a weekly basis, a PDF report outlining the last seven (7) days of Threats, Vulnerabilities, and
Advisories will be provided to TI customers via the Portat. This report also contains the daity CTU
Cyber Security Index across the entire week.

o Provided every Monday via email;
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. Summary reports contain a breakdown of Vuinerabilities identified over the last week and a

review of emerging Threat bulletins.

o Alert summary data from more than 30,000 monitored securtty devices is included when
pertinent
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Service Offerings Availabne with Enterprise TI Service Includes:
Microsoft Update Anatysis

Bi-Weekty Cyber Security Roundup

l4icrasoft lJpdate Analysis

Within one (1) business day following a Microsoft security patch release, Customer wiil receive a

detailed security report from the CTU research team outlining the contents of the Microsoft patch.

Typically, these patches occur once a month on Tuesdays and the security report is provided within
one (1) business day of a critical Microsoft operating system patch and Details all Vulnerabilities
including a levei of criticality for the overall patch.
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Si-\{/eekly Cyber Security Roundup
On a bi-monthly basis, a report highlighting the last two weeks of major issues and trends as

determined by Dell SecureWorks' CTU research anaiysts will be made available to customers via the

Portal.

The report:

r will hightight stories from pubtic news sources with a focus on issues impacting critical
infrastructure sectors; and

o will be published within one (1) business day after the 1st and 15th of each month.

AdC-on Service Offerings to Advanced and Enterprise Ti Servlce
Purchases lncludes {add**n S*rrrices *ff*rings are sui:ject tc at't

aCditi*nel fe*).
Threat lntelligence Support

Attacker Database Data Feed

Bordertess Th reat Monitoring
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The TI Support Service provides customers with direct CTU research team escalation support to
complement our Advanced and Enterprise Threat Intelligence Service subscriptions Tl Support
Service customers can escalate TI questions / issues for enrichment directly to the CTU research team
via the Portal ticketing system This request-driven, transactional Service enables our Advanced and
Enterprise TI customers to leverage the expertise and threat visibility of the CTU research team for:

o Questions / issues / clarification on TI information received via our Advanced or Enterprise TI
Services and associated add-on Services including AttackerDB and Borderless Threat
Monitoring.

o Transactionai requests for CTU researchers to add enriched context to Customer provided
threat indicators, threat context, malware sampies, or Ti sourced from internal Customer
operations or third-party sources.

Atiacker Database Data Feed
Dell SecureWorks correlates Attacks across thousands of monitored security devices on a daily basis.
These Attacks are processed into an Attacker Database. A data feed of the Attacker Database
("AttackerDB") is provided to TI Services customers The Attacker Database rs updated on a daily basis.

r The AttackerDB contains lists of malicious internet protocol ("1P") addresses and domains
identified by the Dell SecureWorks' managed security service business and CTU research
analysts.

". 
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Ecrderl*ss Threat Mcnitonng

The Borderless Threat Monitoring ("BTM") Service proactively provides contextual, actionable network
threat indicator alerts that are specific to Customer which aids Customer in the decision-making
processes as it relates to Customer's development of its' defensive measures and response processes

and procedures. Borderless Threat Monitoring subscribers use the Portal to provide a Threat Profiie
consisting of Customer-owned identifiers. CTU researchers will vet the iist to ensure Customer
ownership of identifier contents using such information as Domain and Internet Number registrar
databases as well as other Open Source resources.
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The Customer Threat profile is comprised of network identifiers owned by the Customer, such as:

o Mission critical IP addresses

. Domain names

r IP address ranges (e.9., CIDR blocks)

r Quantity of Threat profile identifiers will be determined by identifiers purchased by Customer
(e.9. 10, 25, 50. 1-00).

Proactive i4cnitorinq For R.elated Threat lndicators

Dell SecureWorks will proactively monitor multipie intelligence sources for network threat indicators
related to the Customer Threat profile, to include:

r Network indicators from malware collected and processed by Dell SecureWorks

r Network indicators from Dell SecureWorks Threat research for known attack infrastructure
and associated tradecraft

o Network indicators from botnets monitored by the CTU research team

Customer will receive event alerts vra Portal tickets when Threat data is found related to Customer's
Threat profile. Event alerts will contain the Customer Threat profile identifier, contextuai indicators,
and information about the identified Threat.

;:;!i:rr17 .. ,t:lil.i*
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F*rtai Acc*ss
Ali TI Service customers will have access to the Portal. The Portal provides reports, search criteria, and
a help desk ticketing system.

r The Portal provides on demand access to all Advisories, Threats, and Vulnerabilities via
searchable reports.

. Applications can be mapped to assets and assigned a criticality to drive risk reporting and
customize CTU TI data

o The Portal provides a help desk ticketing system that can be used to escalate issues to Dell

SecureWorks' security operations center ("SOC").

XML *ata Feed Service DescriptionlDeiiv*rables
An XML data feed of Threats, Vulnerabilities, and Advisories is available in the Portal. The XML feed
allows TI Service customers to export CTU TI data systematicalty into the Customer's own ticketing
systems. The XML Data feed option is only available with the Enterprise TI Service Purchases.

r All Advisory, Threat, and Vulnerability data is available in XML format from the Portal.

. Typrcally, a Customer utilizing the XML feed wiil configure their ticketing system to pull CTU

TI data every few hours.
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Sernri*e i*ev*i AEreen'rents {SLAs}

The following SLAs shalt apply to the TI Services provided hereunder, subject to the terms, conditions
and limitations contained herein:

Vulnerabilities have a maxlmum time for publication
based on each Vulnerability's severity. Time for
publication is defined as the time from when a

Vulnerability is disclosed to when it is published in
the Portal.

90% of Vulnerabiiities will be published within three
(3)business days of public disclosure

. Typically Vulnerabilities will be published
within one (l-) business day.

r SIA is measured on an annual percentage
rate.

Vulnerability
Data

A minimum of two (2) Threat analyses will be
provided per month.

A Microsoft Update Summary report will be provided
within one (1) business day of a critical Mrcrosoft
operating system patch being releases by Mrcrosoft?.

A Microsoft Update Anaiysis report will be provided
within one (1) business day of a cntical Microsoft
operating system patch being released by Microsoft?.

At least one (1) security intelligence webinar will be
delivered per month.

TI.ADDON-
Support

Customers can initiate TI Support Servtce requests, to
include telephone call-back requests by opening a
ticket in the Portal. Tiekets can be opened directly in
the Portal web interface, by email message, or by a
telephone call to the Dell SecureWorks SOC from an
authorized user of an active TI Service wtth an active
Customer Portal account.

For Maiware analysis requests, Customer wiil provide
sample file(s) for analysis via the Portal ticket in
password-protected .ZlP file aiong with related
context / questions. A CTU researcher will provide
initial assessment within one (1) business day of
receipt of the ticket in response to the ticket.
Customer may request additional analysis based on
initial assessment within limits of the active TI
Support Servrce. The CTU research team will

further deliverv with Customer based on

Threat
Intelligence
Support



W 
5**ur*!'dr:rls:

complexity of analysis

CTU will research TI Support Service requests and
response via Portal ticket within one (1) business day
of ticket creation. Service requests will be worked
sequentially in the order received unless otherwise
stack-rank prioritized by Customer. TI Support
requests submitted outside of the Portal ticketing
system will be addressed on a best-effort basis and
are outside the scope of SLA.

Requests for telephone cail-back should contain
Customer's point of contact name, telephone
number, and nature of the research topic or issue.

CTU research will respond via telephone cali-back
within one (1) business day to the Customer contact
provided.

TI Support Service utilization is capped at up to five
(5) hours of CTU research time per month per unit of
TI Support Service purchased. Unused TI Support
Service capacity not utilized does not carry over from
one month to the next.

Customer may request a summary of TI Support
Service utilization at any time by submitting a ticket
request. CTU research will respond with the number
of TI Support Service requests and number of total
hours of TI Support Service used for the requested
time period.

CTU research reserves the right to decline TI Support
Service requests which are beyond the scope of TI
Support Service as defined in this service description.
beyond the capability to deliver within contracted
service levels, or may violate legal or regulatory
requirements.

TI Support Service requests are transactional.
Requests for new recurring deliverables are beyond
the scope of the TI Support Service.

AttackerDB Data
Feed

AttackerDB data is accessible through the Dell
SecureWorks Portai in both CSV and XML format.

TI-ADDON-ADB

Borderless
Threat
Monitoring

The CTU research team will process Customer
Threat profile input (number of items determined by
service level) for inclusion into Customer Threat
profile within one (1) business day of submission by
Customer. Threat profile input will be vetted by CTU
researchers to ensure ournership by Customer. The
CTU research team reserves the right to question
and/or refuse requested updates to the Customer
Threat profile if ovwrership of Customei-provided
identifiers results in information outside of
Customer-specific quality Threat indicators (e.S.

TI-ADDON.BTM-
#
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Customer competitors and unlawful input).

Customer wiil receive a BTM ticket via the Portal as

new Customer Threat indicators are identified

Emerging Threat
Bulletins

Bulletins are provided during normal business hours.

A minimum of five bulletins w111 be provided each
week.

Weekly
Intelligence
Summary

One summary to be provided weekly.

BiWeekly Cyber
Security
Roundup

Two (2) Cyber Security Roundup reports published
per month.

In the event that an SLA outlined above is not met, the Customer shall be entitled to receive an SLA

credit (subject to procedures outlined in the Additional Service Rules, Regulations, and Conditions
section below) equal to U30th of the monthly Service fee for the applicable Service affected, for each
business day that the SLA is not met.
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Adciiti*nai Terryis end ConCiticns

Initiation of Dell SecureWorks' TI Service does not achieve the impossible goal of risk
elimination and, therefore, Detl SecureWorks makes no guarantee that intrusions,
compromises, or any other unauthorized activity wili not occur on the Customer's network.

Dell SecureWorks may schedule maintenance outages with 48-hours' nottce to designated
Customer contacts.

The Customer will receive credit for any failure to meet an SLA outlined above within thirty
(30) days of Customer's notification to Dell SecureWorks of such failure. In order for the
Customer to receive an SLA credit, the notification of the SLA failure must be submitted to
Dell SecureWorks wrthin thirty (50) days of the faiiure. Dell SecureWorks will research the
request and respond to the Customer within thirty (50) days from the date of the reguest. The
total amount credited to Customer in any calendar month in connection with any SLA

outlined above wili not exceed the Service fees paid by the Customer for such month. Except

as other:wise expressly provided, the foregoing shall be the Customer's exclusive remedy for
failure to meet or exceed the foregoing SLA.

,. ._,r. s, " i.'.."
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Agreements
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ManageC Web ApPltcattcn Firewatrl

Serviee *escnpti*n and Servtce Level Agreerrents
Thii Service Description and Service Level Agreement (the "Service Description") describes the SeMce
(as defined below) being provided to you ("Customer" or "you") by the Dell entity identified in the
service order ("SeMce Order") executed by Customer and such Deil entity for the purchase of this
Service. The Dell entity identified in the Servrce Order hereafter shall be collectively referred to as "Deil

SecureWorks'. This Service is provided in connection wlth Customer's signed Servtce Order and

separate signed master services agreement or security services schedule that expticitly authorizes the
sale of managed security and consulting services. In the absence of either a master services

agreement or security services schedule, the Services performed under this Service Description are

governed by and subject to the terms and conditions of the Dell SecureWorks Master Services

Agreement, availabie at http://De11.com/Securityterms which is incorporated by reference in its
entirety herein (the "MSA").

Service Cvervlew
The Dell SecureWorks Managed Web Application Firewall Service ("Service") consists of management
and monitoring of one or more web application firewall device(s) ("Device(s)").

Management activlties include Device provrsioning, deployment, tuning and policy-based changes
(including on a per-appiicatron basis as needed), as well as vendor software and firmware updates.

Monitgring activities include collection, storage, reporting, and Customer notification of security
events or Device health events. Tools for seif-service reporting and analysis are provided through the
CTP Customer portal ("Portal").

Service Features
Dell SecureWorks wili depioy, manage, and monitor Customer's web application firewail Devices.

Deployment will consist of project management, soiution design, and provisioning. Management wili
consist of establishing a baseltne policy, tuning rules, executing change requests, reviewing
signatures, and updating software. Monitoring will consist of health and security event analysis and

response. Reports and ticketing will be available through the Portal.

Standard Device Frovisioning
Devrce Provrsioning refers to the service setup activities for the managed Devices. The Devtce

Provisioning period begins at receipt of the signed Service Order ("SO") by the MSS Deployrment Team

and ends with the scheduling of the Service ActivationL/lnstallation callwith Customer.

The provisioning and setup period is dependent on a number of factors, such as the number of
Devices, the number of applications, the number of physical sites, the complexity of the network and

Customer requirements, and the ability of Customer to provrde Deil SecureWorks wrth requested

information within a mutuaily agreed-upon timeframe. Dell SecureWorks does not provide SLAs for

compieting Device service setup wtthin a specified period of time.

Device Provisioning activities include:

. Scheduling Kick-off call (Receipt of SO by MSS Deployment Team is required)

o Information Gathering (Key requirements are a compieted WAF Questionnaire and a network
diagram.)

Classification: i/Dell SecureWorks/Confidential - Limited Externai Distribution
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r Creating (on an as needed basis determined by Dell SecureWorks) a solution architecture
diagram (Dell SecureWorks receipt from Customer of complete and accurate information and
diagrams is required.)

. Configuring Customer Relation Management ('CRM') / Ticket system (Customer approval of
MSS solution design diagram(s) is required.)

r Configuring the Device (Customer approval of solution design diagram(s), if applicable, is
required )

. Shipping the Device via ground shipping (Compietion of Device configurations is required.)

r Scheduling of Service Activation cail with Customer (Deil SecureWorks receipt of Customer
acknowledging equipment is properly racked and cabled (with Out of Band if appropriate)) is
required. Deli SecureWorks will begin tuning, monitoring and responding on a per-application
basis on an agreed-upon scheduie.

The following Device, location, and time-frame assumptions are used for purposes of providing a

standard project-based timeframe for a Frovisioning project plan:

o L-4 Devices total, up to 4 applications total

r l physical location

. Dependencies external to Dell SecureWorks such as Customer-provided information and
shipping carrier responsibilities are not included within the provisioning estimate.

Based on these assumptions, Deil SecureWorks can generally provision the Device(s) within five (5)

weeks, not including the time required for Customer activities. As noted above, individual application
monitoring and response will be activated on an agreed schedule.

CTF Customer Portai
Dell SecureWorks provides Customer with access to the secure Portai. The Portal may only be

accessed by those named individuals specified by Customer during the Information Gathering phase

and identified on the Service Initiation Form ("SIF") or by those who have been added to the list of
named individuats after Service Activation. All information received by Customer through the Portal is

solely for Customer's internal use and may not be re-distributed, resold, or otherwise transmitted
outside of Customer's organization vnthout written authorization from Dell SecureWorks.

Z4x7 SOC Access
Customer may contact the Dell SecureWorks Security Operations Center ("SOC') 24 hours a day,7
days a week, and 365 days a year via the Portal or telephone.

o The SOC can provide assistance wrth troubleshooting possible Device-related incidents.

r The SOC can change contact information or reschedule change times.

o The SOC cannot provide general consulting advice that does not directly pertain to the resuits
of the Service.

'Jpticnaii Hrglr Araiiabrlirl r{A' i

As an optional Service upgrade, Dell SecureWorks offers a High Availabiiity solution for web
application firewalls that natively support High Availability. This solution involves a firewall pair

deployed in an active/standby or active/active configuration. In the event that the pnmary firewail
fails, the secondary firewall is automatically engaged based upon the vendor technology for
continuous service. Vly'hen selected, this feature will be biiled monthly, and billing for the HA pair wilt
commence when the secondary Device is turned up. The first month will be billed in arrears,

thereafter, HA wiil be billed monthiy in advance.

Classification: //Dell SecureWorkslConfidential - Limited External Dislribution:
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The CTA is a Deil SecureWorks-proprietary appliance that may be used in the secure delivery of the

Service for either Device management or health/security event acquisition and transport Detl

SecureWorks may require that one or more CTAs be deployed in Customer's environment. For

Services requiring the use of the CTA, Customer is responsible for ensuring that the implementation

site complies with Dell SecureWorks' physical/environmental requirements'

trnitiai Inrplementalion Suppcrt
Initial Implementation consists of the activation of a Device. During Initial Implementation, Dell

SecureWorks will provide remote telephone support to validate that the Device is performing in

Customer's network as designed (e.gr, Customer traffic is passed or rejected appropriateiy, interface

connectivity has been established) and confirming our management capabitities (Detl SecureWorks

has connectivity to the Device over the public network and is receiving expected data from the

Device). Such telephone support will be provided during Eastern US time zone business hours.

{*ptiona\} Z4x7 Iv:itral Implementation Support
Initiai Implementation Support is provided as described above, but with a 24 hour a day, 7 day a week,

and 365 day a year scheduling window and support, except Dell SecureWorks Business Holidays.

Scheduling in advance is requiied for this Support. The Dell SecureWorks Business Holiday schedule

can be provided upon written request. When selected, the Non-recurring Charge for this feature will

be billed upon delivery.

iOpticnal) Re-pravisioning Support
Re-provisioning Support is an orderable option for the Service. Re-provisioning Support may be

ordered subject to a separate signed Statement of Work.

If Customer changes the Device's physical location or IP space or makes other significant

modifications that impact Dell SecureWorks' delivery of the service, the Device witl be subject to a re-

provisioning fee. Examples include.

o Change External iP of Device

. Devlce Physical Move (without change of IP address or objects)

o Device Physical Move (with change of IP address and objects)

r Participate in Failover Testing or Perform Route Swapping between multiple Devices

r IP Re-numbering of interface(s) and associated objects

. Swapping to new supported hardware of a different make or vendor

. Re-organizing policy based on groups or other standard

r Consolidating multiple Device policies (priced per Device)

. Major revision of a protected application, Certifrcate implementation or updates on Device

ii);:tiq:naLi Out *f Banil i *GB') J--iardu,are iCTAi
For purposes of Devrce maintenance and troubleshooting, Dell SecureWorks wili provide an

optionally-orderable element of the Service - equipment that will enable the SOC to remotely and

securely connect to the Dell SecureWorks CTA. Additional charges may apply.

For each CTA at Customer's site, Customer shall make permanentiy available one anaiog telephone

line ("pOTS line") or additional IP address for each CTA. Dell SecureWorks will provide equipment to

be attached to this line to provide OOB access. Upon mutual agreement by the parties, Customer's

Classification: //Dell SecureWorks/Confidential - Limited External Distribution
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existing OOB access option may be used where appropriate. Service interruptions or failure to achieve
the SLAs witl not be subject to penalty in the event of noncompliance with the above.

i*pli*:rai: *i.rt c{ Earrrj i'C'Cts ; Hard"ryare iilevice j

For purposes of Device maintenance and troubleshooting, Dell SecureWorks can provide an
optionally-orderable eiement of the Service - equipment that will enable the SOC to remoteiy and

securely connect to the Device (e.g.,web application firewall)

Deli SecureWorks can provide equipment to be attached to the POTS line and/or additional IP address

in order to provide OOB access for Customers who choose this option. Upon mutual agreement by
the parties, Customer's existing OOB access option may be used where appropriate. Service

interruptions or failure to achieve the SLAs will not be subject to SLA Credit in the event of
noncompliance with the above.

fieturn Merchandise Authorizaticn {"RMA"} Process Respcnsibilities
Customer is responsible for initiating and futfilling the RMA process with their 3'd party vendor in the
event that the Hardware/Software being managed by Delt SecureWorks is determined to be in a failed

or faulty state that requires replacement.

Saftv,rare Upgrade anC Patch Matntenance
Dell SecureWorks monitors all vendors represented on Dell SecureWorks' approved platforms list for
release activrties related to software patches and upgrades. As security related software patches and

upgrades are released, Dell SecureWorks assesses the applicability of each release to Customer's

environment. Dell SecureWorks wrll work with Customer to schedule any necessary remote upgrades.

Patches are applied at no additional charge. Customer-Owned Equipment upgrades are implemented
by Deli SecureWorks as part of the selected service, so long as the following conditions apply:

r The upgrade can be performed remoteiy, either independently or wrth a minimal amount of
on-site assistance by Customer.

o The upgrade does not require a change to underlying hardware on which Customer-Owned
Equipment is deployed.

o A singie upgrade does not require more than 2 person-hours of Deil SecureWorks' time. If
addttional time is required, it will be performed on a time and materials basis pursuant to a
separate Statement of Work.

Dell SecureWorks wril bili Customer for all work beyond the allocated 2 hours and for any work that
requires a Dell SecureWorks employee to travel to Customer's site. If the upgrade requires any

additional licensing or maintenance fees, Customer wili be responsible for these fees.

In cases where support for a particular product or product version ts being discontinued by the
vendor or by Dell SecureWorks, Dell SecureWorks will communicate new platform migration options.
To be assured of uninterrupted service, Customer must complete the migration process within 60

days. Customer bears any costs relating to procuring new hardware or components and to re-
provisroning any devices.

SLAs do not apply during maintenance work. In addition, SLAs cannot be guaranteed if Customer

does not make the changes required by Dell SecureWorks or if Customer prevents Dell SecureWorks

from making the changes it notrfies Customer are necessary for continued service.

Classification: /lDell SecureWorkslConfidential - Limited External Distribution:
e i .I-
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As part of the Service, Dell SecureWorks will perform remote Hardware replacement for Devices

deciared by the vendor as defective Customer-provided replacement hardware must be the same

vendor make and model as the defective Device.

l-fardwar* lJpgrades
At our discretion, Dell SecureWorks may agree to perform same-vendor Hardware upgrades for

Customer. Upgrades due to Customer's wish to upgrade the vendor model or product EOL, etc. wiil
incur additional fees.

Web Apptication Scan Folicy
Dell SecureWorks wril incorporate Web Application Scan results into the WAF poiicy on a per

application basis, up to one time per week (seven calendar days). Web Application Scan resuits

identify application vulnerabilities and exposures. This information will be used by the Deli

SecureWorks SOC to enhance the WAF policy in order to detect and prevent threats that may

compromise exposures identified by the Web Application Scan technology. Since applications change

over time, we will incorporate Web Application Scan resuits on a recurring basis.

Customer is required to subscribe to Deil SecureWorks' Web Application Testing Service delivered by

Dell SecureWorks Security and Risk Consulting, the Web Application Scanning Service delivered by

Managed Security Services, or provide its ourn Web Application Scan results to benefit from the Web

AppliCation Scan integration with the Service. The apptication scan engine must be supported by the

managed WAF technology.

Critical Event Processing Acceptance of Ticket
A Critical Event is any event that, in Dell SecureWorks' judgment, warrants notification to Customer as

specified in a Service Level Agreement. All security events are categorized based on severity level.

\Mhen a Critical Event is detected by our event processing platform, a ticket is automatically generated

and quatified by the SOC. NOTE: The Deil SecureWorks SOC does not monitor and respond to
simulation-mode events, only to active mode events. This transition occurs at the end of the initial
tuning process.

Critical Event Processing Custor"ner Notification
All security events are categorized based on severity level. When a Critical Event is detected by our

event protessing platform, a ticket is automatically generated and qualified by the SOC. Deii

SecureWorks then contacts Customer within the time specified in the relevant SLA and in the manner

specified by Customer during Provtsioning.

Device l-inreachabie Monitoring Acceptance of Ticket
Upon determination that a Device is unreachabie via the public network the Dell SecureWorks

platform creates an incident ticket. This is based upon the time between the creation of the ticket by

the platform and the time the SOC formaliy begns to process the ticket. The SOC will begin to act on

the ticket in accordance with the SLA.

Device Unreachable Mcnitoring Cutbound Notification
Upon acceptance of an incident ticket, the SOC performs an analysis to qualify the validity of the

reported event. This SLA refers to the time between the SOC's formal acceptance of the ticket and

initiation of Customer notification process. The SOC will begin the notification process in accordance

with the sLA.

Classification: llDell SecureWorkslConfidential - Limited External Distribution:
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Upon determination that Dell SecureWorks has stopped receiving events from a Device, the Dell

SecureWorks platform creates an incident ticket. The SOC performs analysis to qualify the validity of
the reported event and then initiates Customer Notification process.

l-{*ailh and Feri<:r::"tance
Upon determination that a Device has met pre-defined health or performance thresholds of concern
via checks conducted over the public network, the Dell SecureWorks platform creates an incident
ticket Upon acceptance of an incident ticket, the SOC performs an analysis to qualify the validity of
the reported event and then inltiates Customer notification process.

*qiqnature Updates
Dell SecureWorks will update WAF signatures on a recurring basis following reiease from vendor. The

updates are deployed in the foliowing manner:

r Automaticalty deployed updates from the vendor

r On-demand updates from the vendor per Customer request

r At Customer request, Deli SecureWorks will not deploy vendor updates

Security {venl Reporting
Ail security events are available for viewing and reporting on the portal. The portal provides a secure

mechanism to create, customize, and access "executive" and more technical level reports, as well as

view and report on detailed and historical event data. The portal enables Customer to create both
standard and customized reports that can be named, scheduled to run at regular or one-off intervals,

automatically emaited, or forwarded for review and sign-off for audit/stgn-off purposes.

Se:'vice Activatiot-t
Service Activation consists of three main phases: Information Gathering, CTA Deploynent (when

appropriate), and Service Provisioning and Installation

Information Cathering
\Mhen Dell SecureWorks receives the Services Order, Dell SecureWorks provrdes Customer with a

Service Initiation Form ("SIF") to be completed by Customer. When Customer returns the completed
Service Activation Profile ("SAP"), Dell SecureWorks schedules a conference call to review the

completed document and other relevant information.

CTA Deployrneni
Using data gathered during the Information Gathering phase, Deli SecureWorks determines the

number of CTAs required and the appropriate deploSrment location(s) within Customer's

environment.

If changes to Customer's existing network architecture are required for Service implementation, Dell

SecureWorks communicates these changes to Customer

Dell SecureWorks reserves the right, in its reasonable discretion, to utiiize one or more CTAs deployed
in a Dell SecureWorks data center ("hosted CTA") to communicate with Devices that Delt SecureWorks

is managing and monitoring, in lieu of deploying CTA(s) for use in Customer's network. In such case,

the terms and conditions pertaining to the CTA do not apply.

Ciassification: l/Dell SecureWorks/Confidential - Limited External Distribution
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The Service Provisioning and Installation phase begins upon the completion of the Information
Gathering phase. Service Provisioning and Installation is performed in the foilowing manner:

1 New Devices to be deployed are shipped directly to Dell SecureWorks for configuration and

subsequent shipment to Customer location.

2. Existing equipment in use is provisioned remotely, when possible, with on-site support from
Customer. If on-site support from Dell SecureWorks is required, a consulting engagement
must be executed under a separate SOW.

3. Dell SecureWorks provides telephone support to Customer contact at the implementation site

during installation of all Customer premises equipment.

4. Once Customer premise equipment is in place, Dell SecureWorks accesses the Device(s)

remoteiy and performs the remaining configuration and Service activation tasks which may

require Device dourntime.

IMpORTAI.1T: Customers must provide Delt SecureWorks with administrative/root privileges on the

specific Devices to be managed.

Servic* C*mrnencement
Dell SecureWorks vnll provrde Customer with a Notice of Service Commencement, which identifies

the Service Commencement Date, when Dell SecureWorks has

a. Established communication with the relevant Customer device(s) and CTA(s)

b. Verified availability of Customer data on the portal

c. Established communications via OOB (where available)

Cngoing Monitoring and Management
This sectton provides an overview description of Dell SecureWorks' 24x7 WAF management and

monitoring activities.

Falicy Management
Deil SecureWorks manages the policy on the Device. The policy will be tuned so that each signature is

classified by an action (block, monitor only, or no alert) and by a severity level. Critical events are

events that Dell SecureWorks views as significant risks to Customers. These events may require

immediate notification and swrft resolution by Dell SecureWorks or Customer. Dell SecureWorks

determines which events belong at the Critical Severity level through the use of signature pnorities,

event correlation, and professional judgment. All other event severity levels are events that Dell

SecureWorks does not believe pose an immediate threat or risk

When tuned to active mode, all traffic matching the signature will be blocked. Customer will be able

to view blocked traffic on the portal. When tuned to simulation mode, traffic matching the signature

will not block traffic. However, Customer can view and assess this traffic on the portal to determlne if

and when it is appropriate to enable blocking.

Dell SecureWorks is not responsible for negative impacts to Customer as a result of network traffic

biocked by the Device. Dell SecureWorks vnll work wrth Customer to tune the poiicy during the initial

tuning period.

Customers may request that a signature or alert be blocked, unblocked, or reprioritized by calling Dell

SecureWorks or opening a ticket vra the portal. This activity is not subject to a SLA.

Classificaiion: //Dell SecureWorkslConfidential - Limited External Distribution
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Upon service activation, Dell SecureWorks applies one baseline policy to each Device. Dell
SecureWorks then tunes the policy to Customer's environment during a period that is approximately
forty five (45) calendar days, which begins on the Service Commencement Date. During this tuning
period, Deil SecureWorks works wlth Customer to determine the action and severity applied to
signatures, based on WAF device learning as it receives traffic, as well as Dell SecureWorks' familiarlty
with Customer's applications and optimal configuration. This period may vary depending on the
complenty of the deployment, number of applications, and other factors, and is not subject to a SLA

?altcy and Cr:nfiEurati*n Maintenance
Policies are updated regularly as updates are released by vendors and reviewed by Deli SecureWorks
for efficacy and proper operation.

if supported by the Device, Dell SecureWorks can configure the Device to fail open or closed,

depending on Customer preference. In the event of Device failure, if the Device configured to faii
open, no traffic will be blocked; if configured to fail closed, ail traffic will be blocked.

D*vice Upiime Monilcring
Dell SecureWorks performs two kinds of monitoring services:

r Device Uptime Monitonng
o Security Event Monitoring

Dell SecureWorks will check for indicators that Devices are up and running or "healthy' Health
indicators refer to Device uptime checks, system resource checks, and critical process checks.

Supportable heatth checks may differ according to vendor products, service delivery architectures,
and Customer policy. In addition, Dell SecureWorks will periodically poil the Dell SecureWorks

database for events received from each Device. If a failed or negative response is received from any of
the checks, an automatic alert is sent to Dell SecureWorks.

Deli SecureWorks will attempt to qualify alerts before notifyng Customer. After Customer notification,
Dell SecureWorks may perform further troubleshooting or remediation steps after the root problem is
identified.

Dell SecureWorks witl attempt to resolve the probtem
by working with Customer's designated point of
contact via phone to address any Device related
problems.

The underlying issue lies with the Device managed by
Dell SecureWorks,

Dell SecureWorks wilt provide Customer with
available troubleshooting information, but Dell
SecureWorks is not responsible for troubleshooting
issues that do not directly relate to the Device, CTA,

or Dell SecureWorks' network.

The underlying issue is Customer related, such as
network change, outage, or Customer-managed
Device,

Security Event l'4onitoring
Security event data is sent to a Customer-premise-based CTA or hosted CTA depending on how the
Service is architected. In either case, the data is parsed, normaiized, correlated, and prioritized. All
security events are categorized by Dell SecureWorks based on severity level.

Classification: /lDell SecureWorkslConfidentiai - Limited External Distribution
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When a Critical Event is detected, initial correlation, de-dupiication, and false positive reduction is

performed by the correlation engine. If the event is confirmed as a Critical Event, a ticket is

automaticaily generated. Dell SecureWorks then contacts Customer within the time specified in the

relevant SLA. Dell SecureWorks also performs additional analysis to determine whether the event is a

false positive.

Dell SecureWorks provides Customer with a description of the event and any contextual information.
The event is also posted on the portal and made available for reporting. However, in-depth analysis,

rncident response, forensics, and countermeasures (other than policy changes to the Device or other
Dell SecureWorks managed Device) are not included in this service. Dell SecureWorks can provide

these areas of advanced support as a consulting engagement under a separate, signed Statement of

Work.

ilevice Management
Device Management Service activities consist of.

r Software Updates and Patches

. Software Upgrades

. Hardware Upgrades

r Hardware Replacement

Deli SecureWorks monitors all vendors represented on Dell SecureWorks' approved platforms list for

release activities related to software patches and upgrades. As security related software patches and

updates are released, Dell SecureWorks assesses the applicability of each release to Customer's

environment. Dell SecureWorks wrll work with Customer to schedule any necessary remote updates.

SLAs do not apply during maintenance work. SLAs cannot be guaranteed if Customer does not make

the changes required by Dell SecureWorks or if Customer prevents Dell SecureWorks from making the

changes it notifies Customer are necessary for continued service

Equipment

Custorner Cwned Eguipment
Customer is responsible for maintaining valid maintenance agreements for ail Customer-Ourned
Equipment to be deployed in conjunction wrth the Servtce.

To the eltent Dell SecureWorks is performing Services using Customer-Ornrned Equipment, Customer

agrees to:

a. Provide Dell SecureWorks with reasonable and safe access to Customer-Owned Equipment
necessary for Dell SecureWorks to perform the Services, including licenses and all associated

information that is required to activate and operate the Device, which may include feature or

activation codes, platform serial number or IP address.

b. Secure any licenses, approvals, or consents required for Dell SecureWorks to access or use

Customer-Owned Equipment necessary for Dell SecureWorks to perform the Services.

c. Procure all vendor maintenance agreements required for Dell SecureWorks to provide the

Services.

Customer agTrees not to alter, modify, or re-configure Customer-Owned Equipment without
reasonable advance notification to Dell SecureWorks. If Customer-Orrrrned Equipment faiis in the field,

Customer is responsible for provrding a replacement. The replacement must be shipped directly to
Dell SecureWorks for configuration and subsequent shipment to Customer location. Once a Customer

has a replacement on-site, Dell SecureWorks will provide reasonable telephonic support to Customer

Classification: //Dell SecureWorks/Confidentiai - Limited Exter*al Distribution
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to restore the Service. SLAs do not appiy until Customer has replaced the failed equipment and Deil

SecureWorks has established that it can communicate with and monitor events from the new Device.

In cases where support for a Device is being discontinued by the vendor or Dell SecureWorks, Dell

SecureWorks will communicate new platform migration options. In order to be assured of

uninterrupted service, Customer must complete the migration process within the timeframe in the

Dell SecureWorks End of Life ('EOL") announcement. Customer bears any costs relating to procuring

new hardware or components or to the re-provtsioning of any Devlces

SLAs do not apply during maintenance work. Service continuity cannot be guaranteed if Customer

does not make the changes required by Dell SecureWorks.

Eell SecureWorks Equiprnent
if Deli SecureWorks Equipment becomes unavailable or unreachable, Dell SecureWorks will
troubleshoot the issue. If Del} SecureWorks concludes that the Dell SecureWorks Equipment has failed

and is not restorabie, Dell SecureWorks will ship a replacement unit.

SLAs do not apply during the period during which Service is unavaiiable. Replacement Device(s) will
be re-provisioned according to the Provisioning process.

Virtual Environments
Dell SecureWorks offers management for the Imperva@ SecureSphere Virtual Appliance family and F5

Networks BIG-IP@ Application Security ManagerrM (ASM) VE virtual appliances, both on VMware

ES TESXi in Network mode. Customer is responsible for aii aspects of installation, configuration, and

setup of VMware, including but not limited to.

r Virtuai Switches (vSwitch)

. Virtual Network Interfaces (vNIC)

. Virtuai Networks

o Virtual Machines (VM)

Customer is responsible for providing the Virtual Machine(s) with the minimum CPU, memory, and

network resources needed for proper functionality as specified by the web application firewall vendor.

Customer shall provide Dell SecureWorks with a privileged account on the appliance and a privileged

vSphere account with access to the Virtuai Machine(s). In a fully managed scenarto, Dell SecureWorks

shall maintain exclusive administrative privilege to the virtual appliance. Upon Customer request,

read-only access to the vtrtual appliance may be provided to Customer. Customers who have read-

only acclss to the virtual appliance will be notified in advance of any work being done on the virtual

appliance.

For Out Of Band (OOB) access and maintenance scenario situations, the "vsphere account" shouid

have privileges to perform the following actions:

r Power off

. Power on

. Power reset

. Consoie

Classification: l/Dell SecureWorkslConfidential - Limited External Dislribution:
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Customer agrees to perform the following obligations and acknowledges and agrees that Dell

SecureWorks' ability to perform its obligations and its hability under the SLAS below depend on

Customer's compliance with the following:

. Customer is responsible for purchasing the web application firewall hardware and software

necessary for the managed web application firewall service.

. Customer is responsibie for providing access to Customer premises and relevant appliance(s)

and management console(s)

. Customer is responsible for maintaining appropriate levels of software and hardware support

and maintenance (including third party hardware and software contracts and iicenses) and

connectivity to prevent network performance degradation and maintain communications

between Customers contracted devices and Dell SecureWorks piatform.

r Customer is responsible for making available to Dell SecureWorks personnel wrth expertise

related to the specific web application(s) being protected by the Service and providlng

assistance to Dell SecureWorks in developing an appropriate rule set in order to provide

protection for the web applications being protected by the service offering.

. Customer is responsibie for reviewing and approvtng the final rule sets for the web

applications being protected by the service offering.

r Customer is responsible for masking confidential information logged by the WAF inctuding

but not limited to passwords, credit card numbers, social security numbers, and other

personal identifiable information. Dell SecureWorks also may add data masking objects to

customer WAF Policies.

o Customer is responsible for implementing and maintaining effective password policies for

external and internal applications.

Classification: l/Dell SecureWorkslConfidential Limited External Distribution:
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Service Levei Agreerr,ent l'4atrix

Change Reguests (as defined below) identified as "Standard"

will receive the following service levels:

. Acknowledgement of receiving the change within 1

business hour from the time stamp on the ticket created
by Dell SecureWorks

1/30th of monthly fee
for Service for the
affected devrce

Standard

Change Requesl

1/50th of monthly fee
for Service

Standard requests (appties to all non-change and non-incident
tickets) submitted vra the Dell SecureWorks CTP Customer
portal or via teiephone will be subject to "acknowledgement"
(either through the ticketing system, email, or telephone) of
receiving the request within one (1) hour from the time stamp
on the ticket created by Del1 SecureWorks.

An acknowledgement to ticket requests classified as "Urgent"

on the ticket and verified by the SOC as "Urgent" wili be sent
(either through the ticketing system, email, or by telephone)
within fifteen (15) minutes from the time stamp on the ticket
created by Dell SecureWorks.

Al1 Other

Ticket Requests

Customer shall receive a response (according to the escalation
procedures defined in the CTP Customer portal or in the
manner pre-selected in writing by Customer, either through
the ticketing system, email, or by telephone) to security
incidents within fifteen (15) minutes of the determination by
Dell SecureWorks that given malicious activity constitutes a
security incident. This is measured by the difference between
the time stamp on the incident ticket created by Dell
SecureWorks SOC personnel or technology and the time
stamp of the correspondence documenting the initial
escalation.

A "security incident" is defined as an incident ticket that
comprises an event (log) or giroup of events (logs) that is
deemed high severity by the SOC in accordance with Dell
SecureWorks' Event Handling Process (see Exhibit A). The most
up-to-date version can always .be found in the Real-Time
Events section of the CTP Customer portal.

Automatically created incident tickets (via correlation
technology) and event(s) or log(s) deemed low severity will
not be escalated, but will be availabie for reporting through
the CTP Customer portal

U30th of monthly fee
for Service for the
affected device

Security Monitoring

1/30th of monthly fee
for-Service for the
affected device

Active Health
Monitoring

Device Unreachable - Deil SecureWorks wili provide a 30
minute response (via phone, ticket, or email) from
identification of the device being unreachable. Thu is

measured by the difference between the time stamp on the
device unreachable ticket created by Dell SecureWorks SOC
personnel or technology and the time stamp of the
correspondence documenting the initial escalation.

Classification: //Dell SecureWorkslConfidential - Limited External Distribution:
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Aciditional Sen'ice Rutres, Regulatr*r-:s and C*ndtticns
a. The Service provides robust device management, security analysis, and performance

monitoring to Customer. However, deployment of Dell SecureWorks'managed services in a
Customer network does not achieve the impossible goal of risk eiimination, and therefore Dell
SecureWorks makes no guarantee that intrusions, compromises, or any other unauthorized
activity will not occur on a Customer network.

b. Deli SecureWorks may schedule maintenance outages for Dell SecureWorks-owned
equipment/servers which are being utilized to perform the services with 24-hours' notice to
designated Customer contacts.

c. The Service Levels set forth herein are subject to the following terms, conditions, and
limitations:

i. The Service Leveis shal1 not appty during scheduled maintenance outages, and
therefore are not etigible for any Service Level credit during these periods. In addition,
Dell SecureWorks shall not be held liable for any service impact or Servlce Levels
Agreements related to product configurations that are not supported by Delt

SecureWorks within Customer's poiicy.

ii. The Service Leveis shall not apply in the event of any Customer-caused service outage
that prohibits or otherwise limits Dell SecureWorks from providing the Servtce,
delivering the Service Levels or managed service descriptions, including, but not
iimited to, Customer's misconduct, negiigence, inaccurate or incomplete information,
modifications made to the Services, or any unauthorized modifications made to any
managed hardware or software devices by Customer, its employees, agents, or third
parties acting on behatf of Customer.

iii Furthermore, the Service Levels shall not apply to the extent Customer does not fulfill
and comply with the obligations and conditions set forth within this SLA. The
obligations of Dell SecureWorks to comply with the Service Levels with respect to any
incident response or ticket request are also dependent on Dell SecureWorks' ability to
connect directly to Customer devices on Customer network through an authenttcated
server in the Detl SecureWorks Secure Operations Center.

d. Dell SecureWorks will troubleshoot and, if necessary, replace any iDevices in accordance with
Exhibit B, 'Dell SecureWorks Maintenance Program Terms and Conditions."

e. Customer wili receive credit for any failure to meet the Service Level outlined above within
thirty (30) days of notification by Customer to Dell SecureWorks of such failure. In order for
Customer to receive a Service Level credit, the notification of the Service Level failure must be

submitted to Dell SecureWorks within thirty (30) days of such failure. Deli SecureWorks will
research the request and respond to Customer within thirty (30) days from the date of the
request. The total amount credited to a Customer in connection with any of the above Servtce

Levels in any caiendar month wili not exceed the monthiy Service fees paid by Customer for
such Service. Except as otherwise expressly provided hereunder or in the Agneement, the
foregoing Service credit(s) shall be Customer's exclusive remedy for failure to meet or exceed
the foregoing Service Levels.

Classification: /lDell SecureWorkslConfldential - Limited External Distribution
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exhibrt P, * Deil SecureWcrks' Hvent }-iandiitlq Pr*ceps

Event Handling Process
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Terms and Conditlcns

o Dell SecureWorks agrees, subject to the terms and conditions of your separate master service

agreement or security services schedule (and as further set forth below), to replace Del1

SecureWorks iDevices that are not properly functioning due to ordinary wear and tear,

malfunctions, inadequate available memory, or obsolescence (the "Program"). Replacement

devices may be new or refurbished.

o iDevices subject to this Program may include the Dell SecureWorks' Counter Threat Appliance
(CTA), iSensor, LogVault appliance, Inspector, SDA, SYSLOG Aggregator, log collection devices,

and/or SNORT IDS device.

. If Customer is purchasing an iDevice, the foltowing terms apply:

3.. Mere purchase by Customer of an iDevice does not subject the same to this Program

unless: (a) such iDevice is expressly specified in a written Dell SecureWorks Service Order

or Service Agreement signed by an authorized officer of Deli SecureWorks and (b)

Customer's payment of ail maintenance fees is made when due.

2. Customer may elect to participate in the Program only at the time of purchase of the Dell

SecureWorks iDevice. If, at any time after the purchase of the Dell SecureWorks iDevice,

Customer wishes to participate in this Program, it must agree to pay atl fees that would
have been billed since the actual date of purchase of the iDevice.

r The charges for the Program oniy cover replacement of Dell SecureWorks iDevices. Any
performance, damage, repair and/or other warranty issues, or claims with respect to non-Dell
SecureWorks-branded iDevices must be addressed with the applicabie OEM manufacturer.

r Dell SecureWorks' obligation to comply with the foregoing is conditioned upon, and subject

to, the assistance and availability of Customer's onsite personnel for assistance in the: (x)

dragnosis and troubleshooting of problems with existing iDevices and (y) replacement and

installation of any new iDevice all in compliance with your master service agreement or
services schedule.

o Furthermore, Dell SecureWorks wrll not replace Dell SecureWorks iDevices returned by

Customer that are no longer performing on account of unauthorized use, physical damage, or
misuse or abuse of the products, as determined by Dell SecureWorks in its sole discretion,

including. but not iimited to, any of the fotlowing circumstances:

1. Damage due to lightning or other climate problems (including, but not limited to,

exposure to excessive light, heat. flooding, and the like)

2. Opening of iDevices by any person other than Dell SecureWorks authorlzed personnel

3. Unauthorized loading or modification of software on or other reprogramming of the
iDevice

4 Unauthorized linking of the iDevice wrth other Customer equipment or systems

5 Cracks in iDevices, dents to chassis or apparatus, or other damage caused by dropping of
iDevrce or other mishandling,.misuse, or abuse

6. Presence of liquids (or residue there from) or the excessive presence of other extraneous

materials inside the iDevice (including, but not limited to, dust, hair, dirt, or grime)

7. Inability to mount the iDevice

B. Improper powering dornrn of the iDevice

. Dell SecureWorks shall bitl Customer. and Customer shall be liable, for iDevices: (i) damaged

due to misuse or abuse, or (ii) no longer performing adequately due to unauthorized use,

physical damage, misuse, or abuse of the iDevtces.

Classification: //Dell SecureWorkslConfidentiai - Limited External Disiribution
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Me*ageC and M*nlt*red Advanced Malware Protecttcn
Servlce *escripti*n anC Servlce l-evei Agreement

This Service Description and Servrce Level Agreement (SLA) is provided for the customer ("you" or
"Customer") and the Dell entity identified in the Customer's Service Order ("SO") for the purchase of
this Service (described below) This Servrce ls provided in connection with the Customer's separate

signed master services agreement or security services schedule that explicitly authonzes the sale of
managed security services. In the absence of either a master services agreement or secunty services

schedule, this service is provided in connection with the Detl SecureWorks Master Servlces

Agreement, available at http://De11.com/Securityterms and incorporated by reference in its entirety
herein.

Service *vervierq/
The Dell SecureWorks@ Managed and Monitored Advanced Malware Protection ("AMP") Service ("the

Service") provides proactive administration of your advanced malware protection infrastructure 24
hours a day, 7 days a week, and 365 days a year. Dell SecureWorks' certified security experts will
perform all activities necessary to keep your devices operating at peak performance.

Managed and Moniiored Advanced Malware pratectton Service Tiers
This Service is offered according to various service tiers, including the Bronze, Silver, Gold and
Piatinum Service Level tiers. Depending on the level of service required, some features are optionai.
Stand-alone options may be purchased at an additional cost, either at the time of execution of the
initial Servrces Order or later during the Service term, provided that Dell SecureWorks continues to
make such options generally available for separate purchase.

. Bronze (Monitored AMP) - The Bronze Service Level tier provides real-time, security event
analysis and response for any Advanced Malware events 24 hours a day, 7 days a week, 365

days a year. Dell SecureWorks Security Monitoring service combines our advanced Counter
Threat Platform with a team of security analysts to deliver strong security and compliance
value to our customers This Service includes the following components described in detail
below:

o Managed Device Provisioning

o Advanced Maiware Protection

o Counter Threat Platform Customer Portal

o 24 x 7 SOC Access

r Silver (Monitored and Managed AMP) - The Silver Service Level tier inciudes the real-time,
security event analysis and response for Advanced Malware events as described in the Bronze
Service level, and additionally includes the followrng components described in detail below:

o Managed Device Uptime Monitoring

o Upgrade and Patch Management

o Implementation of Replacement Hardware and Hardware Upgrades

Dell Secureworks Confidential Page 1 of 17



o Management Console

o Change Management

. Gold (Monitored and Managed AMP wrth Advanced Event Analysis and Threat Context) - The
Gold Service Level tier includes real-time, security event analysis and response and full
appliance Management as described in the Silver Service level, and additionally includes the
following components described in detail below:

o AdvanCed Event Analysis and Threat Context

o Platinum (Monitored and Managed AMP with Advanced Event Analysis and Threat Context,
and Customer Directed Research) - The Platinum Service Level tier includes reai-time,
security event analysis, full appliance Management and Advanced event analysis and treat
context as described in the Silver Service level, and additionally includes the following
components described in detail below,

o Customer Directed Research for AMP Events

, : .: | : , . ,li: .'. ':r .-'*. r : l':::' :,'<,,t:)

r/ Denotes the feature is included with no additional fee or monthly recurring revenue (MRR) required

O Denotes the feature is optional with an additional fee or MRR associated

_ Denotes the feature is not available under the specified Service Level

Managed Devlce Provisioning ,/ I ,/ /

24x7 Event Monitoring, analysis and
notification ,/ / ./ ,/

Z4x7 SOC Access / I ,/ /

Event consolidation and reporting / ,/ ,/ /

24x7 appliance health and
perf ormance monitoring ,/ ,/ /

Configuration tuning, software
updates, patch and change mgmt.

,/ ./ ,/

Deep-dive threat and contextual
analysis for security events of interest

,/ {

Event correlation with DeI1

SecureWorks' threat data from
multiple intelligence sources

,/ ,/

Customer directed research for MAMP

events
,/

Incident Repose and Forensics o o o

Dell Secureworks Confidential Page 2 of t7
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Dell SecureWorks' proprietary platform and processes provrde the foundation for delivery of our
managed security services. Dell SecureWorks-developed technology and security procedures facilitate
device management, heatth monitoring, security event analysis, and Customer reporting. The
following service components may be included with the Service, as indicated by the service tier:

r Managed Device Provisioning

o Advanced Malware Protection

o Counter Threat Platform Customer Portal

. 24 x 7 SOC Access

o Managed Device Uptime Monttoring

. Upgrade and Patch Management

. Implementation of Replacement Hardware and Hardware Upgrades

o Management Consoie

r Change Management

r Advanced Event Analysis and Threat Context

o Customer Directed Research for AMP Events

. Other (Out ot Scope) Services

Managec *evice Pravisioning
Managed Device Provisioning refers to the Service setup activities for the on-premise devices used to
deliver the Advanced Malware Protection capability of the Servrce, as well as any associated
management consoles used to manage the protection devices (collectively, "Managed Devices") The
Managed Device Provisioning period begins at receipt of the signed Service Order by the Managed
Security Services (MSS) Deploynent Team and ends with the scheduling of the Service

Activation/lnstallation call with Customer.

The provisioning and setup period is dependent on a number of factors, such as the number of
Managed Devices, the number of physical sites, the complenty of the network and of Customer
requirements, and the Customer's ability to provide Deil SecureWorks wrth requested information
within a mutually agreed-upon timeframe. Dell SecureWorks does not provide SLAs for completing
Managed Device service setup wtthin a specified period of time.

Managed Device Provisioning activities include:

o Scheduling Kick-off call with receipt of Service Order by MSS Deployment Team.

o Configuring Customer Relation Management ('CRM") / Ticket system. NOTE: Customer
approval of MSS solution design diagram(s) is required.

o Configuring the Managed Device(s)

r Scheduling of Service Activation call with Customer. NOTE: Deil SecureWorks receipt of
Customer acknowledgement that equipment is properly racked and cabled with Out of Band,

if appropriate, is required. Deli SecureWorks will begin tuning, monitoring and responding on
a per-appiication basis on an agreed-upon schedule.

It is the Customer's responsibility to procure and take delivery of the Managed Devices.
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The CTA is a Dell SecureWorks-proprietary appliance that is used in the secure delivery of the Service

for either Managed Device management or health/security event acquisition and transport. Dell
SecureWorks requires that one or more CTAs be deployed in Customer's environment. Customer is

responsible for ensuring that the implementation site complies with Dell SecureWorks'
physical/envuonmental requirements

1' r'1,.i'+', i:"1 pl*ff:e rlti;.ii {;,,-', ?Z;l:"*;:;f L

Initial Implementation consists of the activation of a Managed Device, Durlng Initial Implementation,
Dell SecureWorks will provide remote telephone support to validate that the Managed Device is

performing in the Customer's network as designed; for example, Customer traffic is being evaluated
and handled appropriately and interface connectivity has been established. Dell SecureWorks w[1] also

confirm our management capabiiities by ensuring connectivity to the Managed Devtce over the
public network and by ensuring receipt of expected data from the Managed Devrce. NOTE: Telephone
support will be provided during Eastern US time zone business hours.

1 {; y; i' i lr't"tti } Z 4' t7 ir:.t ti at, i x tpl e*te r * ;ttr e:'i' t 5 *"p p o rl
Initial implementation support is provided as described above. but with a 24 hour a day, 7 days a

weeh and 365 days a year scheduling window and support, except Dell SecureWorks Business

Holidays. Scheduling in advance is required for this Support. The Dell SecureWorks Business Holiday
schedule can be provided upon written request. When selected, the non-recurring charge for this
feature will be bilied upon delivery.

''.lai i-''r;lL !.c "1,,(;v;Stu,".i,-'! lii,pnO' I

Re-provisioning support is an orderable option for the Servrce. Re-provisioning support may be

ordered subject to a separate signed Service Order.

If Customer changes a Managed Device's physical location or Internet Protocol (lP) space or makes

other significant modifications that impact Deii SecureWorks' delivery of the Service, the Managed

Device will be subject to a re-provisioning fee. Examples include:

. Managed Device External IP change

r Managed Device Physicai Move (without IP address change or objects)

o Managed Device Physical Move (with IP address change and objects)

o Participation in Failover Testing or performing Route Swapping between multiple Managed
Devices

. Interface(s) and associated objects IP Re-numbering

r Policy reorganization based on groups or other standards

,*;::l:::;r'j f],-;i ;-:i *ar,r. iif,)f;i !--iat*',.rt;,lt ti:;'il
For purposes of CTA maintenance and troubleshooting, Dell SecureWorks wiil provide an optionally-
orderable eiement of the Service - equipment that will enable the SOC to remotely and securely
connect to the Dell SecureWorks CTA. NOTE. Additionai charges may appiy.

For each CTA at Customer's site, Customer shall make permanently avaiiable one analog telephone
line (POTS line) or additionat IP address for each CTA. Dell SecureWorks will provide equipment to be

attached to this line to provide OOB access. Upon mutual agreement by the parties, Customer's
existing OOB access option may be used where appropriate. Service interruptions or failure to achieve

the SLAS will not be subject to penalty in the event of noncompliance wtth the above.
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For purposes of Managed Device maintenance and troubleshooting, Dell SecureWorks can provide an
optionally-orderable element of the Service - equipment that will enable the SOC to remotely and
securely connect to the Managed Devlce

Detl SecureWorks can provide equipment to be attached to the POTS line and/or additional IP address
in order to provide OOB access for Customers who choose thls option. Upon mutual agreement by
the parties, Customer's ensting OOB access option may be used where appropriate. IMPORTANT:

Service interruptions or failure to achieve the SLAs wril not be subject to SLA credit in the event of
noncompliance with the above.

i'it::ryi:ni:l
The following Managed Device, location, and time-frame assumptions are used for purposes of
provrding a standard project-based timeframe for a Provisioning project plan:

c L-4 Managed Devices total.

. 1 physical location.

. Dependencies external to Dell SecureWorks such as Customer-provided information and
shipping carrler responsibilities are not inciuded within the provisioning estimate.

Based on these assumptions, Dell SecureWorks can generally provision the Managed Device(s) within
five (5) weeks, not inciuding the time required for Customer activities.

Advanced Malware Protection
The Servrce delivers threat protection against advanced malware threats by providing two types of
capability: Inbound Malware Detection and Response, and Infection Detection and Response. The
Service is specifically desigrned to detect, block and alert on inbound malware, and to also detect and
respond to existing malware infections that have evaded preventative security systems.

i::h*r-,rr:d !4ai"uar* *eiectlon arld Fie $pcnse

The Service utilizes malware detection technology deployed in the Customer network to detect and
respond to inbound malware targeting the Customer through emaii attachments and web traffic.

t'-,-;r '++--'-* --.t.-'l A,i_ 'a!'a:liCii!:

The Service can protect against inbound malware in unencrypted email attachments provided
Customer has acquired the appropriate supported product for email protection. Attachments are

inspected and executed in real time, observed for inappropnate/malicious behavior, and, if necessary,

alerted on and quarantined.

,:f r:-:., 1 vaii..t

The Service can protect against inbound malware in unencrypted web content provided Customer
has acquired the appropriate supported product for web protection Web content is inspected in real
time, observed for inappropriate/malicious behavior, and, if necessary, alerted on and biocked

' i:: !,,i :ai.l, i-,{',' l-,, .;.:, t :.i._ |t:: re 1a i 
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The Service can correlate "phishing" attacks by relating the initial email message with a phishing tink
to the malicious web content pointed to by the link provided Customer has acquired the appropriate
supported products for this correlation.

Dell SecureWorks Confidential Page 5 of 17



1,a 
,! , ,- t.,;,i r l)i::i r,:,r..lit{ trr. i;r{: **:-;r'iar::t:

The Service uses malware detection technology deployed in the Customer network to automatically
discover infections by monitoring network traffic on endpoint devices; for example, PC's, laptops,

moblle devices, servers, and fites. The Service monitors egress, proxy, and DNS traffic to identify

suspicious behaviors that would indicate the presence of malware and criminal command and

control. It identifies active, hidden threats by detecting various behaviors indicative of

criminal/malware activity including.

. Communications to Suspicious Destinations

o DNS queries for suspicious or known malicious domains

o Connection attempts to suspicious or known malicious destinations by Customer

network Egress or Proxy

o Suspicious communications to new destinations from wtthin your network

. Suspicious Communication Content

o Suspicious or zero-day malware downloads

. Suspicious Network Communication Behaviors

o Connection behavior that seems more automated than human-driven

o Domain fast fluxing activity (clusters of NXDOMAIN queries)

These observations are automaticaliy correlated with advanced cyber threat intelligence to positively

identify the specific threat type. provide attribution to the criminal operator, and determine the

likelihood of infection.

The Counter Threat Platform (as defined below) can aggregate and correiate security events from the

Advanced Malware Protection appiiance. This industry-leading Dell SecureWorks-developed

technology processes iog and alert information to identify and present security events of interest to

our Analysis team. These security experts then conduct further analysis, and once a threat has been

discovered, Deli SecureWorks notifies Customer personnel through the creation of a Security Incident

ticket, a telephone call, and/or other notification mechanisms in accordance with the

notification/escalation procedures selected by the Customer in advance. System access call profiles

for malware samples can be captured for further analysis. Customers can view security events and

perform incident workflow through the Counter Threat Portai.

Counter Threat Platform Customer Portal
Dell SecureWorks provrdes Customer with access to the Dell SecureWorks Counter Thread Platform

Customer Portal (the "Portal"). The Portal may oniy be accessed by the named individuais specified by

Customer during the Information Gathering phase and identified on the Service Initiation Form (SIF),

or by individuals who have been added to the list of named individuals after Service Activation. All

lnformation received by Customer through the Portal is solely for Customer's internal use and may

not be re-distributed, resold, or otherwise transmitted outside of Customer's organization wtthout
written authorization from Dell SecureWorks.

?4x7 SOC Access
Customer may contact the Dell SecureWorks Security Operations Center (SOC) 24 hours a day, 7 days

a week and 365 days a year through the portat or telephone.

r The SOC can provtde assistance with troubleshooting possible Managed Device-related

incidents.
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The SOC can change contact information or reschedule change times.

The SOC cannot provide general consulting advice that does not directiy pertain to the results
of the Service.

i4anaged Devrce lJptime rroaitovinE

Dell SecureWorks must be able to connect to the Managed Devlce through a network address
translation module on the CTA.

Dell SecureWorks will perform uptime monitoring of the device, Dell SecureWorks monitors uptime
via periodic polling of the Managed Device lf a failed or negative response is received from periodic
polling checks, an automatic alert is sent to Dell SecureWorks, which then generates a ticket.

Dell SecureWorks wiil perform certain manual checks before notifyrng Customer within the time
specified in the SLA. After Customer notification, Dell SecureWorks may perform further
troubleshooting or remediation steps after the root problem is identified

o If the root problem lies with the Managed Device, Deli SecureWorks will attempt to bring the
Managed Device back up. Dell SecureWorks will work with Customer's designated point of
contact by phone to address any device-related problems.

o If the root problem rs Customer related, such as a network change, outage, or Customer-
managed device, Deil SecureWorks wili provide Customer with any available troubleshooting
information, but Dell SecureWorks is not responsible for troubleshootrng issues that do not
directly relate to the Managed Device, Dell SecureWorks' collection device, or network.

Upgrade and Patch f{anagement
Dell SecureWorks monitors all vendors represented on Dell SecureWorks' approved platforms list for
release activrties related to software patches and upgrades. As security related software patches and
upgrades are released, Dell SecureWorks assesses the applicability of each release to Customer's
environment. Dell SecureWorks will work with Customer to schedule any necessary remote upgrades.

Patches are applied at no additional charge. Customer-Owned Equipment upgrades are implemented
by Dell SecureWorks as part of the selected service as long as the foltowing conditions apply:

r The upgrade can be performed remotely, either independently or with a minimal amount of
on-site assistance by Customer.

o The upgrade does not require a change to underlying hardware on which Customer-Owned
Equipment is deployed.

o A single upgrade does not require more than 2 person-hours of Dell SecureWorks' time. If
additional time is required, it will be performed on a time and materials basis pursuant to a

separate Statement of Work.

Dell SecureWorks will bitl Customer for all work beyond the aliocated 2 hours and for any work that
requires a Dell SecureWorks employee to travel to Customer's site. If the upgrade requires any
additional licensing or maintenance fees, Customer will be responsible for these fees

In cases where support for a particular product or product version rs being discontinued by the
vendor or by Dell SecureWorks, Dell SecureWorks wiil communicate new piatform migration options,
To be assured of uninterrupted service, Customer must complete the migration process within 60

days. Customer bears any costs reiating to procuring new hardware or components and to re-
provrsioning any Managed Devrces.
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SLAs do not apply during maintenance work ln addition, SLAs cannot be guaranteed if Customer
does not make the changes required by Deli SecureWorks or if Customer prevents Dell SecureWorks
from making the changes it notifies Customer are necessary for continued service.

Iriplemeritaiion of Fleplac€n-rcfit i-'{arci ware axid }-r ar dwar* tpErade:
As part of the Service, Dell SecureWorks will deliver initial implementation services for replacement
hardware for Managed Devices declared by the vendor as defective. It is the Customer's responsibiiity
to obtain replacement Managed Devices. Customer-provided repiacement hardware must be the
same vendor make and model as the defective Managed Device.

In our discretion, Dell SecureWorks may agree to perform same-vendor hardware upgrades for
Customer. Upgrades due to Customer's wish to upgrade the vendor model or product end of life
(EOL), etc. wrll incur additional fees.

Management Console
This section describes Dell SecureWorks' service delivery commitments associated with managing a

management console located at a Customer site (On Premise Management Console), which may be
part of the Customer's malware protection technology set. Any other service requests associated wlth
managing such a management console are out-of-scope. Upon request, Dell SecureWorks may
provide out-of-scope technical support on a time and materials basis pursuant to a separate
Statement of Work.

Two different service delivery models are availabie for management consoles:

i.,r ., 11..,.^^.;

tn tf,t. .."rl"rio, Customer provldes Dell SecureWorks vnth a privileged application account as well as

a priviieged operating system account to the management console. Customer retains no operating
system or application access to the Managed Devices. Customer must maintain a valid vendor
maintenance support.

Ctt-$i*z.l*g*d
In this scenario, Customer provides Deli SecureWorks wrth a privileged application account as well as

a privileged operating system account to the management console. Customer retains administrative
operating system and application access to the Managed Devices. Customer must maintain a valid
vendor maintenance support.

Appiicalion Upgrades
In either management scenarto, Dell SecureWorks may perform the following in addition to
configuration and troubleshooting of the Dell SecureWorks managed devices:

. Application Upgrades - Application upgrades witl be required from time to time in order to
maintain vendor support and resolve existing application issues. Dell SecureWorks will notify
Customer of an upcoming On-Premise Management Console upgrade. If De1l SecureWorks
deems the upgrade is of significant risk, De1l SecureWorks may request that a technically-able
representative be available during the upgrade, and will work with the Customer to establish a

mutually acceptable maintenance window. If the Customer performs an application upgrade,
Dell SecureWorks must be notified at least 72 hours ahead of a console upgrade in order to
ensure that service continuity is maintained
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Customer may submit a standard change request to Del1 SecureWorks by telephone or the Portal. Del1

SecureWorks requires that the change request is made by an authorized Customer contact Dell
SecureWorks will contact Customer to clarify unclear requests as needed.

Acvanc*d Event Analysis andThreat Ccnte>t
Upon customer request, Dell SecureWorks will perform a comprehensive analysis of the alert and

subsequent samples submitted, and deliver a detailed report with the following information:

r AlertDetails/Background

o Original alert data, source host/lP, date/time, DSWRX ticket numbers and other
pertinent backgrround information

o Technical Details (as reievant and accessible as it relates to the given malware sample)

o Malware family

o Noted system or OS changes

o Domain and Host names related to event

o Other identifiable threat indicators

o Threat Context (Where applicable and available for the particular malware sample)

o Leverage Detl SecureWorks Threat Indicator Management System (TIMS) to perform
correlation and link analysis

o Report on previously seen versions of the maiware and it's prevalence

o Provide additional details and threat context as available

. Recommendations

o Suggested actions for Customer to take to resolve the event and/or prevent future
occurrence

To provide Threat Context, Dell SecureWorks proactively correlates multiple intelligence sources for

network and host threat indicators, including:

r Indicators from Dell SecureWorks global security monitoring data

o Indicators from collected malware processed by our three-stage automation process

desrgned to extract network and host indicators

e Indicators from our Advanced Persistent Threat research to include network and host
indicators from known APT infrastructure and associated tradecraft

o Indicators from botnets monitored by the security experts in our Counter Threat Unit research

team

. Indicators from underground threat actor chatter as monitored by Dell SecureWorks

o Indicators from public dump sites such as pastebin.com

\l/hen Customer is aierted to an AMP event. they will have the option to request Advanced Event

Analysis and Threat Context on the event in consideration. Customer is limited to the following

number of advanced analysis reports during the annual contract period:

. Appliances with a throughput of <=50 Mbps or <= 150K emails/day: l-2 events

o Appliances wrth a throughput of 50-250 Mbps or 150K -300K emails/day: 18 events
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. Appliances with a throughput of > 250 Mbps or > 300K emails/day: 24 events

fust*l-nc:" Direcled Reseerch l*;" p,?'*,p il',;enls
Customer retains a fixed block of 40 hours per year that can be applied towards additional, focused
research on AMP events. Following receipt of an Advanced Event Analysis and Threat Context report,

Customer has the option to engage the analysis consultant for a review of the findings and
recommendations, or additional investigation into the threat. Hours spent delivering work is accrued
in half-hour increments. Unused hours expire at the end of each service year

Upon Customer request, malwares samples may be escalated to the Counter Threat Unit Research

Team for human analysis and reverse engineering. CTU Research work effort wiil accrue against the

retained hours at a rate of 2x.

Other {Cu{ of Scope} Services
Any other services are out-of-scope. Upon request, Dell SecureWorks may provide out-of-scope
technical support on a time and materials basis pursuant to a separate Service Order. Examples of
such out-of-scope support include, but are not limited to.

r On-site installation and provisioning of Managed Device

o Integration of complementary products that are not managed by Dell SecureWorks; for
example SIEM, GRC, network packet capture technoiogies

o Custom analysis and/or custom reports, except as defined above

. Configuration of any tunnel end point that is not terminated on a Dell SecureWorks-managed
device

. Incident response and forensics, except as retained in a separate Statement of Work

o Security Best Practice Consulting
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Customer agrees to perform the obligations and acknowledges and agrees that Dell SecureWorks'
ability to perform its obiigations, and its liabitity under the SLAs below, are dependent upon
Customer's compliance with the foliowing:

tlrcler and Detrrvexy of lr4anaqed Devices
Customer is responsible for procuring and arranging delivery of Managed Devices, including
replacement Managed Devices as necessary. For additional information regarding hardware
purchases, please contact your Dell SecureWorks representative."

Return Merchandise Auth {}Tlzali{}n {RMA} Fr*cess R*sp*nsihilities
Customer is responsible for initiating and futfilling the RMA process with their 3rd party vendor in the
event that the Hardware/Software being managed by Dell SecureWorks is determined to be in a faiied
or faulty state that requires replacement.

HardwarelSoftware
Dell SecureWorks' StAs will not apply to platforms that are End of Life, End of Support, or are
otherwise not receiving updates by the vendor.

Support Coniracts
Customer is responsible for maintaining appropriate levels of hardware support and maintenance
(including 3rd party hardware and software contracts) for the Customer-ourned Managed Devices and
connectivity to prevent network performance degradation and maintain communications between
the Customer's contracted Managed Devices and Dell SecureWorks'Secure Operations Center or SOC.

Connectrviiy
Customer will provide access to Customer-premises and relevant appliance(s) and management
console(s) necessary for Dell SecureWorks to manage and monitor the contracted Managed Devices.
Customer will ensure that Managed Devices have Intemet access to the vendor's malware protection
cloud (cloud.fireeye.com) so that software updates may be downloaded in a timely fashion.
Additionally, Customers should communicate any network or system changes that could impact
servlce delivery to the SOC via a ticket in the Dell SecureWorks Customer portal. SL,As will not apply to
Managed Devices that are experiencing Customer-caused connectivity issues.

Advance Nctification of Managemeni Conscle Upg:"ades
Customer must notify Dell SecureWorks at least 72 hours ahead of an On-Premise Management
Console upgrade in order to ensure that service continuity is maintained.
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Service Levei Matrix

Dell SecureWorks aims for high availability for the Service. This means

high availabitity of the Portal to our customers subscribing to this
Service as well as high availability of communications flow between
our infrastructure and our customers monitored and managed
envlronments.

To attain this goai, Dell SecureWorks maintains communications
availability to the Intemet 99.9% of the time during any calendar
month, excluding planned maintenance windows.

"Communications availability" is defined as the ability for one of Dell

SecureWorks' SOCs to transmit and receive TCP/IP packets between
its networks and its upstream Internet Service hovider.

In the event that this SLA is not met for a g:tven calendar month,
Customer shall be entitled to a monetary credit equal to U30th of the

monthly rate paid for the Service(s) delivered during that calendar
month. Deli SecureWorks makes no guarantee to availability or
performance of the intemet at large between Dell SecureWorks'

customers to the intemet. Deli SecureWorks' measuring of 99.9% is

executed from multiple sites throughout the intemet to the Dell

SecureWorks SOCs.

1/30th of monthly
fee of affected
Service

Availability

1/50th of monthly
fee for Service for
the affected
Managed Device

Change Requests identified as "Standard" will receive the following
Service Levels:

o Acknowledgement of change wlthin one (1) business hour
from the time stamp on the help desk ticket created by Dell
SecureWorks

. Scheduling of the change window within six (6) hours of
receipt of requirements from Customer

. Deployrnent of the change within four (4) hours of the
scheduled change window

Standavd
Change
Request

1/30th of monthiy
fee for Service

Standard hetp desk requests (applies to all non-change and non-
incident tickets) submitted through the Dell SecureWorks Portal or by
telephone will be subject to "aclcnowledgement" (either through the
help desk ticketing system. email, or by telephone) of receiving the
reguest within one (1) hour from the time stamp on the help desk
tlcket created by Dell SecureWorks .

An acknowledgement to help desk requests classified as "Urgent" on
the help desk ticket and verified by the SOC as "Urgent" will be sent
(either through the help desk ticketing system, email or telephonicatly)
within fifteen (15) minutes from the time stamp on the heip desk ticket
created by Deil SecureWorks.

Ail Other
help desk
Reguests
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Security
Monitoring

Customer shall receive a response (accordtng to the escalation
procedures defined in the Portal or in the manner pre-selected in
writing by CuStomer, either through the help desk ticketing system,
email, or by telephone) to security incidents within fifteen (15)

minutes of the determinatron by Dell SecureWorks that given
malicious activity constitutes a security incident. This rs measured by
the difference between the time stamp on the incident ticket created
by Dell SecureWorks SOC personnel or technologry and the time
stamp of the correspondence documenting the initial escalation.

A "security incident" is defined as an incident ticket that comprises an
event (log) or group of events (logs) that is deerned high severity by
the SOC in accordance with Dell SecureWorks' Event Handling
Process (see Exhibit A). (The most up-to-date version can always be
found in the Reat-Time Events section of the Portai).

Automatically created incident tickets (via correlation technology) and
event(s) or log(s) deemed low severity wiil not be escalated, but wili
be availabte for reporting through the Portal.

U30th of monthly
fee for Service for
the affected
Managed Device

Active Health
Monitoring

Active health checks identifying the following conditions are subject
to the coinciding SLAs below:

Device Unreachable - 50 minute response (via phone, ticket or email)
from identification of the Managed Device being unreactrable. This is

measured by the difference between the time stamp on the Managed
Device unreachable ticket created by Delt SecureWorks SOC personnel
or technology and the time stamp of the correspondence
documenting the initial escalation.

1/30th of monthiy
fee for Service for
the affected
Managed Device

Advanced
Event
Analysis and
Threat
Conte)rt
Reports

Advanced Event Analysis and Threat Context Reports will be delivered
to the Customer within two (2) business days from the time the

Customer makes the reguest in the Portal.

These reports will
not count
towards the total
number of
purchased
reports.

Additionai Service Rules, Regulations, and Ccnditions
The MMAMP Service provides robust device management, security anaiysis, and performance
monitoring to Customer. However, deployment of this Service in Customer's network does

not achieve the impossible goal of risk elimination, and therefore Dell SecureWorks makes no
guarantee that intrusions, compromises, or any other unauthorized activity wiil not occur on
Customer's network.

Dell SecureWorks may schedule maintenance outages for Dell SecureWorks-owned
equipment/servers, which are being utilized to perform the services, with 24-hours' notice to
designated Customer contacts.

The Service Levels set forth herein are subject to the fotlowing terms, conditions, and

limitations.

i. The Service Levels shall not appiy during scheduled maintenance outages and,

therefore, are not eligibte for any Service Level credit.

ii. The Service Levels shall not appiy in the event of any Customer-caused service outage
that prohibits or otherwise limits Detl SecureWorks from providing the Service or
delivering the Service Levels or managed service descriptions, including, but not
limited to, Customer's misconduct, negligence, inaccurate or incomplete information,
modifications made to the Services, or any unauthorized modifications made to any

a.
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managed hardware or software devices by Customer, its employees, agents, or third
parties acting on behaif of Customer.

iii Furthermore, the Service Levels shall not apply to the extent Customer does not fulfill
and compiy wrth its obligations and interdependencies set forth within this SLA (see

"Customer Requirements" above) The obligations of Dell SecureWorks to comply with
the Service Levels with respect to any incident response or heip desk request are also

interdependent on Dell SecureWorks' abiiity to connect directly to Customer's
Managed Devices on Customer's network through an authenticated server in the Deil
SecureWorks Secure Operations Center.

d. Customer wiil receive credit for any failure to meet the Service Level outiined above within
thirty (30) days of notification by Customer to Dell SecureWorks of such failure. In order for
Customer to receive a Service Level credit, the notification of the Service Level failure must be

submitted to Dell SecureWorks within thirty (30) days of such faiiure. Dell SecureWorks will
research the request and respond to Customer within thirty (30) days from the date of the
request. The total amount credited to a Customer in connection with any of the above Service

Levels in any calendar month will not exceed the monthly Service fees paid by Customer for
such Service. Except as otherwise expressly provided hereunder or in the Agreement, the
foregoing Service credit(s) shall be Customer's exclusive remedy for failure to meet or exceed
the foregoing Service Levels.
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Event Handting Process
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Dell SecureWorks agrees, subject to the terms and conditions of your separate master sewlce

agreement or security services schedule (and as further set forth below), to replace Dell

SecureWorks iDevices that are not properly functioning adequately due to ordinary wear and

tear, malfunctions, inadequate available memory, or obsolescence. Repiacement iDevices may
be new or refurbished. These terms and conditions do not appty to Managed Devices as

defined in this Service Description, including security products manufactured by FireEye.

iDevices subject to this Program may include the Dell SecureWorks' CTA, iSensor IPS/IDS

appliances. Enterprise iSensor IPS/IDS appliances, LogVault appliance, Inspector, SDA, SYSLOG

Aggregator,log collection devices, and/or SNORT IDS device.

If Customer is purchasing an iDevice, the followrng terms apply:

1-. Mere purchase by Customer of an iDevice does not subject the same to this Program

unless: (a) such iDevice is expressly specified in a written Dell SecureWorks Service Order

or Service Agreement signed by an authorized officer of Dell SecureWorks and (b)

Customer's payment of all maintenance fees is made when due

2. Customer may elect to participate in the maintenance program only at the time of
purchase of the Dell SecureWorks iDevice. If, at any time after the purchase of the Dell

SecureWorks iDevice, Customer wishes to participate in this Program, it must agree to pay

all fees that would have been billed since the actual date of purchase of the iDevice.

The charges for the maintenance program only cover replacement of Dell SecureWorks

iDevices. Any performance, damage, repair and/or other warranty issues, or ciaims wtth
respect to non-Dell SecureWorks-branded iDevices must be addressed with the applicable

OEM manufacturer.

Dell SecureWorks'obligation to comply with the foregoing is conditioned upon, and subject

to, the assistance and availability of Customer's onsite personnel for asslstance in the: (x)

diagnosis and troubleshooting of problems with existing iDevices and (y) replacement and

installation of any new iDevice all in compiiance with your master service agreement or

services schedule.

Furthermore, Dell SecureWorks will not replace Dell SecureWorks iDevices returned by
Customer that are no longer performing on account of unauthorized use, physical damage, or
misuse or abuse of the products, as determined by Dell SecureWorks in its sole discretion,

including, but not limited to, any of the following circumstances:

1. Damage due to lightning or other climate problems (inctuding, but not limited to,

exposure to excessive light, heat, flooding, and the like);

2. Opening of iDevices by any person other Dell SecureWorks authorized personnel,

3. Unauthorized loading or modification of software on or other reprogramrning of the
iDevice;

4 Unauthorized linking of the iDevice wrth other Customer equipment or systems;

5 Cracks in iDevices, dents to chassis or apparatus, or other damage caused by dropping of

iDevice or other mishandiing, misuse, or abuse;

6. Presence of liquids (or residue there from) or the excessive presence of other extraneous

materials inside the iDevice (including. but not limited to, dust, hair, dirt, or grime);

7 Inability to mount the iDevice;

8. Improper powering down of the iDevice.



o Dell SecureWorks shall bill Customer, and Customer shall be liable, for iDevices: (i) damaged

due to Customer's misuse or abuse, or (ii) no longer performing adequately due to
unauthorized use, physical damage, misuse, or abuse of the iDevices by Customer'

r Customer is strongly encouraged to purchase spare equipment to maintain fail-over iDevlces

within countries located outside of the United States.
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Servie* *c.rcri?:tion arz* Service Level Agreentcnts
This SeMce Des;.rption ana SeivrCe Levet ngreement and the attached appendices (collectiveiy, the
"service Description') is provided for the customer ("Customer" or "you") and the Deli entity identified
in the service order ("Service Order") executed by Customer and such Dell entity for the purchase of

this Servrce (as defined beiow) ("Dell SecureWorks"). This Service is provided in connection with
Customer's separate signed master services agreement or security services schedule that explicitly

authorizes the sale of managed security services. In the absence of either a master services

agreement or security services schedule, the Services performed under this Service Description are

governed by and subject to the terms and conditions of the Dell SecureWorks Master Services

Agreement, available at www.Del1.com/Securityterms which is incorporated by reference in its

entirety herein (the "MSA").

5*rvice {}ven iew
The Dell SecureWorks@ Managed and Monitored Intrusion Prevention ("MMIPS") Service (the "Service')

provides proactive administration of your Intrusion Prevention ("lPS") infrastructure 24 hours aday,7
days a week, and 365 days a year. Dell SecureWorks' certified security experts wrll perform all activities

necessary to keep these devices operating at peak performance.

Service Descripticn
Dell SecureWorks' proprietary platform provides the foundation for delivery of our managed security

services. The following servlce components are included with the managed and monitored intrusion

detection and prevention seMce unless otherwise mentioned:

Falicy Management
Deli SecureWorks manages the policy on the devrce. The policy will be tuned so that each signature is

classified by action and by severity levet. Major Events are events that Dell SecureWorks has a high

degree of confidence are a significant risk to Customers These events may require immediate

notification and swrft resolution by Detl SecureWorks or Customer. Minor Events are events that Dell

SecureWorks does not believe pose an immediate threat or risk. Dell SecureWorks determines which

events belong in the Major Event category through the use of signature priorities, algorithms, event

correlation, and Detl SecureWorks' professional .ludgment. All other secunty incidents are considered

Minor.

Blocking traffic creates the risk of potentiai disruption to Customer's business. Dell SecureWorks is not

responsible for negative impacts to Customer as a result of network traffic blocked by device. Dell

SecureWorks will work with Customer to tune the policy during the initial tuning period.

Customers may request that a signature be blocked, unbiocked, or reprioritized by calling Deil

SecureWorks or opening a ticket in the Customer portal.

, r,itt*, I'o,tcy Tut:it:c.t

Upon servrce activation, Dell SecureWorks appties one baseline policy to each device. Dell

SecureWorks then tunes the policy to Customer's environment during the thirty (30) day tuning

period which begins on the Servrce Commencement Date. During this tuning period, Deil

SecureWorks works with Customer to determine the action and severity applied to signatures
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Policies are updated regularly as updates are released by vendors and reviewed by Dell SecureWorks.
If applicable, critical signatures that Dell SecureWorks recommends for blocking will be set to
simulated block and pushed to the device in the next poiicy update cycle. These signatures can be
tuned to block on a one-off basis by caliing Dell SecureWorks or via the Customer portal. Additionally,
Customer can pre-approve all signatures for blocking in which case all new blocking signatures will
be pushed to the device in block mode without additional Customer approval.

If supported by the device, Deil SecureWorks can configure the device to fail open or closed,
depending on Customer preference. In the event of device failure, if the device configured to fail
open, no traffic will be blocked; if configured to faii closed, all traffic will be blocked

?{eaith and Uptime "h4.cnrt*ring
Deil SecureWorks' proprietary platform provides active and passive health checks on managed and
monitored devices. Active checks are performed only on devrces being managed to obtain system
1evel performance information. Passive checks are performed using event flow trending technology to
detect loss of log coliection from managed and monitored devices. Device heaith information and
ticketing workflow is displayed in the Portal for Customer consumption.

Dell SecureWorks must be abie to connect to the device via the Internet using ICMP and SSH.

Dell SecureWorks monitors uptime via periodic polling of the device. If a failed or negative response is

received from periodic poiling checks, an automatic alert is sent to Dell SecureWorks, which then
generates a ticket.

Dell SecureWorks will perform certain manuai checks before notifying Customer within the time
specified in the SLA. After Customer notification, Dell SecureWorks may perform further
troubleshooting or remediation steps after the root problem is identified.

o If the root problem lies with the device managed by Dell SecureWorks, Dell SecureWorks will
attempt to bring the devrce back up. Dell SecureWorks wrll work wtth Customer's designated
point of contact via phone to address any device related problems.

o If the root problem is Customer related, such as network change, outage, or Customer-
managed device, Dell SecureWorks will provide Customer with any available troubleshooting
information, but Deil SecureWorks is not responsible for troubleshooting issues that do not
directly relate to the devrce, Deli SecureWorks client premise equipment, or Dell SecureWorks'

network.

Security Event lWonrtoring
Device 1og data is gathered by the client premise equipment and transported to Dell SecureWorks.
The data is parsed, normalized, correlated, and prioritized. The security events are categorized by Deil

SecureWorks based on the severity level. Deli SecureWorks also performs additional analysis to
determine whether the event is a false positive. Dell SecureWorks provides Customer with a

description of the event and any contextual information. The event is also posted on the Customer
Portai and made availabie for reporting. In depth anaiysis, incident response, forensics, and
countermeasures are not included in this service

Scftware Upgrade and Patch Maintenance
Dell SecureWorks monitors all vendors represented on Dell SecureWorks' approved piatforms list for
release activities related to software patches and upgrades. As security reiated software patches and
upgrades are released, Dell SecureWorks assesses the applicability of each release to Customer's
environment. Dell SecureWorks wiil work with Customer to schedule any necessary remote upgrades.
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In cases where support for a particular product or product version is being discontinued by the
vendor or by Dell SecureWorks, Dell SecureWorks will communicate new platform migration options
In order to be assured of uninterrupted service, Customer must complete the migration process

within 60 days

SLAs do not appty during maintenance work SLAs cannot be guaranteed if Customer does not make

the changes required by Dell SecureWorks or if Customer prevents Del1 SecureWorks from making the
changes it notifies Customer are necessary for continued service

Cther S*;"vices
Any other services are out-of-scope. Upon request, Dell SecureWorks may provide out-of-scope
technical support on a time and materials basis pursuant to a separate SOW. Examples of such out-of-
scope support include.

. On-site installation and provisioning of device

r Analysis of minor events

o Integration of complementary products that are not managed by Dell SecureWorks (e.9.,

antivirus software; web reporting software).

. Development of customized signatures

o Custom analysis and/or custom reports

r Forensics

Add-On Cpticns
The following services are not included in
Service offering but are available from Deil

the standard Managed and Monitored Intrusion Prevention
SecureWorks at an additional cost.

l-{igh Avaitrability
As an optional service upgrade, Dell SecureWorks offers a High Avaitabiiity solution for intrusion
prevention devices that natively support High Availability.

I{anagement Conscle
This section describes Dell SecureWorks service delivery commitments associated with managing a

management console located at a Dell SecureWorks site ('Hosted Management Console') or at a
Customer site ('On Premise Management Console'). Any other service requests associated wtth
managing a management console are out-of-scope. Upon request, Dell SecureWorks may provide

out-of-scope technical support on a time and materials basis pursuant to separate SOW.

?{asted Managern*nt Conscle
In this scenario, management consoles are housed within a Dell SecureWorks data center. The

service delivery modei associated with Hosted Management Consoie is described below.

ijuili' l$'anaq*d
In this scenario, Dell SecureWorks shall maintain exclusive administrative privilege to the
management console and will manage ali devrces contained within the management console. Upon
Customer request, read only access to the management console may be provided to the Customer'

Customers who have read-only access to the hosted management console will be notified in advance

of any work being performed on the management console.
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Dell SecureWorks may perform the foliowing:

. Consble Backup and Restore

Dell SecureWorks wili maintain hosted managed management console backups at a Dell SecureWorks
site to rebuiid the management consoie, in the event of a hosted managed management console

failure.

. Application Upgrades

Dell SecureWorks wili perform application upgrades from time to time in order to maintain vendor
support and resolve existing application issues.

*n-Premrse Manaqement C*:rsole
In this scenario, management consoles shalI be housed at a Customer site. Two different service

delivery models are associated with Hosted Management Consoles. Co-Managed and Access-Only

Cc- ManaEed
In this scenario, the Customer provides Dell SecureWorks with a priviieged application account as well
as a priviteged operating system account to the management console. Customer retains

administrative operating system and application access to the devices. Customer must maintain a

valid vendor maintenance support.

Dell SecureWorks may perform the following in addition to policy rule and object modification,
addition, deletions, troubieshooting for the De1l SecureWorks managed devices:

o Console Backup and Restore

Dell SecureWorks requires that the management console backups be stored and maintained by the

Customer on a remote device at the Customer site.

Depending upon the vendor platform, Dell SecureWorks shall maintain On-Premise management
console backups on the Dell SecureWorks client premise equipment. In the event of a remotely
managed management console failure requiring a rebuild, Dell SecureWorks will work with the
Customer to transfer a copy of the latest backup to the On-Premise management console.

. Application Upgrades

Application upgrades witi be required from time to time in order to maintain vendor support and
resolve ensting application issues. Dell SecureWorks will notify Customer of a coming On-Premise
management console upgrade. If Dell SecureWorks deems the upgrade is of significant risk Dell

SecureWorks may request that a technically-able representative be available during the upgrade and

will work with the Customer to establish a mutually acceptable maintenance window. If the Customer
performs an application upgrrade, Dell SecureWorks must be notified at least 72 hours ahead of a

console upgrade in order to ensure that service continuity is maintained-

Access-Cnl5'
In thrs scenario, the Customer will create Deil SecureWorks an application account vvtth the necessary
privileges to perform policy modifications, deletions, additions and installation of policies and objects

for the Dell SecureWorks-managed devrces. The Customer is responsibte for ongoing maintenance,
updates, backups. upgrades of the On-Premise management console. Customer must notify Dell

SecureWorks at least five (5) days ahead of a consoie upgrade in order to ensure that the proper

support is maintained.
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Dell SecureWorks can enable application control as per Customer's request. There are over 1200
applications supported within the device, therefore it is Customer's responsibility to specify all
application control and application rule settings requrred. Dell SecureWorks will configure the device
in accordance with the Customer's specifications.

Dell SecureWorks does not offer application debugging in the event of unexpected conseguences
from application control settings. Dell SecureWorks' responsibilities surrounding application control
are limited to enabling or disabling the application controi settings At the time of initial deptoyment,
by defautt, apptication intelligence and control is turned off.

iJs*r Ccnlrol
This service enables control and monitor of user activity in the Customer network.

To perform user control, Customers must use Microsoft active directory LDAP servers. The system
obtains the users and groups that can be used in access control rules from Active Directory, and also
ties users to IP addresses with the logins reported by the user agents installed on Active Directory
servers The user agent works in conjunction with the managed IPS device to gather user data. The
user agent is also essential to implementing user access control.

Dell SecureWorks managed services helps customers to setup a user agent on the management
console and configure the management console to connect to a user agent. Dell SecureWorks wiil
also provide appropriate instructions to Customers to configure user agents on Microsoft active
directory servers. Upon customer's request, Dell SecureWorks can control or monitor appropriate user
activity in the Customer network. Service does not cover installation or continued management or
monitoring of user agents installed on non-SecureWorks managed devices.

Advanced Malware Prctecti*n
The Servrce is specifically designed to detect and block malware infected files attempting to enter or
traverse the network. The service also offers continuous analysis and subsequent retrospective
alerting of infected fiies in the event malware determination changes after initial analysis.

In addition to Heatth Monitoring, Upgrade and Patch Management and Change Management, Dell
SecureWorks aggregates and correlates security events from the Advanced Malware Protection
appliance. This industry{eading Dell SecureWorks-developed technology processes log and alert
information to identify and present security events of interest to our Analysis team. These security
experts then conduct further analysis, and once a threat has been discovered, Dell SecureWorks
notifies Customer personnel through the creation of a Security Incident ticket, a telephone call, and/or
other notification mechanisms in accordance with the notification/escalation procedures seiected by
the Customer in advance Customers can view security events and perform incident workflow
through the Counter Threat Portal.

;TU il**r^riern:*asur*s
CTU Countermeasures are provided as a part of premium managed IPS Service. These
Countermeasures supplements the Sourcefire VRT signatures. CTU Countermeasures are derived via
in-depth analyses of malware samples and comprehensive vulnerability anaiysis. Depiolng these
countermeasures on the IPS appliance increases the effectiveness of your managed IPS to block
communications to knourn command and control centers. Customers subscribed to this service is

offered expert installation and configuration support CTU countermeasures from SecureWorks SOC.

SecureWorks SOC initiates CTU signature updates typicaily twice a week (Tuesday and Thursday)
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SecureWorks SOC may initiate additional signature updates to address critical vulnerabilities as and

when required.

;ust*mcr RequlrelTtclil$
Customer agrees to perform the obligations and acknowledges and agrees that Dell SecureWorks'

ability to perform its obiigations, and its liability under the SLAS below, are dependent upon

Customer's compliance with the foltowtng:

H ardvsarelS*f iwar€ procurerneni.

The Customer is responsible for purchasing the IPS hardware and software necessary for Delt

SecureWorks to deliver the MMIPS Service. Additionally, the Customer is responsible for ensuring their

hardware/software stays within the 3'd party vendors' supported versions. Dell SecureWorks' SLAs will
not apply to platforms that are end of life, end of support or are otherwise not recetving updates by

the vendor

Support Ccniracts
Customer is responsible for maintaining appropriate levels of hardware support and maintenance
(inctuding third-party hardware and software contracts) for the Customer ourned IPS and connectivity

to prevent network performance degradation and maintain communications between the Customer's

contracted intrusion prevention devices and Dell SecureWorks' security operations centers (Secure

Operations Centers" or "SOC(s)").

Rt"tA Respon sibilit i es

The Customer is responsible for initiating and futfilling the return materials authorization ("RMA")

process with their third-party vendor in the event that the hardware/software being managed by Delt

SecureWorks ts determined to be in a failed or faulty state that requires repiacement.

C*nnectivity
Customer will provide access to Customer-premises and relevant appliance(s) and management

console(s) necessary for Deil SecureWorks to manage and monitor the contracted intrusion

prevention devices. Additionally, Customers should communicate any network or system changes

that could impact service delivery to the SOC via a ticket in the Dell SecureWorks Customer portal

SLAs will not apply to devices that are experiencing Customer-caused connectivity issues
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1/30th of monthly fee
for Service for the
affected device

Change Requests identified as "Standard' will receive the
following service levels:

r Acknowledgement of receiving the change
within 1 business hour from the time stamp on
the ticket created by Dell SecureWorks.

Standard Change
Request

U30th of monthly fee
for Service for the
affected device

Customer shall receive a response (according to the
escalation procedures defined in the Customer portal or
in the manner pre-selected in writing by Customer,
either through the ticketing system, email, or by
telephone) to security incidents within fifteen (15)

minutes of the determination by Deil SecureWorks that
given malicious activity constitutes a security incident.
This is measured by the difference between the time
stamp on the incident ticket created by Dell SecureWorks
SOC personnel or technology and the time stamp of the
correspondence documenting the initial escalation.

A 'security incident" is defined as an incident ticket that
comprises an event (log) or group of events 0ogs) that is

deemed high severity by the SOC in accordance with
Dell SecureWorks' Event Handiing Process (see Exhibit A).

The most up-to-date version can always be found in the
Real-Time Events section of the Customer portal).

Automaticalty created incident tickets (via correlation
technology) and event(s) or log(s) deemed low severtty
will not be escalated, but will be available for reporting
through the Customer portal.

Security Monitoring

1/30th of monthly fee
for Service for the
affected devtce

Active health checks identifyrng the following conditions
are subject to the coinciding SLAs below:

. Device Unreachable - 30 minute response (via

phone, ticket or email) from identification of the
device being unreachable. This is measured by
the difference between the time stamp on the
device unreachable ticket created by Dell
SecureWorks SOC personnel or technology and
the time stamp of the correspondence
documenting the initial escalation.

Active Health
Monitoring

1i30th of monthlY fee
for Service for the
affected devlce

Dell SecureWorks will evaiuate all US-CERT Advisories
announcing remote vulnerabilities to determine if
signature creation is possible. If the content of a US-

CERT advrsory is suitable and sufficient to craft
sigTnatures, those sigrnatures shall be created and an IPS

device update shall be initiated within 48 hours.

CTU
Countermeasures
Update (applicable
only for customers
subscribed to
premium managed
IPS Service)
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The current Operational Service Level Objective (SLO) for deploying third-party vendor signature

updates is 48 business hours from Deil SecureWorks' receipt of such signature sets from the applicable

third-party vendor. Dell SecureWorks attempts to push out new third-party signature sets as quickly as

possible, but also endeavors to mitigate Customer security/network impact and risk by first loading
signature sets in our lab or test devices and attempting to validate there are no adverse impacts with
the set ioading.

A,Cditi*nal Service Rules, R*gulaticns, and Ccrrdltions
a. Deii SecureWorks MMIPS Service provides robust device management, security anaiysis, and

performance monitoring to the Customer. Deployment of Dell SecureWorks'MMNFW Service

does not achieve the impossible goal of risk elimination, and therefore Dell SecureWorks

makes no guarantee that intrusions, compromises, or any other unauthorized activity will not
occur on Customer's network.

b. Dell SecureWorks may schedule maintenance outages for Dell SecureWorks owned
equipment/servers which are being utiiized to perform the services with 24-hours' notice to
designated Customer contacts.

c. The Service Levels set forth herein are subject to the following terms, conditions, and

limitations:

i. The Service Levels shall not apply during scheduled maintenance outages and

therefore are not eligible for any Service Levei credit. Dell SecureWorks shail not be

held liable for any Service impact or Service Levels Agreements related to product
configurations that are not supported by Dell SecureWorks within the customer's
policy.

ii. The Service Levels shall not apply in the event of any Customer-caused service outage
that prohibits or otherwise limits Deil SecureWorks from providing the Service,

delivering the Service Levels or managed service descriptions, including, but not
limited to, Customer's misconduct, negligence, inaccurate or incomplete information,
modifications made to the Services; or any unauthorized modifications made to any

managed hardware or software devices by the Customer, its employees, agents, or
third parties acting on behalf of Customer.

iii. Furthermore, the Service Level's shall not appiy to the extent Customer does not fulfill
and comply with its obligations and interdependencies set forth within this SLA. The

obtigations of Dell SecureWorks to comply with the Servrce Levels wtth respect to any

incident response or ticket request are also interdependent on Dell SecureWorks'

ability to connect directly to the Customer devices on the Customer network through
an authenticated server in the Deii SecureWorks Secure Operations Center.

d. If the Customer has purchased iDevice maintenance for a specific iDevice and such iDevice is

not functioning properly, Dell SecureWorks will troubleshoot and, if necessary, replace such

iDevices in accordance Exhibit B - Dell SecureWorks Maintenance Program Terms and
Conditions.

e. Monthly recurring cost may increase, shoutd actual throughput utilized by the customer
exceed the throughput customer has subscribed to Dell SecureWorks reserves the right to
audit the service on a quarterly basis and adjust service fees appropriately. Dell SecureWorks

may adjust service fees quarterly to reflect actual service utilization.

f. Customer will receive credit for any failure to meet the Service Levels outlined above within
thirty (30) days of notification by Customer to Dell SecureWorks of such failure. In order for
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Customer to receive a Service Level credtt, the notificatlon of the Service Level failure must be

submltted to Dell SecureWorks within thirty (30) days of such failure. Dell SecureWorks will
research the request and respond to Customer within thirty (30) days from the date of the

request. The total amount credited to a Customer in connection rnnth any of the above Servtce

Levels in any calendar month will not exceed the monthly Service fees paid by Customer for

such Service. Except as otherwise expressly provided hereunder or in the Agreement, the

foregoing Service credit(s) shall be Customer's exclusive remedy for failure to meet or exceed

the foregoing Service Levels.
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Event Handling Process
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Coiidtlions

Deli SecureWorks agrees, subject to the terms and conditions of your separate master service

agreement or security services scheduie (and as further set forth beiow), to replace Dell
SecureWorks iDevrces that are not properiy functioning adequately due to ordinary wear and
tear, malfunctions, inadequate available memory, or obsolescence. Replacement devices may
be new or refurbished

iDevices subject to this Program may include the Dell SecureWorks' Counter Threat Appliance
(CTA), iSensor, LogVault appliance, Inspector, SDA, SYSLOG Aggregator,log collection devices,

and/or SNORT IDS device.

If Customer is purchasing an iDevice, the foltowrng terms apply:

1-. Mere purchase by Customer of an iDevice does not subject the same to this Program
unless: (a) such iDevrce is expressly specified in a written Dett SecureWorks Servlce Order
or Service Agreement signed by an authorized officer of Dell SecureWorks and (b)

Customer's payment of ali maintenance fees is made when due.

2. Customer may elect to participate in the Program only at the time of purchase of the Dell

SecureWorks iDevice. If, at any time after the purchase of the Dell SecureWorks iDevice,

Customer wishes to participate in this Program, it must agree to pay ail fees that would
have been billed since the actual date of purchase of the iDevice.

The charges for the Program only cover replacement of Dell SecureWorks iDevices. Any
performance, damage, repair and/or other warranty issues, or claims with respect to non-Dell
SecureWorks-branded iDevices must be addressed with the applicable OEM manufacturer.

Dell SecureWorks' obligation to comply with the foregoing is conditioned upon, and subject
to, the assistance and availability of Customer's onsite personnel for assistance in the: (x)

diagnosis and troubieshooting of problems with ensting iDevices and (y) replacement and
installation of any new iDevice all in compliance with your master service agreement or
services schedule.

Furthermore, Dell SecureWorks will not replace Deli SecureWorks iDevrces returned by
Customer that are no ionger performing on account of unauthorized use, physicai damage, or
misuse or abuse of the products, as determined by Dell SecureWorks in its sole discretion,
including, but not limited to, any of the following circumstances:

I. Damage due to lightning or other climate problems (including, but not limited to,

exposure to excessive light, heat. flooding, and the like)

2 Opening of iDevrces by any person other Dell SecureWorks authorized personnel

3. Unauthorized toading or modification of software on or other reprogramming of the
iDevice

4. Unauthonzed linking of the iDevrce with other Customer equipment or systems

5 Cracks in iDevices, dents to chassis or apparatus, or other damage caused by dropping of
iDevice or other mishandling, misuse, or abuse

6 Presence of liquids (or residue there from) or the excessive presence of other extraneous
materials inside the iDevice (including, but not limited to, dust. hair, dirt, or grime)

7. Inability to mount the iDevice

B. Improper powering down of the iDevice

Dell SecureWorks shali bill Customer. and Customer shail be liable. for iDevices: (i) damaged
due to misuse or abuse, or (ii) no longer performing adequately due to unauthorized use,

physical damage, misuse, or abuse of the iDevices.
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Serviee *escl'iption Adciend*n ,

*efinltrons
This section details Dell SecureWorks' responsibilities associated with managing a Virtual Security

Appliance ("VSA") delivering security services inside a virtual environment.

Virtualization includes various methods by which hardware resources are abstracted to allow multiple
virtual machine ("VM") instances to share a common hardware platform. Key terms associated with
virtualization used in this document are defined below: ..

r Host - Virtual machine host server that provides computing resources, such as processing

power, memory, disk, and network I/O

r Guest - Separate and independent instance of operating system and appllcation software that
run on the Host

. Hypervisor - Virtuai machine monitor that isolates each Guest from another, enabling
multiple Guests to reside and operate on the host simultaneously

o Virtual Security Appliance - Software impiementation of a security device (e.g a Firewall,

Intrusion Detection System) that executes programs tike a physical machine

Deil SecureWorks' responsibilities associated with management of a virtual envlronment are limited to
the VSAs running as Guests and actions performed on the Guest OS and configuration. Dell

SecureWorks managed security seMces and SLAs available to VSAs running as a Guest are equivaient
to those of the services in a non-virtualized (physical) environment.

Dell SecureWorks is not responsible for managing any aspects of operations reiated to hardware, Host,

or Hypervisor on which a Guest instance managed by Dell SecureWorks is running:.

Custcmer Reguirements
Customer agrees to perform the obligations and
ability to perform its obligations and its liability
compiiance with the followtng.

acknowledges and agrees that Dell SecureWorks'
under the SLAs are dependent upon Customer's

Provisioning & Maintenance
Maintenance of the Guest VM including provisioning, VM snapshot backup, and restoration of the

Guest image as weil as the underlying Hypervisor to provide inband management access for Dell

SecureWorks must be performed by the Customer. The Guest OS must have a valid llcense for

support. Dell SecureWorks is not in a position to provide any assistance without inband access to the

Guest OS and without a valid license.

VS,{ Upgxadc$
Upgrade is limited to the Guest OS; Customer must resolve
connectivity for Dell SecureWorks management.

VSA Backups
Dell SecureWorks wiil back up Guest device configurations

inband access issues in case of loss of

It is the Customer's responsibiiity to
Guest system requiring a rebuild, Dellbackup and maintain the Guest (OVF) image. In the event of a



{Pg&r"} .:r', -"r'r,'.':ri :

SecureWorks wili restore the prior device configurations once the Customer restores the Guest and

bnngs it back online.

VSA Health
To perform health checks on the virtual security appliance, Dell SecureWorks must be able to connect
to the device via the Internet using Internet Control Message Protocol ("ICMP") and Secure Shell
("SSH"). The virtual security appliances are aiways assumed to be powered on, and any disappearance
of the appliance from the network is considered a failure.

Deli SecureWorks will perform uptime monitoring of the device using periodic polling of the device. If

a failed or negative response is received from periodic polling checks, an automatic alert is sent to Dell

SecureWorks, which then generates a ticket. Health Monitoring is limited to appropriate application
running as Guest OS. Dell SecureWorks does not perform health monitoring of hypervisor or the
underlying hardware.

Out-of-Scope Services in a Virtual envirann"lent
The following points are considered out-of-scope for this service.

o Restoring the VM image backups

o Troubleshooting issues at the Hypervisor level

o Troubieshooting performance issues not directly related to Guest OS such as hardware,

hypervisor, or host-level issues
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M*nlt* ring Servtce Descnpticn
efi* Sevvtce Lcvel Agre ernents

This Service Description and Service Level Agreement ("Service Description") describes the Service (as

defined below) being provided to you ("Customer" or "you") by the Dell entity identified in the service

order ("Service Order") executed by Customer and such Dell entity for the purchase of this Service. The

Dell entity identified in the Service Order hereafter shall be collectively referred to as "Dell SecureWorks".

This Service is provided in connection with Customer's signed Service Order and separate signed master

services agreement or security services schedule that explicitly authorizes the saie of managed security
and consulting services. In the absence of either a master services agreement or security services

schedule, the Services performed under this Service Descnption are governed by and subject to the
terms and conditions of the Dell SecureWorks Master Services Agreement, available at

http://Dell.com/Securityterms which is incorporated by reference in its
(the "MSA").

entirety herein

Service Overview
The Dell SecureWorks@ Security Monitoring service (the "Service") consists of Dell SecureWorks'

monitoring of the contracted Customer-ovrrned security devrce(s) ("Devices") as specified on the Service

Order and provides Customer wrth real-time, security event analysis and response across Customer's
security and criticai infrastructure 24 hours a day,7 days a week, 365 days a year. This Service combines

Dell SecureWorks' advanced Counter Threat Platform ("CTP") with an expert team of security analysts

to deliver strong security and compliance value to our customers.

Detaiied Descriptron
Deil SecureWorks'team of security experts wrll perform security analysis and passive health monitoring
as set forth beiow.

Service Features

SOC access Customer may contact the SOC 24 hours a day,7 days a week, and 365 days

a year through the Portal or by telephone. Inbound telephone calls to the SOC

from Customer wtll result in the creation of a ticket. Receipt of each ticket will
be acknowledged in accordance with the service level agreement outlined in
the Service Level Agreements section of this Service Description.

Provides monitoring of Device heatth 24 hours a day,7 days a week, and 365

days a year.

Classification: l/Dell SecureWorkslConlidential - Limited fxterrial Distribution:
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Service activation ("Service Activation") consists of three phases. information gathering, Counter Threat
Appliance ("CTA") deployment (when applicabie), and Device provisioning and installation,

Service Activation begins once the signed Service Order is received and ends with the activation of the
Service.

Service Activation is dependent on a number of factors, such as the number of Devices, the number of
applications, the number of physicai sites, the complexity of the network, Customer requirements, and
the abiiity of Customer to provide Dell SecureWorks with requested information within a mutually
agreed-upon timeframe. Dell SecureWorks does not provide SLAs for completing Service Activation
within a specified period of time.

Infarmation Ca th erit-ig
Once contracted for this Service, Dell SecureWorks wiil provide Customer with a Service Initiation Form
("SIF") to be completed and returned by Customer to Dell SecureWorks. Upon Dell SecureWorks'receipt
of the completed SIF, Deli SecureWorks wilt schedule a conference call to review the SIF and other
relevant information with Customer

CTA D*ployncni {w,hen applicable}
The CTA Deployment phase begins upon the completion of the Information Gathering phase described
above.

The Counter Threat Appliance ("CTA") is a Deii SecureWorks-proprietary appliance that may be used in
the secure delivery of the Service for health/security event acquisition and transport.

Using data gathered during the information gathering phase, Dell SecureWorks wrll determine whether
CTAs are required. If so, Dell SecureWorks will then determine how many CTAs are necessary and the
appropriate deploynent location(s) within Customer's environment. For Servlces requiring the use of
the CTA, Customer is responsible for ensuring that the implementation site or cloud service provider
complies with Dell SecureWorks'physical/environmental requirements which such requirements shall

be provided to Customer.

If changes to Customer's existing network architecture are required for Service impiementation, Dell

SecureWorks will communicate these changes to Customer

Dell SecureWorks reserves the right, in its reasonable discretion, to utilize one or more CTAs deptoyed
in a Dell SecureWorks data center ("hosted CTA") to communicate with Devices that DeU SecureWorks
is monitoring, in lieu of deploying CTA(s) for use directly in Customer's network. In such a case, the
terms and conditions pertaining to CTA deployment do not apply

Service interruptions or failure to achieve the SLAs (as defined herein) will not be subject to penalty in
the event of Customer's non-compliance with the above CTA deployment guidelines.
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The Service Provisioning and Installation phase begins upon the completion of the Information
Gathering and CTA Deploynent phases described above.

Service Provisioning and Installation is performed in the following manner:

r New Customer Devices to be deployed are shipped directly to Dell SecureWorks for
configuration and subsequent shrpment to Customer location.

. E)osting Customer-ornrned contracted Devices in use are provisioned remotely with on-site
support from Customer.

Classiiication: //Dell SecureWorkslConfidential - Limiied Exlernal Distribuiion:



r Dell SecureWorks provides telephone support to the Customer contact at the impiementatlon
site durlng installation of all Customer premises Devices.

. Once Customer premise contracted Devices are in place, Dell SecureWorks accesses the
Device(s) remotely and performs the remaining configuration and Service activation tasks

which may require devlce downtime.

Dell SecureWorks schedules Service provisioning and installation in accordance with change
management procedures communicated by Customer during the Information Gathering phase.

Standard installations are performed during the hours of 9 am and 5 pm EST, Monday through Friday,

and may be performed at other times for an additional fee

$ervrce Component*
Dell SecureWorks'Counter Threat Platform ("CTP") provides the foundation for delivery of the Service

This Deil SecureWorks-deveioped technology facilitates health monitoring, security analysis, and
Customer reporting.

l-Jeatrth M*mtortnr:

The CTP uses event ttorrlt".nr,ology to detect devices that are not sending logs to CTP as expected.
The SOC analyzes any event flow disruptions and escalates to Customer as necessary. Customer can
access device health information and ticketing workflow in the Portal.

$ecurrty eveni Mcnitoring
Security event data is sent to the CTA or hosted CTA depending on how the Service is architected, In
either case, the security event data is parsed, normalized, correlated, and pnoritized. All security events
are categorized by Dell SecureWorks based on severity level.

When a Critical Event is detected. initial correlation, de-duplication, and false positive reduction is

performed by the correlation engine. If the security event is conflrmed as a critical event, a ticket is
automatically generated. Dell SecureWorks then contacts Customer within the time specified in the
relevant SLA. Dell SecureWorks also performs additionai analysis to determine whether the security
event is a faise positive.

Dell SecureWorks provides Customer with a description of the security event and any contextual
information via the Portal. The security event is posted on the Portal and made available to Customer
for review and reporting. In-depth analysis, incident response, forensics, and countermeasures beyond
poiicy changes to the Deyrce or other Dell SecureWorks managed Device(s) are not included in this
Service. Customer is able to purchase these areas of advanced support under a separate, signed Servtce

Order or statement of work.

Secr-rrily Hven{ Rcporiing
The Portal provides a secure mechanism to create, customize, and access executive and technical level

reports, as weil as view and report on detailed and historical security event data. The Portal enables

Customer to create both standard and customized reports that can be named, scheduled to run at

regular or one-off intervals, automatically emailed, or forwarded for review and sign-off for audlt/sign-
off purposes.

Classilication: llDell SecureWsrkslConfidential - Limited External Distribution
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Customer agrees to perform the obligations and acknowledges and agrees that Dell SecureWorks'

ability to perform its obligations hereunder including the SlAs below are interdependent on Customer's

compliance with the following.

Jrd*nit*red *evice Healih
Customer is responsible for appropriately maintaining the Devices being monitored and any

intermediate systems that convey monitoring data ln the event of a Device failure or misconfiguration,
Customer will be responsible for the actions necessary to bring the Device back online. Additionally,
Customer should communicate any network or system changes that could impact service delivery to
the SOC via a ticket in the Portal. SLAs will not apply to devices that are experiencing health issues

Connecl.ivity
Customer will provide access to Customer-premises and relevant system(s) and management
consote(s) necessary for Deli SecureWorks to monitor the contracted infrastructure. Additionally,
Customer should communicate any network or system changes that could impact Service deltvery to
the SOC via a ticket in the Portal. SLAs (as defined below) will not apply to Devices that are experiencing

Customer-caused connectivity issues.

Ciassification: //Dell SecureWorkslContidenliai - Limited fxiernal Distribution:
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Additional Service Rules. Regulations, and Candittans
a. The Servrce provrdes robust security monitoring to Customer. However, deployment of the

Service in Customer's network does not eliminate risk, and therefore Dell SecureWorks makes
no guarantee that intrusions, compromises, or any other unauthorized activity will not occur
on Customer's network.

b. Dell SecureWorks may scheduie maintenance outages for Dell SecureWorks-ourned
equipment/servers which are being utilized to perform the Services with 24-hours' notice to
designated Customer contacts.

c. The SLAs set forth herein are subject to the foliowing terms, conditions, and limitations.

i. The SLAs shall not apply during scheduled maintenance outages, and therefore are not
eligible for any SLA credit during these periods. In addition, Dell SecureWorks shall not
be held liable for any Service impact related to product configurations that are not
supported by Dell SecureWorks within Customer's policy.

ii. The SLAs shall not apply in the event of any Customer-caused Service outage that
prohibits or otherwise limits Deli SecureWorks from providing the SeMce, delivering the
SLAs, including, but not iimited to, Customer's misconduct. negligence, inaccurate or
incompiete information, modifications made to the Services, or any unauthorized
modifications made to any managed hardware or software Devices by Customer, its

employees, agents, or third parties acting on behalf of Customer.

Classification: //Dell SecureWorkslConfidential - Limited Exiernal Distribution:

V30th of monthly
fee for Service

Standard Hetp
Desk Requests

Standard help desk requests (applies to all non-change and non-
incident tickets) submitted via the Portal or via telephone will be
subject to "acknowledgement" (either through the hetp desk
ticketing system, email or telephonically) within one (1) hour from
the time stamp on the Help Desk ticket created by Dell
SecureWorks.

Customer shall receive a response (according to the escalation
procedures defined in the Portal or in the manner pre-selected in
writing by Customer, either through the Portal, email, or by
telephone) to security incidents within fifteen (15) minutes of the
determination by Dell SecureWorks that given activity constitutes
a security incident. This is measured by the difference between the
time stamp on the incident ticket created by Dell SecureWorks SOC
personnel or technology and the time stamp of the
correspondence documenting the initial escalation.

A "security incident" is defined as an incident ticket that comprises
an event (tog) or grroup of events (logs) that is deemed high severity
by the SOC in accordance with Dell SecureWorks'Event Handling
Process {see Exhibit A). The most up-to-date version can always be
found in the Real-Time Events section of the Portai.

Automatically created incident tickets (via correlation technology)
and event(s) or log(s) deemed low severity will not be escalated,
but will be avaitable for reporting through the Portal,

U30th of monthly
fee for Servlce for
the affected device

Security
Monitoring



iii. Furthermore, the SLAs sha11 not apply to the extent Customer does not futfill and comply
with the obligations and conditions set forth within this Service Description The
obligations of Dell SecureWorks to comply with the SLAs with respect to any incident
response or ticket request are aiso dependent on Dell SecureWorks' ability to connect
directly td Customer Devices on Customer's network through an authenticated server
in the SOC.

Dell SecureWorks will troubieshoot and, if necessary, replace any iDevices in accordance with
Exhibit B, "Dell SecureWorks Maintenance Program Terms and Conditions."

Customer will receive credit for any failure by Dell SecureWorks to meet the SLAs outlined
above within thirty (30) days of notification by Customer to Deil SecureWorks of such SLA

faiiure. In order for Customer to receive an SLA credit, the notification of the SLA failure must
be submitted to Dell SecureWorks within thirty (30) days of such SLA failure occurring. Dell
SecureWorks will research the request and respond to Customer within thirty (30) days from
the date of the request The total amount credited to Customer in connection with any of the
above SLAs in any calendar month will not exceed the monthly Service fees paid by Customer
for such Service. Except as otherwise expressly provided hereunder or in the MSA, the foregoing
SLA credit(s) shall be Customer's exclusive remedy for fatlure to meet or exceed the foregoing
SLAs.
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Event Handling Process
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e Del1 SecureWorks agrees, subject to the terms and conditions of the MSA and as further set forth
below, to replace De1l SecureWorks iDevices that are not properly functioning adequately due
to ordinary wear and tear, malfunctions, or failure. Replacement devices may be new or
refurbrshed. Customer is responsible for purchase of a new device upon End of Life of current
device model. Refer to the Dell SecureWorks' Lifecycle Policy for details regarding lifecycle
policy, dates and Customer responsibilitres.

o iDevices subject to this Program may include the Dell SecureWorks' CTA, iSensor, LogVault
appliance, Inspector, SDA, SYSLOG Aggregator.log collection devices. and/or SNORT IDS device.

r If Customer is purchasing an iDevice, the following terms apply.
1 Mere purchase by Customer of an iDevice does not subject the same to this Program unless:

(a) such iDevice is expressly specified in a written Deli SecureWorks Service Order or Service
Agreement signed by an authorized officer of Dell SecureWorks and (b) Customer's
payment of all maintenance fees is made when due.

2 Customer may elect to participate in the Program only at the time of purchase of the Deil
SecureWorks iDevice. If, at any time after the purchase of the Dell SecureWorks iDevice,
Customer wishes to participate in this Program, it must agree to pay a1l fees that would have
been billed since the actual date of purchase of the iDevice.

. The charges for the Program only cover replacement of Dell SecureWorks iDevices. Any
performance, damage, repair and/or other warranty issues, or claims with respect to non-Dell
SecureWorks-branded iDevices must be addressed with the appiicable OEM manufacturer.

o Deli SecureWorks' obligation to comply with the foregoing is conditioned upon, and subject to,
the assistance and avaitability of Customer's onsite personnel for assistance in the. (x) diagnosis
and troubleshooting of problems with existing iDevices and (y)replacement and installation of
any new iDevrce all in compliance with your master service agreement or services schedule.

o Furthermore, Dell SecureWorks wiil not replace Dell SecureWorks iDevices returned by
Customer that are no longer performing on account of unauthorized use, physical damage, or
misuse or abuse of the products, as determined by Dell SecureWorks in its sole discretion,
inciuding. but not ltmited to, any of the foiiowing circumstances:
1. Damage due to lightning or other climate problems (including, but not limited to. exposure

to excessive light, heat, flooding, and the like).

2. Opening of iDevrces by any person other Dell SecureWorks authorized personnel.

3. Unauthorized loading or modification of software on or other reprogramming of the
iDevrce.

4. Unauthorized linking of the iDevice with other Customer equipment or systems.

5. Cracks in iDevices, dents to chassis or apparatus, or other damage caused by dropping of
iDevice or other mishandling, misuse, or abuse.

6 hesence of iiquids (or residue there from) or the excessive presence of other extraneous
materials inside the iDevice (including, but not limited to, dust, hair, dirt, or grime).

7. Inability to mount the iDevice.

B. Improper powering dourn of the iDevice.
. Dell SecureWorks shall bill Customer, and Customer shall be liabie, for iDevices. (i) damaged

due to misuse or abuse, or (ii) no longer performing adequately due to unauthorized use,

physical damage, misuse, or abuse of the iDevices.
o Dell SecureWorks aims to replace iDevices shouid they fait in the field and the customer has an

active maintenance contract in place. In some countries, import process of the foreign country
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may impact exchange times Dell SecureWorks offers spares at a reduced selling price.
Customers planning to deploy equipment in countries where import processes can be lengthy
are strongly encouraged to purchase spare equipment to maintain.
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The following additionai terms and conditions apply to the Service when the optional Splunk agent (the
"Agent") is deployed to collect monitoring data from a Customer-managed Splunk Enterprise ("Splunk")

system:

Customer must have an active Splunk Enterprise software license and support contract. The
Service cannot be used with free or unlicensed instances of Splunk Enterprise Dell SecureWorks
will specify which versions of the Splunk Enterprise software are supported.

Customer is responsible for installation, configuration, and ongoing maintenance of the Splunk
software itself as weli as administration and maintenance of the hardware platform and/or the
virtuaiization environment the Splunk software runs on.

Customer will configure the Splunk software in accordance with minimum required
configuration guidelines provided by Dell SecureWorks in order to establish and maintain
interoperability.

SLAs will not apply in the event that customer is running an unsupported version of the Splunk
Enterprise software

Customer must create and maintain a Splunk user account with appropriate privileges for use
by the Agent. Configuration guidelines describing this account will be provided during Service
Activation. Customer must provide device information during Service Activation as described
in the confrguration guidelines

SLAs wiii not apply in the event that Customer's Splunk system is unreachable by the Agent due
to network connectivity issues, authentication issues, Splunk configuration issues, or Splunk
dourntime.

Customer is responsible for providing adequate Splunk search resources to handle the Agent's
search queries. Dell SecureWorks will provide sizing recommendations. Customer is responsible
for evaluating the combined impact of the Agent's activity and other Splunk users and
applications to deliver appropriate Splunk search capacity for the agent.

In some cases, issue resoiution may require discussion of Customer's Splunk environment
between Splunk representatives and Dell SecureWorks representatives. Customer must
authorize Splunk to participate in such discussions if necessary.

Splunk sizing guidelines provided by Delt SecureWorks are estimates and Customer will be
responsible for adding resources (RAM, CPU, Additional servers) or reducing iog volume in
order to improve system performance if Dell SecureWorks determines that this is necessary.
Service SLAs will not apply if Customer's Splunk configuration is determined to be inadequate
to send the data to Dell SecureWorks..

Dell SecureWorks makes no representations as to the compatibility of the Agent with Splunk
Applications developed by Splunk or third parties.

B.

9.

10
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The foilowing additional terms and conditions apply to the Service when the Virtual Counter Threat
Appliance for Amazon Web Services (the "vCTA") is deployed to collect monitoring data from a

Customer's Amazon Web Services ("AWS") infrastructure:

During all three phases of Service Activation, Customer will be required to provide information
about their AWS infrastructure and may be required to make modifications to AWS
configuration as specified in the Dell SecureWorks deployment instructions for AWS

Customer must assign and maintain appropriate privileges within their AWS infrastructure to
Dell SecureWorks credentials for use by Dell SecureWorks as a part of delivering the Service
Configuration guidelines describing accounts and privileges will be provided during Service
Activation.

Customer will configure the AWS infrastructure in accordance with required configuration
guidelines provided by Dell SecureWorks in order to establish and maintain serviceability.

Customer is responsible for all AWS charges incurred within their AWS infrastructure while
consuming the Service. These may include but are not iimited to: Amazon Elastic Compute
Cloud (EC2) instance charges, bandwidth charges, Appiication Program Interface (API) request
charges, and storage charges. It is recommended that the Customer consult AWS pricing pages
to estimate costs and to consider cost-reducing strategies such as utilizing reserved EC2

instances.

SLAs will not apply in the event that Customer's AWS infrastructure is unreachable due to
Customer? network connectivity issues, authentication issues, configuration issues, or AWS

dourntime.

During Service Activation, Dell SecureWorks wilt provide sizing recommendations and sample
deployment scripts, and wiil describe supported AWS ECZ instance types for iDevices. SLAs will
not apply if the Customer chooses an unsupported instance type for their virtual iDevice.

In some cases, issue resolution may require discussion of Customer's AWS environment
between AWS representatives and Dell SecureWorks representatives. Customer must authorize
AWS to participate in such discussions if necessary.

The following terms and conditions apply to the Service when the Service is used to monitor groups of
virtual servers ("Elastic Server Groups" or "ESGs") running in Amazon Web SeMces ("AWS"):

Monitoring for Elastic Server Groups is purchased wrth a fixed upper limit on the number of
virtual servers per group (using "up to n" descriptions, where n represents the maximum
expected number of EC2 instances in the group), with bursting exceptions as described below.
Dell SecureWorks will monitor as few as one server instance per group, regardless of the
maximum size.

Bursting: The ability to handle dyramic workioads is one of the hallmarks of cloud computing,
and so the Dell SecureWorks AWS monitoring service is designed to accommodate occasional
spikes, or bursts, of high utiiization. ESG monitoring will therefore allow group sizes to exceed
their listed limits for brief periods without affecting the delivery of the Servtce or any SLAs, with
the fotiowing caveats:

a. For group sizes of iess than 200, bursts of up to 2OO% of the listed size wiil be
accommodated (a group of up to L00 servers may burst to 200 servers).

4.
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b. For group sizes between 200 and 1000, bursts of up to 150% of the listed size will be

accommodated (a group of up to 250 servers may burst 1o 325 servers)

c For group sizes greater than 1000, bursts of up lo 125% of the listed size will be
accommodated (a group of up to 3000 servers may burst to 3750 servers).

d. SLAs will not apply in the event that group membership bursts above the leveis
indicated above.

3. Auditing: Dell SecureWorks may audit the Customer's AWS infrastructure to ensure proper
Iicensing of group sizes and numbers of groups to be monitored.

4. Group Membership: During Service Activation, Dell SecureWorks will provrde information about
how the Customer must identify group membership of AWS instances for the purposes of ESG

monitoring.
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Dell SecureWorks Software License and Services Agreements

Attachment 8: Ascent Innovations (Subcontractor) - SecureWorks Service Level Agreements
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{xKnfi&
lllinois Emergency Monogernent Agency Jcnathon E. fi#orken, Director

NOTICE OF GRANT AGREEMENT

PART I - Notice of Grant Award to Cook County, Department of Homeland Security and Emergency Management

This Grant Agreement is made and entered into by and between the lllinois Emergency Management Agency (Grantor), 2200 South

Dirksen Park-way, Springfield, Illinois 62703, and Cook Count5r, Department of Homeland Security and Emergency

Management (Grantee), Chicago, Illinois 60602-3178.

The purpose of this Grant is to utilize funds from the Department of Homeland Security (DHS), Federal Fiscal Year 2014

Homeland Security Grant Program (HSGP), Urban Are.rsecurity Initiative (UASI), CFDA #97.067. UASI funds from the

HSGP grant are intended to support homeland security projects directly benefiting Chicago's high-risk Urban Area.

The Grantor hereby grants to the Grantee an amount not exceeding $27,650,598.95 for the period from September 1,2014, to

March 3lr 2016. thi Grantee hereby agrees to use the funds provided under the Agreement for the purposes set forth herein and

agrees to comply with all terms and conditions ofthis Agreement and applicable federal and state policies and grant guidance-

The Grantee shall include all requirements listed herein in each subgrant, contract and subcontract financed in whole or in part with

federal assistance.

This Agreement and attachments constitute the entire agreement between the parties and there are no oral agreements or

understanding between the parties other than what has been reduced to writing herein.

PART II - Term

The term ofthis Agreement shall be from September 1,2014, to March 31,2016.

PART III - Scope of Work

The Grantee will utilize the Homeland Security Grant Program (HSGP) funding as outlined in the Grantee's FFY 2014 Grant

program Application. The HSGP funds shall be used for costs related to the planning, organization, equipment, training, and

exeicise needs that prevent, protect against, mitigate, respond to, and recover from acts ofterrorism and other catastrophic events.

The Budget Detail Worksheet in Attachment A outlines a description of t}re expenditures for which the Grantee will seek

reimbursement. The Grantor will only reimburse those activities that are specifically listed in the Budget Detail Worksheet, except

as provided in Part VI herein.

The project Implementation Worksheet in Attachment A provides a detailed description of the scope of work to be performed using

funds rJceivedihrough this Agreement, including a list of specif,rc outcomes and sequential milestones that will be accomplished by

the Grantee. These milestonei will allow the Grantor to measure progress of the Grantee in achieving the goals of the project.

PART IV - Compensation Amount

The total compensation and reimbursement payable by the Grantor to the Grantee shall not exceed the sum of $27'650'598.95'
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PART V - Terms and Conditions

SPENDING LIMITATIONS: All allocations and use of funds by the Grantee shall be in accordance with applicable funding

opportunity announcements, grant guidance and application kits. The Grantee shall comply with all applicable federal and state

statutes, regulations, executive ordeis, and other poiicies and requirements in carrying out any project supported by these funds. The

Grantee recognizes that laws, regulations, poliiies, and administrative practices may be modified from time to time and those

modifications may affect projeciimplementation. The Grantee agrees that the most recent requirements will apply during the

performance period of this Agieemeni. All subgrants issued by the Grantee to this Agreement in excess of $25,000.00 must be pre-

approved by the Grantor.

FISCAL FUNDING: The Grantor's obligations hereunder shall cease immediately, without penalty or further payment being

required, in any year for which the General Assembly of the State of Illinois fails to make an appropriation sufficient to pay such

obiigation or the U.S. Department of Homeland Security, Federal Emergency Management Agency, Grants Programs Directorate

(DHS FEMA GpD) fails to provide the funds. The Grantor shall give the Grantee notice of such termination for funding as soon as

practicable after the Grantor becomes aware of the failure of funding. The Grantee's performance obligations under the Agreement

shall cease upon notice by the Grantor of lack of appropriated funds.

METHOD OF COMPENSATION: The Grantee must submit vendor invoices or a computer generated report with description of

costs, including a statement of payment for personnel costs and affirmation or evidence of delivery and property identification

numbers for property subject to the Grantor's policies and procedures, in order to receive compensation througf this Agreement.

Such invoices and reporti must be submitted to the Grantoi in a timely manner, and in no event later than 30 days following the

expiration of this Agreement. The method of compensation shall be reimbursement in accordance with the invoice voucher

procedures of the Office of the State of Illinois CLmptroller. The Grantor will not reimburse the Grantee for any exercise

Lxpenditures unless and until an After Action ReporUlmprovement Plan is submitted in accordance with "Part V-Reports" herein.

The Grantee shall maintain appropriate records of actual costs incurred and submit expenditure information to the Grantor. The

Grantee shall comply with the iequirements of 31 U.S.C. 3T2g,whichprovides that no recipient of federal payments shall submit a

false claim for payment. No costs eligible under this Agreement shall be incurred after March 31,2016.

NON-SUPPLANTING REeUIREMENT: The Grantee agrees that funds received under this award will be used to supplement, but

not supplant, state or local funds for the same purposes. The Grantee may be required to demonstrate and document that a reduction

in non-federal resources occurred for reasons other than the receipt or expected receipt offederal fiurds.

REpORTS: The Grantee shall provide a quarterly update of the Project Implementation Worksheet in Attachment A to the Grantor

within fifteen (15) business days after March 31, June 30, September 30, and December 31 throughout the performance period of
the Agreement. Upon written rlquest, the Grantee shall submit to the Grantor, within 15 days after the end of the reporting period

(July i S for the reporting period of January I through June 30 and January 1 5 for the reporting period of July 1 through December

i t; ttyoughout th; statel ierformance pe.iod, the following documentation: Discipline Allocation Report and Grant-Funded Typed

Resource Report. If the Giantee has no typed resources to report within the Grant-Funded Typed Resource Report, the Grantee must

notiry the Giantor in writing of that fati, upon written request. The Grantee must, upon written request, submit a final Budget

Oetail Worksheet, Discipline Allocation Worksheet, Project Implementation Worksheet and Grant-Funded Typed Resource Report

to the Grantor within 30 days after the expiration of the Agreement.

The Grantee also must submit a final After Action Report/Improvement Plan to the Grantor within 45 days after each exercise. All

exercises conducled with funds provided through this igreement must be National Incident Management System (NIMS) compliant

and be managed and executed in accordance with the Homeland Security Exercise and Evaluation Program (HSEEP).

ACCOUNTING REeUIREMENTS: The Grantee shall maintain effective control and accountability over all funds, equipment,

properfy, and other asiets under this Agreement. The Grantee shall keep records sufficient to permit the tracing of funds to ensure

ihai exienditures are made in accordance with this Agreement. The Grantee must follow the retention and access requirements for

records [44 CFR 13.42 (b) and 2 CFR 215.531). All records must be maintained for three years after submission of the final

expenditure report; or ifany litigation, claim or audit is started before the expiration ofthe three-year period, the records shall be

retained until all liiigation, ttuir*, or audit findings involving the records have been resolved and final action taken. The Grantee

shall assure subgranls are in compliance with 44 CFR 13.37. Funds received by the Grantee must be placed in an interest-bearing

account.
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The Grantee shall comply with the most recent version of the Administrative Requirements and Cost Principles, as applicable. A

non-exclusive list of regulations commonly applicable to the DHS FEMA GPD grants are listed below:

A. Administrative Requirements
1. 44 CFR Part 13, Uniform Administrative Requirements for Grants and Cooperative Agreements to State and

Local Governments (OMB Circular A-102)
2. 2 CFR Part2l5, Uniform Administrative Requirements for Grants and Agreements with lnstitutions of Higher

Education, Hospitals, and Other Non-Profit Organizations (OMB Circular A-1 l0)

B. Cost Principles
I . 2 CFR Part 225, CostPrinciples for State, Local and lndian Tribal Govemments (OMB Circular A-87)

2. 2 CFR Part 220,CostPrinciples for Educational Institutions (OMB Circulat A-21)

3. 2 CFR Part 230, Cost Principles for Non-Profit Organizations (OMB Circular A-122)

4. Federal Acquisition Regulations (FAR), Part 31.2 Contract Cost Principles and Procedures, Contracts with

Commercial Organizations

DUpLICATION OF BENEFITS: The Grantee shall not duplicate any federal assistance, per 2 CFR Part 225, Basic Guidelines

Section C.3 (c), which provides that any cost allocable to a particular federal award or cost objective under the principles provided

for in this Authority may not be charged to other federal awards to overcome fund deficiencies, to avoid restrictions imposed by law

or terms of the fediral awards, or for other reasons. However, this prohibition does not preclude the Grantee from shifting costs that

are allowable under two or more awards in accordance with existing program agreements. Non-governmental entities are subject to

this prohibitionper 2 CFR Parts 220 atd230 and FAR Part 31.2.

RECORD KEEPING AND AUDITS: Grantee shall maintain records for equipment, non-expendable personal property, and real

property. The Grantee shall, as often as deemed necessary by the Grantor, DHS FEMA GPD or any of their duly authorized

iepiesentatives, permit the Grantor, DHS FEMA GPD, the Auditor General, the Attomey General or any of their duly authorized

representatives tb have full access to and the right to examine any pertinent books, documents, papers and records of the Grantee

involving transactions related to this Agreemint. The Grantee shall cooperate with any compliance review or complaint

investigation conducted by DHS. The Grantee shall submit timely, complete and accurate reports ald claims for payment and shall

maintat appropriate backup documentation. The Grantee shall comply with all other special reporting, data 
-collection 

and

evaluation riqui.ements as may be required by DHS. The Grantee acknowledges that these are federal pass-through funds that must

be accounted for in the jurisdiction's Single Audit under the Single Audit Act of 1996, if required. The Grantee certifies that all

audits submitted undei the provisions of OMB Circulars 4-133, Audits of States, Local Governments, and Non-Profit

Organizations, have been approved by the Grantor.

MODIFICATION AND AMENDMENT OF THE GRANT: This Agreement is subjectto revision as follows:

A. Modifications may be required because of changes in state or federal laws, regulations, or federal grant guidance as

determined by the Granto.. Any such required modification shall be incorporated into and will be part of this Agreement.

The Grantor ihall notify the Grantee of any pending implementation of or proposed amendment to such regulations before

a modification is made to the Agreement.

B. Modifications may be made upon written agreement of both the Grantor and Grantee.

TERMINATION FOR CONVEMENCE: This Agreement may be terminated in whole or in part by the Grantor for its convenienc€,

provided that, prior to termination, the Grantee is given: 1) not less than ten (10) calendar days written notice by certified mail,

return receipt iequested, of the Grantor's intent to terminate, and 2) an opportunity for consultation with the Grantor prior to

termination. In the event of partial or complete termination of this Agreement pursuant to this paragraph, an equitable adjustment of
costs shall be paid to the Grantee for expenses incurred under this Agreement prior to termination.

TERMINATION FOR BREACH OR OTIIER CAUSE: The Grantor may terminate this Agreement without penalty to the Grantor

or further payment required in the event of:

A. Any breach of this Agreement that, if it is susceptible of being cured, is not cured within 15 calendar days after receipt of

the Grantor's notice ofbreach to the Grantee.
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B. Material misrepresentation or falsification of any information provided by the Grantee in the course of any dealing between

the parties or between the Grantee and any state agency.

The Grantee's failure to comply with any one of the terms of this Agreement shall be cause for the Grantor to seek recovery of all or

part ofthe gtant proceeds.

SEVERABILITY CLAUSE: If any provision under this Agreement or its application to any person of circumstance is held invalid

by any court of competent jurisdiction, this invalidity does not affect any other provision or its application of this Agreement which

can be given effect without the invalid provision or application.

WORKER'S COMPENSATION INSURANCE, SOCIAL SECURITY, RETIREMENT AND }IEALTH INSI]RANCE
BENEFITS, AND TAXES: The Grantee shall provide worker's compensation insurance where the same is required, and shall

accept full responsibility for the payment of unemployment insurance, premiums for worker's compensation, social security and

retirement and health insurance benefits, as well as all income tax deductions and any other taxes or payroll deductions required by

law for employees of the Grantee who are performing services specified by this Agreement.

WAIVERS: No waiver of any condition ofthis Agreement may be effective unless in writing from the Director of the Grantor.

WORK PRODUCT: The Grantee acknowledges DHS FEMA GPD and State of Illinois reserve a royalty-free, non- exclusiveo and

irrevocable license to reproduce, publish, or otherwise use, and authorize others to use, for federal and state purposes: (l) the

copyright in any work developed under an award or subaward; and (2) any rights ofcopyright to which a recipient or subrecipient

p*ihur"r ownership with federal support. The Grantee agrees to consult with DHS FEMA GPD, through the Grantor, regarding the

allocation of any patent rights that arise from, or are purchased with, this funding. All publications created through this Agreement

shall affix the applicable copyright notices of 17 U.S.C. 401-402 and prominently contain the following statement: "This document

was prepared under a grant from the Federal Emergency Management Agency's Grant Program Directorate (FEMA/GPD) within

the U.S. Department of Homeland Security. Points of view or opinions expressed in this document are those of the authors and do

not necess;rily replesent the fficial position or policies of FEMA/GPD, the L/.5. Department of Homeland Security or the State of
Illinois. "

ACKNOWLEDGEMENT OF FEDERAL FUNDING: The Grantee shall acknowledge federal funding when issuing statements,

press releases, roquests for proposals, bid invitations, and other documents describing projects or programs funded in whole or in

party with federal funds.

RECAPTURE OF FIINDS: The Grantee shall return to the Grantor all state or federal grant funds that are not expended or received

from the Grantor in error. All funds remaining at the expiration of the period of time the funds are available for expenditure or

obligation by the Grantee shall be retumed to the Grantor within 45 days, if applicable. The Grantor may recapture those funds in

u..oiduo". with state and federal laws and regulations. The Grantee's failure to comply with any one of the terms of this

Agreement shall be cause for the Grantor to seek rec.overy of all or part of the grant proceeds.

MAINTENANCE AND REVIEW OF EQTIIPMENT: The Grantor reseryes the right to reclaim or otherwise invoke the lllinois

Grant Funds Recovery Act on any and all equipment purchased by the Grantee with grant funds if said equipment is not properly

maintained or has fallen into neglect or misuse according to the standards and policies of the Grantor. Additionally, the Grantee

may not substitute, exchange or sell any equipment purchased with grant funds unless the Grantee has the express written consent of
the Grantor. All equipment procured by the Grantee through this Agreement shall be made available for review by the Grantor upon

request. The Grantee agrees that, when practicable, any equipment purchased with grant funding shall be prominently marked as

follows: "Purchasedwithfunds provided by the U.S. Departmenl of Homeland Security."

POSSESSION OF EQUIPMENT: Title to equipment acquired by a non-federal entity with federal awards vests with the Grantee.

Equipment means tangible nonexpendable property, including exempt property, charged directly to the award having a useful life of
rnor" tt * one year Jnd an acquisition cost of $5,000 or more per unit. However, consistent with a non-federal entity's policy,

lower lirnits may be established. The Grantee shall use, manage, and dispose of equipment acquired under a federal grant in

accordance with federal and state laws, procedures and policies. All equipment pwchased with funding received though this

Agreement shall be used, for the entire useful life of the equipment, in accordance with the purpose stated in PART III - Scope of
Work. Any variation to the intended use of the equipment outlined in PART III - Scope of Work by the Grantee must be approved

in writing by the Grantor.
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SAFECOM: If funding will be used to purchase emergency communications equipment or fund related activities, the Grantee shall

comply with the SAFECOM Guidance for Emergency Communication Grants, including provisions on technical standards that

ensure and enhance interoperable communications.

LIABILITY: The Grantor assumes no liability for actions of the Grantee under this Agreement, including, but not limited to, the

negligent acts and omissions of Grantee's agents, employees, and subcontractors in their performance of the Grantee's duties as

described under this Agreement. In addition, the Grantor makes no representations, or warrantees, expressed or implied, as to

fitness for use, condition of, or suitability of said equipment purchased pursuant to this Agreement, except as those representations

are made by the manufacturer of said equipment. As to nature and condition of said equipment, in the use of said equipment, the

Grantee agrees to hold the Grantor harmless for any defects or misapplications. To the extent allowed by law, the Grantee agrees to

hold harmless the Grantor against any and all liability, loss, damage, cost or expenses, including attorney's fees, arising from the

intentional torts, negligence, or breach of the Agreement by the Grantee, with the exception of acts performed in conformance with

an explicit, written directive of the Grantor.

ENVIRONMENTAL AND HISTORIC PRESERVATION (EHP) COMPLIANCE: The Grantee shall not undertake any project

having the potential to impact Environmental or Historical Preservation (EHP) resources without the prior approval of DHS FEMA

GPD, including but not limited to communications towers, physical security enhancements, new construction, and modifications to

buildings, struitures and objects that are 50 years old or greater. The Grantee must comply with all conditions placed on the project

as the result of the EHP review. Any change to the approved project scope of work will require re-evaluation for compliance with

these EIIP requirements. If ground disturbing activities occur during project implementation, the Grantee must ensure monitoring

of ground disturbance, and if any potential archeological resources are discovered, the Grantee will immediately cease construction

in ihat area and notifi DHS FEMA GPD and the appropriate State Historic Preservation Office. Any construction activities that

have been initiated without the necessary EIIP review and approval will result in the non-compliance finding and will not be eligible

forDHS FEMA GPD tunding.

AMERICANS WITH DISABILITIES ACT (ADA): The Grantee understands the importance of integrating disability access and

functional needs efforts into local homeland security and emergency preparedness programs. This integration should occur at all

levels from planning, to purchasing equipment and supplies, to conducting exercises and drills and should involve disability

inclusion experts as partners across all aspects ofemergency planning.

FEIN: Under penalties of perjury, the Grantee certifies that 36-6006541 is its correct Federal Taxpayer Identification Number and

that IRS Instruitions have been provided for proper completion of this certification. The Grantee files with the IRS as a (please

check one):

_ Individual
_ Sole Proprietorship

_ Partnership

_ Corporation
Medical and Health Care

_ Real Estate Agent

--X_ Governmental Entity

- 
Tax Exempt Organization (IRC 501(a) only)

- 

Trust or Estate

- 

Services Provider CorPoration

CERTIFICATION: The Grantee certifies under oath that all information in the Agreement is true and correct to the best of the

Grantee's knowledge, information, and belief; that the funds shall be used only for the purposes described in the Agreement; and

that the award of grant funds is conditioned upon such certification.

PART VI - Special Conditions

Each of the following conditions applies to this Agreement. The failure of the Grantee to fulfill one or more condition will result in

the Grantor holding reimbursement of funds until all such noncompliant conditions are met.

l. The Grantee must allocate 25 percent of funds towards law enforcement terrorism prevention activities.

2. The Grantee shall provide to the Grantor by December 15,2014, an update to the Urban Area Threat and Hazard

Identification and Risk Assessment that aligns with the CPG 201 , Second Edition, and is inclusive of all jurisdictions

within the Urban Area.
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3. The Grantee shall provide to the Grantor within 30 days of the final execution of this Agreement the name and contact

information for the specific point of contact for coordinating the following grant-related activities: (1 ) scheduling and

conduct of quarterly Urban Area Working Group (UAWG) meetings, (2) management and administration of this

Agreement, (3) property control and sub-recipient monitoring, (4) training and education, (5) exercises, and (6)

Environmental and Historic Preservation submissions.

4. The Grantee shall submit to the Grantor by December 31,2015, an Urban Area multi-year training and exercise plan that

aligns with the Urban Area Homeland Security Strategy.

5. The Grantee shall submit to the Grantor within 30 days of the final execution of this Agreement a membership roster for

the UAWG. The membership must directly or indirectly represent all relevant jurisdictions and response disciplines

(including law enforcement, fire service, EMS, and emergency management) that comprise the defined Urban Area and

include local Citizen Corps Council or their equivalent.

6. The Grantee shall ensure that the Urban Area conducts at minimum one quarterly meeting of the UAWG within the periods

of October l,2}l4,to December 3l,z}l4,January 1,2015,1o March 31,2}l5,April 1, 2015,to June 30, 2015, July 1,

20l5,to September 3),z}ls,October 1,2}l5,to December 31,2015, and January l,20l6,to March 31,2016- Ata
minimum, it. U4WC shall provide at each meeting an update on the development and implementation of all program

initiatives funded through this Agreement. The Grantee must provide to the Grantor within 30 days of the final execution

of this Agreement an UaWC mJeting schedule that comports with the meeting requirements listed herein. The failure of
the Urban Area to conduct a meeting during a quarter will result in the Grantor suspending reimbursement of the Grantee's

funds until a meeting is conducted.

PART VII- Other Requirements

PERSONALLY IDENTIFIABLE INFORMATION (pII): If the Grantee collects PII, the Grantee is required to have a publicly

available privacy policy that describes what PII it collects, how it uses PII, whether it shares PII with third parties, and how

individuals may have their PII corrected where appropriate.

CONFLICT OF INTEREST: No of{icial or employee of the Grantee who is authorized in the Grantee's official capacity to

negotiate, make, accept, or approve, or to take part in iuch decisions regarding a contract for acquisition/development ofproperty in

connection with this Agreement, shall have any financial or other personal interest in any such contract for the

acquisition/development. itro federal employees shali receive any funds under this award. Federal employees are prohibited from

serving in any capacity (paid or unpaid) b, uny proposal submitted under this program. The Grantee certifies that it will establish

safeguards to protrlUii elnployees,-contractori, and subcontractors from using their positions for a purpose that constitutes or

presents the appearance ofpersonal or organizational conflict ofinterest, or personal gain.

HATCH ACT: The Grantee will comply, as applicable, with provisions of the Hatch Act (5 U.S.C. $$1501-1508 and7324'7328),

which limit the political activities of emptoyees whose principal employment activities are funded in whole or in part with federal

funds.

ACTIVITIES CONDUCTED ABROAD: The Grantee shall comply with the requirements that project activities carried on outside

the United States are coordinated as necessary with appropriate govemment authorities and that appropriate licenses, permits, or

approvals are obtained.

USE OF FIINDS: The Grantee shall not use any federal funds, either directly or indirectly, in support of the enactment, repeal,

modification or adoption of any law, regulation oi policy, at any level of government, without the express prior written approval of

the Grantor.

usE oF SEAL, LOGO AND FLAGS: The Grantee must obtain DHS',s approval prior to using a DHS or United States coast

Guard seal, logo, crest or reproduction of flags or likenesses of DHS agency or Coast Guard officials.

DELINeUENCy: The Grantee shall not be delinquent in the repayment of any federal debt, including but not limited to delinquent

payroll or other taxes, audit disallowances, and benefit overpayments.
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PUBLIC WORKS PROJECTS: Any public works project supported with funds received through this Agreement must employ at

least 90 percent Illinois' laborers on such project during periods of excessive unemployment in Illinois. "Public works" is defined

as any fixed work construction or improvement for the State of Illinois, or any political subdivision of the State funded or financed

in whole or in part with state funds or funds administered by the State of Illinois. "Period of excessive unemployment" is defined as

any month immediately following two consecutive calendar months during which the level of unemployment in the State of Illinois
has exceeded five percent.

NON-DISCRIMNATION: In carrying out the program, the Grantee will comply with all applicable federal laws relating to

nondiscrimination including, but not limited to:

r Title VI of the Civil Rights Act of 1964,42 U.S.C. 2000d, which prohibits discrimination on the basis of race, color, or

national origin;
. Title IX of the Education Amendments of 1972, as amended, 20 U.S.C. 1681 through 1683, and 1685 through 1687, and

U.S. DOT regulations, "Nondiscrimin4tion on the Basis of Sex in Education Programs or Activities Receiving Federal

Financial Assistance", 49 CFR Part25, which prohibit discrimination on the basis of sex;

r Section 504 of the Rehabilitation Act of 1973, as amended, 29 U.S.C. 794, which prohibits discrimination on the basis of
handicap:

. The Age Discrimination Act of 1975, as amended 42 U.S.C.6101 through 6107, which prohibits discrimination on the

basis ofage;
. TheDrugAbuseOffrceandTreatmentActof 1972,Pub.L.92-255,March21, lgT2,andamendmentsthereto,2lU.S.C.

1174 et seq. relating to nondiscrimination on the basis of drug abuse;

r The Comprehensive Alcohol Abuse and Alcoholism Prevention Act of 1970, Pub. L.91-616, Dec. 31, 1970, and

amendments thereto, 42 U.S.C. 4587 et seq. relating to nondiscrimination on the basis of alcohol abuse or alcoholism;

r The Public Health Service Act of 1912, as amended, 42 U.S.C. 290dd-3 and 290ee-3, related to confidentiality of alcohol

and drug abuse patient records;
. Title VIII of the Civil Rights Act of 1968,42 U.S.C. 3601 et seq.,relating to nondiscrimination in the sale,rental, or

financing ofhousing;
r The Americans with Disabilities Act of 1990, as amended and 42 U.S.C. 12101 et seq.;

o Any other nondiscrimination provisions in the specific statutes under which federal assistance for the project may be

provided; and
. Any other nondiscrimination statute(s) that may apply to the project.

The Grantee shall take affirmative action to ensure that applicants for employment are employed, and that employees are treated

during employment, without regard to their race, color, religion, sex, national origin, ancesffy, age, physical or mental handicap

unrelited io ability, marital status, or unfavorable discharge from military service. Such action shall include, but not be limited to,

the following: employment, upgrading, demotion, or transfer; recruitment or recruitment advertising; layoffor termination; rates of
pay or other forms of compensation; and selection for training including apprenticeship. The Grantee shall post in conspicuous

places, available to employees and applicants for employment, notices to be provided by the Govemment setting forth the

provisions of this non-discrimination clause.

The Grantee shall disclose all instances in the past three years in which the Grantee has been accused of discrimination on the

grounds of race, color, national origin (including limited English proficiency), sex, age, disability, religion, or familial status against

the recipient or the recipient settles a case or matter alleging discrimination, including outcomes and settlement agreements.

DEBARMENT: The Grantee shall comply with debarment provisions as contained in Executive Orders 12549 and 12689,as well as

49 CFR Part29, including Appendices A and B as amended. The Grantee certifies that to the best of its knowledge and belief,

Grantee and Grantee's principals: a) are not presently debarred, suspended, proposed for debarment, declared ineligible or

voluntarily excluded from covered transactions by any federal agency; b) within a three-year period preceding this Agreement have

not been convicted of or had a civil judgment rendered against it for commission of fraud or a criminal offense in connection with

obtaining, attempting to obtain or performing a public (federal, state or local) transaction or contract under a public transaction,

violation of federal or state antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records making false statements receiving stolen properly; c) are not presently indicted for or otherwise criminally or civilly charged

by a govemmental entity (federal, state, or local) with commission of any of the offences enumerated in subsection (b), above; d)

have not within a three-year period preceding this Agreement had one or more public transactions (federal, state, or local)

terminated for cause or default.
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The inability of the Grantee to certifo to the certification in this section will not necessarily result in denial of participation in the

Agreement. The Grantee shall submit an explanation of why it cannot provide the certification in this section. This cer"tification is a

miterial representation of fact upon which reliance was placed when the Grantor determined whether to enter into this transaction. If
it is later determined that Grantee knowingly rendered an erroneous certification, in addition to other remedies available to the

federal government, the Grantor may terminate this Agreement for cause. The Grantee shall provide immediate written notice to the

Grantor if at any time the Grantee learns that its certification was erroneous when submitted or has become elroneous by reason of
changed circumstances.

The terms "covered transaction," "debarred," "suspended," "ineligible," "lower tier covered transaction," "participant," "person,"

"primary covered transaction," "principal," "proposal," and "voluntarily excluded," as used in this section shall have the meaning

set out in the Definitions and Coverage sections ofthe rules implementing Executive Order 12549.

The Grantee agrees that it shall not knowingly enter into any lower tier covered transaction with a person who is debarred,

suspended, declared ineligible or voluntarily excluded from participation in this covered transaction, unless authorized, in writing,

by the Grantor. The Grantee agrees that it will include the clause titled "Certification Regarding Debarment, Suspension,

Ineligibility, and Voluntary Exclusion-Lower Tier Covered Transaction" provided by the Grantor, without modification, in all lower

tier covered transactions and in all solicitations for lower tier covered transactions. The Grantee may rely upon a certification of a

prospective participant in a lower tier covered transaction, unless Grantee knows the certification is erroneous. Grantee may decide

ihe method and fiequency by which it determines the eligibility of its principals. The Grantee may, but is not required to, check the

Non-procurement List. If a Grantee knowingly enters into a lower tier covered transaction with a person who is suspended,

debarred, ineligible, or voluntarily excluded fiom participation, in addition to other remedies available to the federal government,

the Grantor may terminate this Agreement for cause or default.

LOBBYING: In accordance with 31 U.S.C. 1352, the Grantee certifies to the best of his or her knowledge and beliefthat:

A. No federally appropriated funds have been or will be paid by or on behalf of the Grantee to any person to influence or

att€mpt to influence an officer or employee of any federal agency, a Member of Congress, an officer or employee of
Congress, or an employee of a Member of Congress regarding the award of federal assistance or the extension

continuation, renewal, or amendment, of federal assistance, or the extension, continuation, renewal, amendment, or

modification of any federal assistance agreement; and

B. If any frrnds other than federally appropriated funds have been or will be paid to any person to influence or attempt to

influence an officer or employee of any federal agency, a Member of Congress, an officer or employee of Congress, or an

employee of a Member oi Co.rg.ess in connection with any application for federal assistance, the Grantee assures that it
will complete and submit Standard Form-LLL, "Disclosure Form to Report Lobbying."

The language of this certification shall be included in the award documents for all subawards at all tiers (including subcontracts, sub

grants, and contracts under grants, loans, and cooperative agreements).

BOYCOTT: The Grantee certifies that neither it nor any substantially-owned affiliated company is participating or shall participate

in an international boycott in violation of the provisions of the U.S. Export Administration Act of 1979 or the regulations of the U.S.

Department of Commerce promulgated under that Act.

NIMS COMPLIANCE: The Grantee certifies that it has fully implemented all current National Incident Management System

compliance activities in accordance with Homeland Security Presidential Directive 5 (HSPD-5), Management of Domestic Incidents

and related compliance documentation provided by the Secretary of Homeland Security and State of Illinois.

ANTI-BRIBERY: The Grantee certifies that it has not been convicted of bribery or attempting to bribe an officer or employee of
the State of Illinois, nor has any official, agent, or employee of the Grantee committed bribery or attempted bribery on behalf of the

Grantee and pursuant to the direction or authorization ofa responsible official ofthe Grantee.

BIDDING: The Grantee hereby certifies that it has not been barred from bidding on or receiving state or local government contracts

as a result of illegal bid rigging or bid rotating as defined in the Criminal Code of 2012 (720 ILCS 5133F-3 and 33E-4).

OTfmR APPLICABLE LAWS: The Grantee certifies that it will comply with all applicable federal laws, regulations, and orders,

including the following:

e TrafEcking Victims Protection Act of 2000, as amended, 22U-5.C.7104 and 2 CFR Part 175;
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. F1y America Act of 1974;
o Executive Order 1 3 166 regarding persons with Limited English Proficiency;
o Animal Welfare Act of 1966,7 U.S.C. 2131;
. Clean Air Act of 1970 and Clean Water Act of 1977,42 U.S.C. 7401 and related Executive Order I 1738;

o Protection ofHuman Subjects for research purposes,45 CFR Part46;
o National Environmental Policy Act of 1969, as amended, 42 U .5.C. 4331;

o National Flood Insurance Act of 1968, as amended, 42 U.S.C. 4102, and regulations codified at 44 CFR Part 63|"

r Flood Disaster Protection Act of 1973, as amended, 42 U.S.C. 400 1 ;

r Coastal Wetlands Planning, Protection, and Restoration Act of 1990 and related Executive Order I 1990;

. USA Patriot Act of 2001, l8 U.S.C. 175; and

r Hotel and Motel Fire Safety Act of 1990, 15 U.S.C. 2225,which requires the Grantee to ensure that all conference,

meeting, convention, or training space funded in whole or in part with federal funds complies with the fire prevention and

control.

WAGES: The Grantee certifies that to the extent applicable, grantee will comply with the Davis-Bacon Act, as amended, 40 U.S.C.

3141 er seq.,the Copeland "Anti-Kickback" Act, iJ amended, 18 U.S.C. 874,and the Contract Work Hours and Safety Standards

Act, as amended, 40 U.S.C. 3701 et seq., regarding labor standards for federally assisted sub agreements.

DRUG FREE CERTIFICATION: This certification is required by the federal Drug-Free Workplace Act of 1988 (41 USC 702) and

the Illinois Drug Free Workplace Act (30 ILCS 580). No grantee or contractor shall receive a grant or be considered for the

purposes of being awarded a iontract for the procurement of any property or services fiom the United States or the State of Illinois

unless that grantee or contractor has certified to the United States or the State of Illinois that the grantee or contractor will provide a

drug fiee workplace. False certification or violation of the certification may result in sanctions including, but not limited to,

suspension of contract or grant payments, termination of the contractor or grant and debarment of contracting or grant opportunities

with the State for at least one (1) year but not more than five (5) years.

For the purpose ofthis certification, "grantee" or "contractor" means a corporation, partnership, or other entity with twenty-five (25)

o, -or" employees at the time of isiuing the grant, or a department, division, or other unit thereof, directly responsible for the

specific performance under a contract or grant of $5,000 or more from the State.

The Grantee certifies and agrees that it will provide a drug free workplace by:

A. Publishing a statement:
(1) Notifying employees that the unlawful manufacture, distribution, dispensing, possession or use of a controlled

substance, including cannabis, is prohibited in the Grantee's or contractor's workplace.

(2) Specifying the actions that will be taken against employees for violations of such prohibition.

i:l Notifyingltre employee that, as a condition of employment on such contract or grant, the employee will:

Abide by the terms ofthe statement; and

Notifi tie employer of any criminal drug statute conviction for a violation occurring in the workplace no

later than five (5) days after such conviction.
B. Establishing a drug free awareness program to inform employees about:

(1) the dangers ofdrug abuse in the workplace;
(2) the Grantee's or contractorrs policy of maintaining a drug free workplace;
(3) any available drug counseling, rehabilitation, and employee assistance programs; and

(4) the penalties that may be imposed upon an employee for drug violations.

C. Providing a copy ofthe statement required by subparagraph (a) to each employee engaged in the contract or grant and to

post the statement in a prominent place in the workplace.

D. Notifuing the Grantor within ten (10) days after receiving notice under part (B) of paragraph (3) of subsection (a) above

from an employee or otherwise receiving actual notice of such conviction.

E. Imposing a sanction on or requiring the satisfactory participation in a drug abuse assistance or rehabilitation program by

any employee who is so convicted, as required by section 5 of the Drug Free Workplace Act.
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F. Assisting employees in selecting a course of action in the event drug counseling, treatment, and rehabilitation are required

and indicating that a trained referral team is in place.

G. Making a good faith efforf to continue to maintain a drug free workplace through implementation of the Drug Free

Workplace Act.

IN WITNESS WImREOF, the parties hereto have caused this contract to be executed by their duly authorized representatives.

Grantor: IL Emergency Management Agency Grantee: Cook County, Department of Homeland Security and

Emergency Management

By:
Jonathon E. Monken, Director Michael Masters, Executive Director

DATE: DATE:

Kevin High, Chief Fiscal Officer

DATE:

Jenifer Johnson, Chief Legal Counsel

DATE:

l4UASICOOK

2014 Grant Agreement
2014 Federal Fiscal Grant Year - Cook County, Department of Homeland Security and Emergency Management

I4UASICOOK
Page l0 of 10

By:

By:

By:



ILLINOIS EIVIER

ffi
GENCY MANAGEMENT AGENCY

Bruce S,auaet
Govemor

|emes K. Joeeph
Director

ILLIITIoIS EMERGENCT MANAGEMENT AGENCY
GRANT AI}JT'STMENT NOTIC'E

I4UASICOOK. GA}I #1

Chengcr/additions: an fu taltc typa

'Psrt I - Nodcc of Grrnt idwrrd to Coot Courty, Dcp.rtmrot of Honctrnd S?rudfy. rDd Emorycoey Mrrrgcnent

Ihls &art Adiusncot Noticc (GAI.|) is made ond cotcrpd by ard b*wcan dra lllinois fuicrgcrsy Managcnat Agcnoy
(Grtntc), 22(Xl Sorfi Diirgco Prdruray, SFingftol4 llUnoig 621/0it-f52E, od the Codr Corraty, Dcprrtmcdt o[ ]Iorusbnd
Scarfty rd Enotaoncy MrnrtcrdeNt (Granlco), d9 Wot.Wrrhlrgioa Str.{ Buttc 2flD, Cblcrfp, Illlmb fifiLa118,,

The prrposc of 6is Gnant is to uh:tiue fuods fom tho Drpartnart of Horrchnd Soqrrity (DHS), Fcd€ral Piscal Ycrr 20lt
Ilomslrud Sccurlry Gnnt Pmgnm, Urten Arce Scccrlty Inlddvc (UISD, CXDA #9r.06?. . . .

Thc Grautor hcrtby grrnu to tbe Clrantcc an enottlt aol €ficacding $!7r651]59tJS fon Ore period frout Sepfcmbrr \ ?A!4, b
Jalyil,20l6. ...

PAXTII-Tcrr

The tsm of this Crrant furtanau diall bc from Scptemfer W,0l+b Jally 3r, 2A16

PARI' V - ?crmr rud Coudltlonr

MEIIIOD OF COMPENSATION: Ths Orsntcc must... No costs cligiblc undo tlris Agr€Ertrcnt shall bE incurrcd rf,cr Ju$ 31,
24fi.

Emqtasutotlhher&t,allolhert*tn.ndcorrdltlornolthcAgrunaarwtilrbtltdlf,orceand@,

IN WIltilESS WI{EREOPT tha Gmntoo and &antor haw causcd ttib rncndurcnt to bc €r(Gcutcd oa lhc detca drown belou by
ttprcErtbtivcs auhorizod o blnd ihorspoctire Patics.

ASBGy
Sccurlty erl

Assi$snt to lhc Dirpcto

I4UASTCOOK (Extend tlnc pcrlod'tbroug} July 31, ,016,

Gmntcc: Cook Coorty, Drprtllclt of Hondrod

- EncrtBrorva, Exocoltvc Dlrcdor'

k */v/*'v

2200 Srruru DrRrsrix Parxn.av I Spmr*auiu:,1L62103 | 217.782270f.

illinois.gov,/icoa | rcedyjBinois.gov

a,*5-tb



1ss0 -74939

EXHIBIT 11

Federal Clause



Exhibit 8

Cook Counw lnformation Technoloev Specia! Conditions {lTSCs)

t. DEFINTTIONS FOR SPECIAL CONDITIONS

1.1. "Assets" means Equipment, Software, lntellectual Property, lP Materials and other

assets used in providing the Services. Assets are considered in use as of the date of deployment.

L.2. "Business Associate Agreemen{' or "BAA" means an agreement that meets the

requirements of 45 C.F.R. 164.504(e).

1.3. "Business Continuity Plon" means the planned process, and related activities, required

to maintain continuity of business operations between the period of time following declaration of a

Disaster until such time an lT environment is returned to an acceptable condition of normal business

operation.

1.4. "Cordholder Doto" means data that meets the definition of "Cardholder Data" in the

mosi recent versions of the Payment Card lndustry's Data Security Standard'

1.5. "Change" means, in an operational context, an addition, modification or deletion to any

Equipment, Software, lT environment, lT systems, network, device, infrastructure, circuit,

documentation or other items related to Services. Changes may arise reactively in response to
tncidents/Problems or externally imposed requirements (e.g., legislative changes), or proactively from

attempts to (a) seek greater efficienry or effectiveness in the provision or delivery of Services; (b) reflect

business initiatives; or (c) implement programs, projects or Service improvement initiatives.

1.6. "Chonge Monogement'' means, in
processes and procedures necessary to manage

approved Changes with minimum disruption.

an operational context, the Using Agency approved

Changes with the goal of enabling Using Agency-

1.7. "Chonge Ordef means a document that authorizes a Change to the Services or

Deliverables under the Agreement, whether in time frames, costs, or scope'

1.8. "Change Request" means one Party's request to the other Party for a Change Order.

1.9. "Controctof has the same meaning as either: (a) both "Contractol" and "Consultant" as

such terms are defined, and may be interchangeably used in the County's Professional Services

Agreement, if such document forms the basis of this Agreement or (b) "Contractol" as defined in the

County's lnstruction to Bidders and General Conditions, if such document forms the basis of this

Agreement.

1.10. "Controctor Confidentiol lnformation" means all non-public proprietary information of

Contractorthat is marked confidential, restricted, proprietary, or with a similar designation; provided

that Contractor Confidential lnformation excludes: (a) Using Agency Confidential lnformation, (b) Using

Agency Data; (c) information that may be subject to disclosure under lllinois Freedom of lnformation

Act, 5 ILCS 1.41lt et seq. or under the Cook County Code of Ordinances; and (d) the terms of this

Agreement, regardless of whether marked with a confidential designation or not.

1.11. "Controctor Facilitie!' means locations owned, leased or otherwise utilized by
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Contractor and its Subcontractors from which it or they may provide Services.

1.12. "Contractor tntellectual Property'' means all lntellectual Property owned or licensed by

Contractor.

1.13. "Controctor lP Moterials" means all lP Materials owned or licensed by Contractor.

L.14. "Controctor Personnel" means any individuals that are employees, representatives,

Subcontractors or agents of Contractor, or of a direct or indirect Subcontractor of Contractor.

1.15. "Controctor-Provided Equipment' means Equipment provided by or on behalf of

Contractor."

t.16. "Conyoctor-Provided Software" means Software provided by or on behalf of

Contractor.

t.!7. "Criminol lustice lnformotion" means data that meets the definition of "Criminal Justice

lnformation" in the most recent version of FBI's CJIS Security Policy and also data that meets the

definition of "Criminal History Record lnformation" at28 C.F.R. 20'

1.18. 'Critical Milestone" means those milestones critical to the completion of the Services as

identified in this Agreement, in any work plan, project plan, statement of work, or other document

approved in advance by the Using Agency.

1.19. "Dato Protection Lows" means laws, regulations, regulatory requirements, industry self-

regulatory standards, and codes of practice in connection with the processing of Personal lnformation,

including those provisions of the Health lnsurance Portability and Accountability Act of 1996 (42 U.S.C.

55 1320(d) et seq.) as amended by the Health lnformation Technology for Economic and Clinical Health

Act of 2OO9 (42 U.S.C. SS L792L et seq.) and the Payment Card lndustry standards.

1.2o. "Dotd Security Breoch" means (a) the loss or misuse (by any means) of any Using

Agency Data or other Using Agency Confidential lnformation; (b) the unauthorized or unlawful access,

use, or disclosure of any Using Agency Data or other Using Agency Confidential lnformation; or (c) any

other act or omission that compromises the security, confidentiality, integrity or availability of any Using

Agency Data or other Using Agency Confidential lnformation.

!.21. "Deliveroble" has the same meaning as either: (a) "Deliverable" as defined in the

County's Professional Services Agreement, if such document forms the basis of this Agreement; or (b)

"Deliverable" as defined in the County's lnstruction to Bidders and General Conditions, if such document

forms the basis of this Agreement. ln either case, Deliverables includes without limitation Contractor-

Provided Equipment, Contractor-Provided Software, Developed lntellectual Property-

L.22. "Developed lntetlectuot Propeny'' means lntellectual Property as well as any lP

Materials conceived, developed, authored or reduced to practice in the course of or in connection with

the provision of the Services, including, but not limited to: (a) modifications to, or enhancements

(derivative works) of, the Using Agency lntellectual Property or the Using Agency lP Materials; (b)

Developed Software; (c) documentation, training materials, or other lP Materials that do not modify or

enhance then existing Using Agency lP Materials; and (d) modifications to or enhancements (derivative

works) of, Third Party lntellectual Property or related lP Materials to the extent not owned by the
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licensor of the Third Party lntellectual Property under the terms of the applicable license'

L.23. "Developed Sofiwore" any Software conceived, developed, authored or reduced to

practice in the course of or in connection with the provision of the Services (including any modifications,

enhancements, patches, upgrades or simila r developments).

L.24. " Disaste/' means a sudden, unplanned, calamitous event causing substantial damage or

loss as defined or determined by a risk assessment and business impact analysis, and which creates an

inability or substantial impairment on the organization's part to provide critical business functions for a

material period of time. This also includes any period when the Using Agency management decides to

divert resources from normal production responses and exercises its Disaster Recovery Plan.

!.25. "Disoster Recovery Plon" means the planned process, and related activities, required to

return an lT environment to an acceptable condition of normal business operation following declaration

of a Disaster.

L.26. "Equipmenl' means the computer, telecommunications, network, storage, and related

hardware and peripherals owned or leased by the Using Agency or its Third Party Contractors, or by

Contractor or its Subcontractors, and used or supported by Contractor or its Subcontractors, or by the

Using Agency or its agents, in connection with the Services.

7.21. "Exit Assistance Plon" means a detailed plan for the delivery of the Exit Assistance

Services.

7.28. "Exit Assistonce Period' has the meaning given in Section 9.2'

1.2g. "Exit Assistance Seruices" means such exit assistance services as are reasonably

necessary from Contractor and/or its Subcontractors to enable a complete transition of the affected

Services to the Using Agency or the Using Agency's designee(s), including, but not limited to, all of the

services, tasks and functions described in Section 9.

1.30. "lllicit Code'' means any hidden files, automatically replicating, transmitting or activating

computer program, virus (or other harmful or malicious computer program) or any Equipment-limiting,

Software-limiting or Services-limiting function (including, but not limited to, any key, node lock, time-out

or similar function), whether implemented by electronic or other means.

1.31. "lnciden( means any event that is not part of the standard operation of a service in the

Using Agency lT environment (including an event in respect of the Services or any Equipment or

Software) and that causes, or may cause, an interruption to, or a reduction in the quality ol that service'

The Using Agency will determine the severity level of each reported lncident.

7.32. "lntellectuol Property''means any inventions, discoveries, designs, processes, software,

documentation, reports, and works of authorship, drawings, specifications, formulae, databases,

algorithms, models, methods, techniques, technical data, discoveries, know how, trade secrets, and

other technical proprietary information and all patents, copyrights, mask works, trademarks, service

marks, trade names, service names, industrial designs, brand names, brand marks, trade dress rights,

lnternet domain name registrations, lnternet web sites and corporate names, and applications for the

registration or recordation of any of the foregoing.
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1.33. "lP MoterialC' means works of authorship, software, documentation, processes,

designs, drawings, specifications, formulae, databases, algorithms, models, methods, processes and

techniques, technical data, inventions, discoveries, know how, the general format, organization, or

structure of any report, document or database, and other technical proprietary information'

!.34. "Lows" means all United States federal, state and local laws or foreign laws,

constitutions, statutes, codes, rules, regulations, ordinances, executive orders, decrees, edicts of or by

any governmental authority having the force of law or any other legal requirement (including common

law), including Data Protection Laws and the Cook County Code of Ordinances.

1.35. "Open Source Moteriols' means any Software that: (a) contains, or is derived in any

manner (in whole or in part) from, any Software that is distributed as free Software, open source

Software, shareware (e.g., Linux), or similar licensing or distribution models; and (b) is subject to any

agreement with terms requiring that such Software be (i) disclosed or distributed in source code or

object code form, (ii) licensed for the purpose of making derivative works, and/or (iii) redistributable.

Open Source Materials includes without limitation "open source" code (as defined by the Open Source

lnitiative) and "free" code (as defined by the Free Software Foundation).

1.36. "Party'' means either County, on behalf of County and its Using Agencies, or Contractor.

1..37. "Porties" means both County, on behalf of County and its Using Agencies, and

Contractor.

1.38. "Personol lnformotion" means personal data or information that relates to a specific,

identifiable, individual person, including Using Agency personnel and individuals about whom the Using

Agency, Contractor, Contractor's Subcontractors or affiliates has or collects financial and other

information. For the avoidance of doubt, Personal lnformation includes the following: (a) any

government-issued identification numbers (e.g., Social Security, driver's license, passport); (b) any

financial account information, including account numbers, credit card numbers, debit card numbers, and

other Cardholder Data; (c) CriminalJustice lnformation; (d) Protected Health lnformation; (e) user name

or email address, in combination with a password or security question and answer that would permit

access to an account; and (f) any other personal data defined as personally identifiable information

under the breach notification laws of the fifty states.

1.39. oProblem'means the underlying cause of one or more lncidents, including where such

cause is unknown or where it is known and a temporary work-around or permanent alternative has

been identified.

1.40. "Protected Heolth tnformation" or PHI shall have the same meaning as the term

"Protected Health lnformation" in45 C.F.R. 160.103.

\.4L. "Public Record" shall have the same meaning as the term "public record" in the lllinois

Local Records Act, 50 ILCS 205/1 et seq.

1.42. "Required Consent" means that consent required to secure any rights of use of or

access to any of Using Agency-Provided Equipment, Using Agency-Provided Software, Using Agency

lntellectual Property, Using Agency lP Materials, any other Equipment, any other Software whether

Third Party Software or otherwise, any other lntellectual Property whether Third Party lntellectual

Property or otherwise, any other lP Material, any of which are required by, requested by, used by or
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accessed by Contractor, its Subcontractors, employees or other agents in connection with the Services.

1.43. "Seruices" either: (a) has the same meaning as "services" as defined in Article 3 of the

County's Professional Services Agreement, if such document forms the basis of this Agreement or (b)

collectively means all of Contractor's services and other acts required in preparing, developing, and

tendering the Using Agency's Deliverables as "Deliverables" is defined in the County's lnstruction to

Bidders and General Conditions, if such document forms the basis of this Agreement.

L.44. "service Level Agreement{' or "SLA" m;eans service level requirement and is a standard

for performance of Services, which sets Contractor and Using Agency expectations, and specifies the

metrics by which the effectiveness of service activities, functions and processes will be measured,

examined, changed and controlled.

1.45. "softwore" means computer software, including source code, object, executable or

binary code, comments, screens, user interfaces, data structures, data libraries, definition libraries,

templates, menus, buttons and icons, and all files, data, materials, manuals, design notes and other

items and documentation related thereto or associated therewith.

1.4G. '"Third Portt'' means a legal entity, company or person that is not a Party to the

Agreement and is not a Using Agency, Subcontractor, affiliate of a Party, or other entity, company or

person controlled by a Party.

L.47. "Third Porty lntellectual Property''means all lntellectual Property owned by a Third

Party, including Third Party Software.

L.48. "Third Party Controctor" means a Third Party that provides the Using Agency with

products or services that are related to, or in support of, the Services. Subcontractors of Contractor are

not "Third Party Contractors."

t.Ag. "Third Party Sofiwore" means a commercial Software product developed by a Third

Party not specifically for or on behalf of the Using Agency. For clarity, custom or proprietary Software,

including customizations to Third Party Software, developed by or on behalf of the Using Agency to the

Using Agency's specifications shall not be considered Third Party Software.

1.50. "lJsing Agency'' has the same meaning as the term "Using Agency" in the Cook County

Procurement Code, located at Chapter 34, Article lV in the Cook County Code of Ordinances as

amended, as applied to each department or agency receiving goods, Services or other Deliverables

under this Agreement and includes Cook County, a body politic and corporate of the State of lllinois, on

behalf of such Using Agency.

1.51. "lJsing Agency Confidential tnformation" means: (a) all non-public proprietary

information of Using Agency that is marked confidential, restricted, proprietary, or with a similar

designation; (b) Using Agency Data; and (c) any information that is exempt from public disclosure under

the lllinois Freedom of lnformation Act, 5 ILCS 1,4}lt et seq. or under the Cook County Code of

Ordinances.

1-.52. "llsing Agency Dato" means all data, whether Personal lnformation or other data,

provided by the Using Agency to Contractor, provided by Third Parties to Contractor for purposes

relating to this Agreement, or otherwise encountered by Contractor for purposes relating to this
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Agreement, including all data sent to Contractor by the Using Agency andlor stored by Contractor on

any media relating to the Agreement, including metadata about such data. To the extent there is any

uncertainty as to whether any data constitutes Using Agency Data, the data in question shall be treated

as Using Agency Data. Using Agency Data further includes information that is: (a) input, processed or

stored by the Using Agency's lT systems, including any Using Agency-Provided Software; (b) submitted

to Contractor or its Subcontractors by any employees, agents, the Using Agency, Third Parties, business

partners, and customers in connection with the Services or otherwise; (c) lncident records containing

information relating to the Services; (d) Using Agency lntellectual Property and Using Agency lP

Materials; (e) any raw data used to generate reports under this Agreement and any data included

therein; and (f) Using Agency Confidential lnformation.

1.53. "Using Agency lntellectudl Property''means all lntellectual Property owned or licensed

by the Using Agency, including Developed lntellectual Property.

L.54. "lJsing Agency lP Moteriats" means all lP Materials owned or licensed by the Using

Agency.

1.55. "Using Agency-Provided Equipmen('means Equipment provided by or on behalf of

Using Agency.

1.56. "Llsing Agency-Provided Softwore" means Software provided by or on behalf of Using

Agency.

L.57. "WISP' means written information security program.

2. SERVTCES AND DETIVERABLES

2.1. Approved Facilities. Contractor will perform Services only within the continental United

States and only from locations owned, leased or otherwise utilized by Contractor and its Subcontractors.

2.2. Licenses and Export Controls. Contractor will be responsible for obtaining all necessary

export authorizations and licenses for export of technical information or data relating to Using Agency

Data, Software, lntellectual Property, lP Materials, or otherwise underthis Agreement.

2.3. for Third P

Contractor shall be responsible for obtaining all Required Consents relating to this Agreement. lf

Contractor is unable to obtain a Required Consent, Contractor shall implement, subject to the Using

Agency's prior approval, alternative approaches as necessary to perform the Services' Contractor shall

be responsible for and shall pay all costs associated with this section, including any fees or other charges

imposed by the applicable Third Parties as a condition or consequence of their consent (e.9., any

transfer, upgrade or similar fees). The Using Agency shall cooperate with Contractor and provide

Contractor such assistance in this regard as the Contractor may reasonably request.

2.4. SLAs and Critical Milestones. Commencing on the Effective Date or as otherwise

specified in this Agreement, Contractor shall, as set forth in this Agreement: (a) perform the Services in

accordance with SLAs and Critical Milestones; and (b) regularly measure and report on its performance

against SLAs and Critical Milestones. Contractor shall maintain all data relating to and supporting the

measurement of its performance, including performance against SLAs and Critical Milestones, in

sufficient detail to permit a "bottom up" calculation, analysis and reconstruction of performance reports
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(including all inclusion and exclusion calculations) throughout the term of this Agreement. Such data

shall be made available to the Using Agency in an electronic format reasonably acceptable to the Using

Agency upon reasonable request and upon the expiration or termination of this Agreement.

2.5. Default SLAs, Critical Milestones and Fee Reductions. Unless otherwise explicitly

specified in this Agreement, the Contractor's SLAs, SLA targets, and Critical Milestones shall be those

that the Using Agency recognizes as commonly accepted "industry best practices" for Services of similar

cost, size, and criticality. For example and without limitation, such SLAs include availability and

performance Contractor-Provided Software and hosting-related Services, on-time delivery of

Deliverables, response and resolution times of Contractor's service desk. For example and without

limitation, such Critical Milestones include significant events in projects such as completion of major

Deliverables. Unless otherwise specified in this Agreement, Contractor shall proportionately reduce fees

for failing to perform the Services in accordance with applicable SLAs and for failing to timely achieve

Critical Milestones, and the Using Agency may withhold that amount of fee reduction from any

outstanding Contractor invoice. Except as expressly allowed under this Agreement, any such fee

reduction accompanying a failure to meet applicable SLAs or Critical Milestones shall not be the Using

Agency's exclusive remedy and shall not preclude the Using Agency from seeking other remedies

available to it for a material breach of this Agreement.

2.6. Standards and Procedures Manual. Contractor will prepare, update, and maintain a

manual ("standards and Procedures Manual") subject to the Using Agency's review and approval that

shall: (a) be based upon lTlL processes and procedures; (b) conform to the Using Agency's standard

operating procedures (c) be suitable to assist the Using Agency and the Using Agency's auditors in

verifying and auditing the Contractor's performance of the Services; and (d) detail the operational and

management processes by which Contractor will perform the Services under this Agreement, including

to the extent applicable, processes relating to: (i) Change Management and Change control; (ii) lncident

managemenq (iii) Problem management; (iv) configuration management; (v) backup and restore; (vi)

capacity management and full utilization of resources; (vii) project managemenU (viii) management

information; (ix) security processes; (x) Contractor's Business Continuity Plan; (xi) Contractot's Disaster

Recovery Plan; and (xi) administration, including invoicing. Where this Agreement assumes that the

Using Agency will provide Tier t help desk support, the Standards and Procedures Manual shall also

include sufficient help desk scripts for the Using Agency to provide such support. Contractor will

perform the Services in accordance with the Standards and Procedures Manual; provided, however,Ihat

the provisions of the Standards and Procedures Manual shall never supersede the provisions of this

Agreement.

2.7- Proiect Management Methodologv. Contractor shall perform the Services in accordance

with an industry-recognized project management methodology and procedures, subject to Using Agency

approval. Contractor shall comply with the Using Agency's procedures for tracking progress and

documents for the duration of the Agreement, including the submission of weekly or monthly status

reports to the Using Agency as the Using Agency may require.

2.8. Change Management Procedures. Contractor shall utilize Change Management

procedures, subject to Using Agency approval, that conform to lTlL/ITSM to manage, track and report on

Changes relating to the Services, including procedures for scheduling maintenance, patching,

replacement of assets, and other matters required for proper management of the Services. No Change

will be made without the Using Agency's prior written consent (which may be given or withheld in the

Using Agency's sole discretion), unless such Change: (a) has no impact on the Services being provided by
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Contractor; (b) has no impact on the security of the Using Agency Data and the Using Agencv systems;

and (c) causes no increase in any fees under this Agreement or the Using Agency's retained costs.

2.g. Resources Necessary for Services. Except as set forth in this Agreement, Contractor shall

provide and be financially responsible for all Equipment, Software, materials, facilities, systems and

other resources needed to perform the Services in accordance with the Agreement'

Z.tO. Using Agencv Resources. Except as explicitly allowed under this Agreement, Contractor

shall not use, nor permit any Subcontractor, employee, agent, or other Third Party to use any Using

Agency-Provided Equipment, Using Agency-Provided Software, Using Agency facilities, or any other

Equipment, Software, materials, facilities, systems or other resources that the Using Agency provides or

otherwise makes available under this Agreement for any purpose other than the performance of the

Services; and Contractor shall do so only upon prior written approval of the Using Agency. Contractor

shall not purport to, pledge or charge by way of security any of the aforementioned. Contractor shall

keep any Equipment owned or leased by the Using Agency that is under Contractor's or a Contractor

Subcontractor's control, secure and, for any such Equipment that is not located at the Using Agency

facilities, such Equipment shall be clearly identified as the Using Agency's and separable from

Contractor's and Third Parties' property.

2.LL. Maintenance of Assets. Contractor shall maintain all Equipment, Software, materials,

systems, and other resources utilized predominately or exclusively for performing Services in good

condition, less ordinary wear and tear, and in such locations and configurations as to be readily

identifiable.

Z.L2- Service CompatibilitV. To the extent necessary to provide the Services, Contractor shall

ensure that the Services, Contractor-Provided Equipment and Contractor-Provided Software

(collectively, the "Contractor Resources") are interoperable with the Using Agency-Provided Equipment,

Using Agency-Provided Software and with the Using Agency's other Assets, at no cost beyond that

specified in this Agreement and without adversely affecting any systems or services retained by the

Using Agency or its Third Party Contractors. ln the event of any Problem related to service compatibility

where it is not known whether the Problem is caused by Contractor's Assets or by Using Agency's

Assets, Contractor shall be responsible for correcting the Problem except to the extent that Contractor

can demonstrate, to the Using Agency's satisfaction, that the cause was not due to Contractor

Resources or to Contracto/s action or inaction.

2.13. Cooperation with Usins Agencv's Third Partv Contractors. Contractor shall cooperate

with all Third Party Contractors to coordinate its performance of the Services with the services and

systems of such Third Party Contractors. Subject to reasonable confidentiality requirements, such

cooperation shall include providing: (a) applicable written information, standards and policies

concerning any or all of the systems, data, computing environment, and technology direction used in

performing the Services so that the goods and services provided by the Third Party Contractor may work

in conjunction with or be integrated with the Services; (b)assistance and support services to such Third

Pafi Contractors; (c) Contracto/s quality assurance, its development and performance acceptance

testing and the applicable requirements of any necessary interfaces for the Third Party Contractor's

work producq (d) applicable written requirements of any necessary modifications to the systems or

computing environmenq and (e) access to and use of the Contractor's Assets as mutually agreed upon

by the Using Agency and Contractor (such agreement not to be unreasonably withheld or delayed) and

subject to the Third Party Contractor's agreement to comply with Contractor's applicable standard
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security policies.

2.L4. Procurement Assistance. At any time during the Agreement, Contractor shall, as

requested by the Using Agency, reasonably cooperate and assist the Using Agency with any Using

Agency procurement relating to any of the Services or replacing the Services, including: (a) providing

information, reports and data for use in the Using Agency's procurement or transition to a subsequent

Third Party Contractor; (b) answering Third Parties' and Using Agency's questions regarding the

procurement and Services transition; and (c) allowing Third Parties participating in the Using Agency's

procurement to perform reasonable, non-disruptive due diligence activities in respect of the relevant

Services, including providing reasonable access to Key Personnel.

3. WARRANTIES

3.1. Compliance with Law and Requlations. Contractor represents and warrants that it shall

perform its obligations under this Agreement in accordance with all Laws applicable to Contractor and

its business, including Laws applicable to the manner in which the Services are performed, including any

changes in such Laws. With respect to laws governing data security and privacy, the term 'Contractor

Laws' shall include any Laws that would be applicable to Contractor if it, rather than the Using Agency,

were the owner or data controller of any of the Using Agency Data in its possession or under its control

in connection with the Services. Contractor also represents and warrants that it shall identify, obtain,

keep current, and provide for Contractor's inspection, all necessary licenses, approvals, permits,

authorizations, visas and the like as may be required from time to time under Contractor Laws for

Contractor to perform the Services.

3.2. Non-lnfrinsement. Contractor represents and warrants that it shall perform its

responsibilities under this Agreement in a manner that does not infringe any patent, copyright,

trademark, trade secret or other proprietary rights of any Third Party.

3.3. Contractor Materials and Third Partv lntellectual Propertv. Contractor represents and

warrants that it owns, or is authorized to use, all Contractor lntellectual Property, Contractor lP

Mate ria ls a nd Contractor-provided Third Pa rty I ntellectua I Property.

3.4. Develooed Software. Contractor represents and warrants that all Developed Software

shall be free from material errors in operation and performance, shall comply with the applicable

documentation and specifications in all material respects, for twelve (12) months after the installation,

testing and acceptance of such Developed Software by the Using Agency; provided, however, for

Developed Software that executes on a monthly or less frequent basis (e.g., quarterly or annual cycle),

such warranty period will commence on the date of first execution of such Software. Any repairs made

to Developed Software pursuant to this Section shall receive a new twelve (12) month warranty period

in accordance with the terms of this Section.

3.5. No Open Source. Contractor represents and warrants that Contractor has not (i)

incorporated Open Source Materials into, or combined Open Source Materials with, the Deliverables or

Software, (ii) distributed Open Source Materials in conjunction with any Deliverables or Software, or (iii)

used Open Source Materials, in such a way that, with respect to the foregoing (i), (ii), or (iii), creates

obligations for the Contractor with respect to any material Deliverables or grant, or purport to grant, to

any Third Party, any rights or immunities under any material Deliverables (including, but not limited to,

using any Open Source Materials that require, as a condition of use, modification and/or distribution of

such Open Source Materials that other material Software included in Deliverables incorporated into,
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derived from or distributed with such Open Source Materials be (A) disclosed or distributed in source

code form, (B) be licensed for the purpose of making derivative works, or (C) be redistributable at no

charge).

3.6. Access to Using Agencv Data. Contractor represents and warrants that Contractor has

not and will not prevent, or reasonably fail to allow, for any reason including without limitation late

payment or otherwise, the Using Agency's access to and retrieval of Using Agency Data. Contractor

acknowledges that Using Agency Data may be Public Records and that any person who knowingly,

without lawful authority and with the intent to defraud any party, public officer, or entity, alters,

destroys, defaces, removes, or conceals any Public Record commits a Class 4 felony.

3.7. Viruses. Contractor represents and warrants that it has not knowingly provided, and will

not knowingly provide, to the Using Agency in connection with the Services, any Software that uses lllicit

Code. Contractor represents and warrants that it has not and will not introduce, invoke or cause to be

invoked such lllicit Code in any Using Agency lT environment at any time, including upon expiration or

termination of this Agreement for any reason, without the Using Agency's prior written consent. lf

Contractor discovers that lllicit Code has been introduced into Software residing on Equipment hosted

or supported by Contractor, Contractor shall, at no additional charge, (a) immediately undertake to

remove such lllicit Code, (b) promptly notify the Using Agency in writing of the introduction, and (c) use

reasonable efforts to correct and repair any damage to Using Agency Data or Software caused by such

lllicit Code and otherwise assist the Using Agency in mitigating such damage and restoring any affected

Service, Software or Equipment.

3.8. Resale of Equipment and Software. lf Contractor resells to the Using Agency any

Equipment or Software that Contractor purchased from a Third Party, then Contractor, to the extent it is

legally able to do so, shall pass through any such Third Party warranties to the Using Agency and

reasonably cooperate in enforcing them. Such warranty pass-through will not relieve Contractor from its

warranty obligations set forth in this Section.

3.9. Data Securitv. Contractor warrants and represents that (i) the performance of the

Services shall not permit any unauthorized access to or cause any loss or damage to Using Agency Data,

Using Agency lntellectual Property, or other Using Agency Confidential Information; and (ii) it complies

and shall comply with all Using Agency security policies in place from time to time during the term of

this Agreement.

4. INTELTECTUAT PROPERW

4.!. Using Agencv lntellectual Propertv. The Using Agency retains all right, title and interest

in and to all Using Agency lntellectual Property and Using Agency lP Materials. To the extent the Using

Agency may grant such license, Contractor is granted a worldwide, fully paid-up, nonexclusive license

during the term of this Agreement to use, copy, maintain, modify, enhance and create derivative works

of the Using Agency lntellectual Property and Using Agency lP Materials that are necessary for

performing the Services, and that are explicitly identified in writing by the Using Agency's Chief

lnformation Officer, for the sole purpose of performing the Services pursuant to this Agreement.

Contractor shall not be permitted to use any of the Using Agency lntellectual Property or Using Agency

lp Materials for the benefit of any entities other than the Using Agency. Contractor shall cease all use of

the Using Agency lntellectual Property and Using Agency lP Materials upon expiration or termination of

this Agreement. Upon expiration or termination of this Agreement or relevant Services under this
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Agreement, Contractor shall return to the Using Agency all the Using Agency lntellectual Property, Using

Agency lP Materials and copies thereof possessed by Contractor.

4.2. Developed lntellectual Propertv. As between the Parties, the Using Agency shall have all

right, title and interest in all Developed lntellectual Property. Contractor hereby irrevocably and

unconditionally assigns, transfers and conveys to the Using Agency without further consideration all of

its right, title and interest in such Developed lntellectual Property, including all rights of patent,

copyright, trade secret or other proprietary rights in such materials, which assignment shall be effective

as of the creation of such works without need for any further documentation or action on the part of

the Parties. Contractor agrees to execute any documents or take any other actions as may reasonably

be necessary, or as the Using Agency may reasonably request, to perfect the Using Agency's ownership

of any such Developed lntellectual Property. Contractor shall secure compliance with this Section by

any personnel, employees, contractors or other agents of Contractor and its Subcontractors involved

directly or indirectly in the performance of Services under this Agreement.

4.3. Contractor lntellectual Propertv. Contractor retains all right, title and interest in and to

Contractor lntellectual Property and Contractor lP Materials that Contractor developed before or

independently of this Agreement. Contractor grants to the Using Agency, a fully-paid, royalty-free, non-

exclusive, non-transferable, worldwide, irrevocable, perpetual, assignable license to make, have made,

use, reproduce, distribute, modify, publicly display, publicly perform, digitally perform, transmit, copy,

and create derivative works based upon Contractor lntellectual Property and Contractor lP Materials, in

any media now known or hereafter known, to the extent the same are embodied in the Services and

Deliverables, or otherwise required to exploit the Services or Deliverables. During the term of this

Agreement and immediately upon any expiration or termination thereof for any reason, Contractor will

provide to the Using Agency the most current copies of any Contractor lP Materials to which the Using

Agency has rights pursuant to the foregoing, including any related documentation. Contractor bears the

burden to prove that lntellectual Property and lP Materials related to this Agreement were not created

under this Agreement.

4.4. Third Partv lntellectual Propertv. Contractor shall not introduce into the Using Agency's

environment any Third Party lntellectual Property or otherwise use such Third Party lntellectual

Property to perform the Services without first obtaining the prior written consent from the Using

Agency's Chief lnformation Officer, which the Using Agency may give or withhold in its sole discretion. A

decision by the Using Agency to withhold its consent shall not relieve Contractor of any obligation to

perform the Services.

4.5. Residual Knowledee. Nothing contained in this Agreement shall restrict either

Contractor or Using Agency from the use of any ideas, concepts, know-how, methodologies, processes,

technologies, allorithms or techniques relating to the Services which either Contractor or Using Agency,

individually or jointly, develops or discloses under this Agreement, provided that in doing so Contractor

or Using Agency does not breach its respective obligations under Section 5 relating to confidentiality and

non-disclosure and does not infringe the lntellectual Property rights of the other or Third Parties who

have licensed or provided materials to the other. Except for the license rights contained under Section

4, neither this Agreement nor any disclosure made hereunder grants any license to either Contractor or

Using Agency under any lntellectual Property rights of the other.

4.6. Software Licenses. This Agreement contains all terms and conditions relating to all

licenses in Contractor-Provided Software and Contractor lP Materials. Except as explicitly set forth
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elsewhere in this Agreement, all licenses that Contractor grants in Contractor-Provided Software include

the right of use by Third Party Contractors for the benefit of the Using Agency, the right to make backup

copies for backup purposes or as may be required by the Using Agency's Business Continuity Plan or

Disaster Recovery Plan, the right to reasonably approve the procedures by which Contractor may audit

the use of license entitlements, and the right to give reasonable approval before Contractor changes

Contractor-Provided Software in a manner that materially and negatively impacts the Using Agency.

5. USING AGENCY DATA AND CONFIDENTIATITY

5.1. Propertv of Usine Agencv. All Using Agency Confidential lnformation, including without
limitation Using Agenry Data, shall be and remain the sole property of the Using Agency. Contractor

shall not utilize the Using Agency Data or any other Using Agency Confidential lnformation for any

purpose other than that of performing the Services under this Agreement. Contractor shall not, and

Contractor shall ensure that its Subcontractors, its employees, or agents do not, possess or assert any

lien or other right against or to the Using Agency Data or any other Using Agency Confidential

lnformation. Without the Using Agency's express written permission, which the Using Agency may give

or withhold in its sole discretion, no Using Agency Data nor any other Using Agency Confidential

lnformation, or any part thereol shall be disclosed, shared, sold, assigned, leased, destroyed, altered,

withheld, or otherwise restricted of by Contractor or commercially exploited by or on behalf of

Contractor, its employees, Subcontractors or agents.

5.2. Acknowledgment of lmportance of Using Agencv Confidential lnformation. Contractor

acknowledges the importance of Using Agency Confidential lnformation, including without limitation

Using Agency Data, to the Using Agency and, where applicable, Third Party proprietors of such

information, and recognizes that the Using Agenry and/or Third Party proprietors may suffer irreparable

harm or loss in the event of such information being disclosed or used otherwise than in accordance with

this Agreement.

5.3. Return of Using Agencv Data and Other Using Agencv Confidential lnformation. Upon

the Using Agency's request, at any time during this Agreement or at termination or expiration of this

Agreement, Contractor shall promptly return any and all requested Using Agency Data and all other

requested Using Agency Confidential lnformation to the Using Agency or its designee in such a format as

the Using Agency may reasonably request. Contractor shall also provide sufficient information

requested by the Using Agency about the format and structure of the Using Agency Data to enable such

data to be used in substantially the manner in which Contractor utilized such data. Also upon Using

Agency's request, in lieu of return or in addition to return, Contractor shall destroy Using Agency Data

and other Using Agency Confidential lnformation, sanitize any media upon which such the

aforementioned resided using a process that meets or exceeds DoD 522O.28-M 3-pass specifications,

and provide documentation of same within 10 days of completion, all in compliance with Using Agency's

policies and procedures as updated. All other materials which contain Using Agency Data and other

Using Agency Confidential lnformation shall be physically destroyed and shredded in accordance to NIST

Special Publication 800-88; and upon Using Agency request, Contractor shall provide Using Agency with

a certificate of destruction in compliance with NIST Special Publication 800-88. Contractor shall be

relieved from its obligation to perform any Service to the extent the return of any Using Agency Data or

other Using Agency Confidential lnformation at the Using Agency's request under this Section materially

impacts Contractor's ability to perform such Service; provided, that Contractor gives the Using Agency

notice of the impact of the return and continues to use reasonable efforts to perform.
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5.4. Public Records. Contractor will adhere to all Laws governing Public Records located at 50

ILCS 205/1 et seq. and at 44 lll. Admin. Code 4500.10 et seq. Specifically, and without limitation,

Contractor shall: (a) store Using Agency Data in such a way that each record is individually accessible for

the length of the Using Agency's scheduled retention; (b) retain a minimum of two total copies of all

Using Agency Data; (c) retain Using Agency Data according to industry best practices for geographic

redundancy, such as NIST Special Publication 800-34 as revised; (d) store and access Using Agency Data

in a manner allowing individual records to maintain their relationships with one another; (e) capture

relevant structural, descriptive, and administrative metadata to Using Agency Data at the time a record

is created or enters the control of Contractor or its Subcontractors.

5.5. Disclosure Required bv Law, Repulation or Court Order. ln the event that Contractor is

required to disclose Using Agency Data or other Using Agency Confidential lnformation in accordance

with a requirement or request by operation of Law, regulation or court order, Contractor shall, except to

the extent prohibited by law: (a) advise the Using Agency thereof prior to disclosure; (b) take such steps

to limit the extent of the disclosure to the extent lawful and reasonably practical; (c) afford the Using

Agency a reasonable opportunity to intervene in the proceedings; and (d) comply with the Using

Agency's requests as to the manner and terms of any such disclosure.

5.0. Loss of Using Agencv Confidential lnformation. Without limiting any rights and

responsibilities under Section 7 of these lT Special Conditions, in the event of any disclosure or loss of, or

inability to account for, any Using Agency Confidential lnformation, Contractor shall promptly, at its own

expense: (a) notify the Using Agency in writing; (b) take such actions as may be necessary or reasonably

requested by the Using Agency to minimize the violation; and (c) cooperate in all reasonable respects

with the Using Agency to minimize the violation and any damage resulting therefrom.

5.6. Undertakings With Respect To Personnel. Contractor acknowledges and agrees that it is

responsible for the maintenance of the confidentiality of Using Agency Data and other Using Agency

Confidential lnformation by Contractor Personnel. Without limiting the generality of the foregoing,

Contractor shall undertake to inform all Contractor Personnel of Contractor's obligations with respect to

Using Agency Data and other Using Agency Confidential lnformation and shall undertake to ensure that

all Contractor Personnel comply with Contractor's obligations with respect to same.

5.7. Background Checks of Contractor Personnel. Whenever the Using Agency deems it

reasonably necessary for security reasons, the Using Agency or its designee may conduct, at its expense,

criminal and driver history background checks of Contractor Personnel. Contractor and its

Subcontractors shall immediately reassign any individual who, in the opinion of the Using Agency, does

not pass the background check.

5.8 Contractor Confidential lnformation. Using Agency shall use at least the same degree of

care to prevent disclosing Contractor Confidential lnformation to Third Parties as Using Agency employs

to avoid unauthorized disclosure, publication or dissemination of its Using Agency Confidential

lnformation of like character.

6. DATA SECURITY AND PRIVACY

6.1. General Requirement of Confidentialitv and Securitv' lt shall be Contractor's obligation

to maintain the confidentiality and security of all Using Agency Confidential lnformation, including

without limitation Using Agency Data, in connection with the performance of the Services. Without

limiting Contracto/s other obligations under this Agreement, Contractor shall implement and/or use
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network management and maintenance applications and tools and appropriate fraud prevention and

detection and encryption technologies to protect the aforementioned; provided that Contractor shall, at

a minimum, encrypt all Personal lnformation in-transit and at-rest. Contractor shall perform all Services

utilizing security technologies and techniques and in accordance with industry leading practices and the

Using Agency's security policies, procedures and other requirements made available to Contractor in

writing, including those relating to the prevention and detection of fraud or other inappropriate use or

access of systems and networks.

6.2. General Compliance. Contractor shall comply with all applicable Laws, regulatory

requirements and codes of practice in connection with all capturing, processing, storing and disposing of

Personal lnformation by Contractor pursuant to its obligations under this Agreement and applicable

Data Protection Laws and shall not do, or cause or permit to be done, anything that may cause or

otherwise result in a breach by the Using Agency of the same. Contractor and all Contractor Personnel

shall comply with all the Using Agency policies and procedures regarding data access, privacy and

security.

6.3. Securitv. Contractor shall establish and maintain reasonable and appropriate physical,

logical, and administrative safeguards to preserve the security and confidentiality of the Using Agenry

Data and other Using Agency Confidential lnformation and to protect same against unauthorized or

unlawful disclosure, access or processing, accidental loss, destruction or damage. Such safeguards shall

be deemed reasonable and appropriate if established and maintained with the more rigorous of: (a) the

Using Agency Policies as updated; (b) the security standards employed by Contractor with respect to the

protection of its confidential information and trade secrets as updated; (c) security standards provided

by Contractor to its other customers at no additional cost to such customers, as updated; or (d)

compliance with the then-current NIST 800-series standards and successors thereto or an equivalent,

gene ra lly accepted, ind ustry-sta ndard security sta nda rds series.

6.4. Written lnformation Securitv Program. Contractor shall establish and maintain a WISP

designed to preserve the security and confidentiality of the Using Agency Data and other Using Agency

Confidential lnformation. Contractor's WISP shall include Data Breach procedures and annual Data

Breach response exercises. Contractor's WISP shall be reasonably detailed and shall be subject to the

Using Agency's reasonable approval.

6.5. Contractor Personnel. Contractor will oblige its Contractor Personnel to comply with

applicable Data Protection Laws and to undertake only to collect, process or use any Using Agency Data,

Using Agency lntellectual Property, Using Agency Confidential lnformation, or Personal lnformation

received from or on behalf of the Using Agency for purposes ol and necessary to, performing the

Services and not to make the aforementioned available to any Third Parties except as specifically

authorized hereunder. Contractor shall ensure that, prior to performing any Services or accessing any

Using Agency Data or other Using Agency Confidential lnformation, all Contractor Personnel who may

have access to the aforementioned shall have executed agreements concerning access protection and

data/software security consistent with this Agreement.

6.6. lnformation Access. Contractor shall not attempt to or permit access to any Using

Agency Data or other Using Agency Confidential lnformation by any unauthorized individual or entity.

Contractor shall provide each of the Contractor Personnel, Subcontractors and agents only such access

as is minimally necessary for such persons/entities to perform the tasks and functions for which they are

responsible. Contractor shall, upon request from the Using Agency, provide the Using Agency with an
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updated list of those Contractor Personnel, Subcontractors and agents having access to Using Agency

Data and other Using Agency Confidential lnformation and the level of such access. Contractor shall

maintain written policies that include auditing access levels and terminating access rights for off-

boa rded Co ntractor Pe rso nnel, Su bcontractors a nd agents.

6.7. Protected Health lnformation. lf Contractor will have access to Personal Health

lnformation in connection with the performance of the Services, Contractor shall execute a Business

Associate Agreement in a form provided by the Using Agency.

6.8. Criminal Justice lnformation. lf Contractor will have access to Criminal Justice

lnformation in connection with the performance of the Services, Contractor shall execute an addendum

to this Agreement governing the Contractor's access to such Criminal Justice lnformation in a form

provided by the Using Agency.

6.9. Cardholder Data. lf Contractor will have access to Cardholder Data in connection with

the performance of the Services, no less than annually, Contractor shall tender to Using Agency a

current attestation of compliance signed by a Qualified Security Assessor certified by the Payment Card

lndustry.

6.10. Encrvption Requirement. Contractor shall encrypt all Personal lnformation and all other

Using Agency Confidential lnformation the disclosure of which would reasonably threaten the

confidentiality and security of Using Agency Data. Contractor shall encrypt the aforementioned in

motion, at rest and in use in a manner that, at a minimum, adheres to NIST SP 800-111, NIST SP 800-52,

NIST SP 8OO-77 and NIST SP 800-L13 encryption standards. Contractor shall not deviate from this

encryption requirement without the advance, written approval of the Using Agency's lnformation

Security Office.

6.11. Usins Agencv Securitv. Contractor shall notify the Using Agency if it becomes aware of

any Using Agency security practices or procedures (or any lack thereof) that Contractor believes do not

comport with generally accepted security policies or procedures.

6.t2. Contractor as a Data Processor. Contractor understands and acknowledges that, to the

extent that performance of its obligations hereunder involves or necessitates the processing of Personal

lnformation, it shall act only on instructions and directions from the Using Agency; provided, however,

that Contractor shall notify the Using Agency if it receives instructions or directions from the Using

Agency that Contractor believes do not comport with generally accepted security polices or procedures

and the Using Agency shall determine whether to modify such instructions or have Contractor comply

with such instructions unchanged.

6.13. Data Subiect Risht of Access and Rectification. lf the Using Agency is required to provide

or rectify information regarding an individual's Personal lnformation, Contractor will reasonably

cooperate with the Using Agency to the full extent necessary to comply with Data Protection Laws. lf a

request by a data subject is made directly to Contractor, Contractor shall notify the Using Agency of such

request as soon as reasonably practicable.

6.L4. Securitv, Privacv and Data Minimization in Software Development Life Cvcle. Contractor

shall implement an industry-recognized procedure that addresses the security and privacy of Personal

lnformation as part of the software development life cycle in connection with the performance of the

Services. Contractor shall implement procedures to minimize the collection of Personal lnformation and
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shall, subject to Using Agency's written request to the contrary, minimize the collection of Personal

lnformation.

6.15. Advertising and Sale of Usine Asencv Data. Nothing in this Agreement shall be construed

to limit or prohibit a Using Agency's right to advertise, sell or otherwise distribute Using Agency Data as

permitted by the Cook County Code of Ordinances.

7. DATA SECURITY BREACH

7.1,. Notice to Using Agencv. Contractor shall provide to the Using Agency written notice of
such Data Security Breach promptly following, and in no event later than one (1) business day following,

the discovery or suspicion of the occurrence of a Data Security Breach. Such notice shall summarize in

reasonable detail the nature of the Using Agency Data that may have been exposed, and, if applicable,

any persons whose Personal lnformation may have been affected, or exposed by such Data Security

Breach. Contractor shall not make any public announcements relating to such Data Security Breach

without the Using Agency's prior written approval.

7.2. Data Breach Responsibilities. lf Contractor knows or has reason to know that a Data

Security Breach has occurred (or potentially has occurred), Contractor shall: (a) reasonably cooperate

with the Using Agency in connection with the investigation of known and suspected Data Security

Breaches; (b) perform any corrective actions that are within the scope of the Services; and (c) at the

request and under the direction of the Using Agency, take any all other remedial actions that the Using

Agency deems necessary or appropriate, including without limitation, providing notice to all persons

whose Personal lnformation may have been affected or exposed by such Data Security Breach, whether

or not such notice is required by Law.

7.3. Data Breach Exercises. Contractor shall conduct annual Data Breach exercises. Upon

Using Agency request, Contractor shall coordinate its exercises with the Using Agency.

7.4. Costs. The costs incurred in connection with Contractor's obligations set forth in Section

7 or Using Agency's obligations under relevant Data Security Laws shall be the responsibility of the Party

whose acts or omissions caused or resulted in the Data Security Beach and may include without
limitation: (a) the development and delivery of legal notices or reports required by Law, including

research and analysis to determine whether such notices or reports may be required; (b) examination

and repair of Using Agency Data that may have been altered or damaged in connection with the Data

Security Breach, (c) containment, elimination and remediation of the Data Security Breach, and (d)

implementation of new or additional security measures reasonably necessary to prevent additional Data

Security Breaches; (e) providing notice to all persons whose Personal lnformation may have been

affected or exposed by such Data Security Breach, whether or required by Law; (f) the establishment of

a toll-free telephone number, email address, and staffing of corresponding communications center

where affected persons may receive information relating to the Data Security Breach; (g) the provision

of one (1) year of credit monitoring/repair and/or identity restoration/insurance for affected persons.

8. AUDIT RIGHTS

8.1. Generallv. Contractor and its Subcontractors shall provide access to any records,

facilities, personnel, and systems relating to the Services, at any time during standard business hours, to

the Using Agency and its internal or external auditors, inspectors and regulators in order to audit,

inspect, examine, test, and verify: (a) the availability, integrity and confidentiality of Using Agency Data
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and examine the systems that process, store, support and transmit Using Agency Data; (b) controls

placed in operation by Contractor and its Subcontractors relating to Using Agency Data and any Services;

(c) Contractor's disaster recovery and backup/recovery processes and procedures; and (d) Contractor's
performance of the Services in accordance with the Agreement. The aforementioned Using Agency audit
rights include the Using Agency's right to verify or conduct its own SOC 2 audits.

8.2. Securitv Audits. Contractor shall perform, at its sole cost and expense, a security audit
no less frequently than every twelve (12) months. The security audit shall test Contractor's compliance

with security standards and procedures set forth in: (a) this Agreement, (b) the Standards and

Procedures Manual, and (c) any security standards and procedures otherwise agreed to by the Parties.

8.3. Service Oreanizati.on Control (SOC 2). Tvpe ll Audits. Contractor shall, at least once

annually in the fourth (4th) calendar quarter and at its sole cost and expense, provide to the Using

Agency and its auditors a Service Organization Control (SOC 2), Type ll report for all locations at which

the Using Agency Data is processed or stored.

8.4. Audits Conducted bv Contractor. Contractor promptly shall make available to the Using

Agency the results of any reviews or audits conducted by Contractor and its Subcontractors, agents or

representatives (including internal and external auditors), including SOC 2 audits, relating to

Contractor's and its Subcontractors' operating practices and procedures to the extent relevant to the

Services or any of Contractor's obligations under the Agreement. To the extent that the results of any

such audits reveal deficiencies or issues that impact the Using Agency or the Services, Contractor shall

provide the Using Agency with such results promptly following completion thereof.

8.5. lnternal Controls. Contractor shall notify the Using Agency prior to modifying any of its
internal controls that impact the Using Agency, the Services and/or Using Agency Data and shall

demonstrate compliance with this Agreement.

8.6. Subcontractor Agreements. Contractor shall ensurg that all agreements with its

Subcontractors performing Services under this Agreement contain terms and conditions consistent with

the Using Agency's audit rights.

9. RIGHT TO EXIT ASSISTANCE

9.1. Pavment for Exit Assistance Services. Exit Assistance Services shall be deemed a part of
the Services and included within the Contracto/s fees under this Agreement, except as otherwise

detailed in this Agreement.

g.2. General. Upon Using Agency's request in relation to any termination, regardless of

reason, or expiration of the Agreement, in whole or in part, Contractor shall provide the Using Agency

and each of its designees Exit Assistance Services. During the Exit Assistance Period, Contractor shall

continue to perform the terminated Services except as approved by the Using Agency and included in

the Exit Assistance Plan. Contractor's obligation to provide the Exit Assistance Services shall not cease

until the Services have been completely transitioned to the Using Agency or the Using Agency's

designee(s) to the Using Agency's satisfaction.

9.3. Exit Assistance Period. Contractor shall: (a) commence providing Exit Assistance

Services at the Using Agency's request (i) up to six (6) months prior to the expiration of the Agreement,
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or (ii) in the event of termination of the Agreement or any Services hereunder, promptly following

receipt of notice of termination from the Party giving such notice (such date notice is received, the

"Termination Notice Date"), and (b) continue to provide the Exit Assistance Services through the

effective date of termination or expiration of the Agreement or the applicable terminated Services (as

applicable, the "Termination Date") (such period, the "Exit Assistance Period"). At the Using Agency's

option, the Exit Assistance Period may be extended for a period of up to twelve (12) months after the

Termination Date. The Using Agency shall provide notice regarding its request for Exit Assistance

Services at least sixty (60) days prior to the date upon which the Using Agency requests that Contractor

commence Exit Assistance Services unless such time is not practicable given the cause of termination.

g.4. Manner of Exit Assistance Services. Contractor shall perform the Exit Assistance

Services in a manner that, to the extent the same is within the reasonable control of Contractor: (a) is in

accordance with the Using Agency's reasonable direction; (b) is in cooperation with, and causes its

Subcontractors to cooperate with, the Using Agency and the Using Agency's designee(s); (c) supports

the efficient and orderly transfer of the terminated Services to the Using Agency; (d) minimizes any

impact on the Using Agency's operations; (e) minimizes any internal and Third Party costs incurred by

the Using Agency and the Using Agency's designee(s); and (f) minimizes any disruption or deterioration

of the terminated Services. Exit Assistance Plan. Contractor shall develop and provide to the Using

Agency, subject to the Using Agency's approval and authorization to proceed, an Exit Assistance Plan

that shall: (a) describe responsibilities and actions to be taken by Contractor in performing the Exit

Assistance Services; (b) describe in detail any Using Agency Responsibilities which are necessary for

Contractor to perform the Exit Assistance Services; (c) describe how any transfer of Assets and any

novation, assignment or transfer of contracts will be achieved during the Exit Assistance Period; (d)

detail the return, and schedule for return, of Using Agency Data and other Using Agency-specific

information to be provided; (e) set out the timetable for the transfer of each element of the terminated

Services (including key milestones to track the progress); (f) identify a responsible party for each service,

task and responsibility to be performed under the Exit Assistance Plan; and (g) specify reasonable

acceptance criteria and testing procedures to confirm whether the transfer of the terminated Services

has been successfully completed. Following the Using Agency's approval of, and authorization to
proceed with the final Exit Assistance Plan, Contractor will perform the Exit Assistance Services in

accordance with the Exit Assistance Plan.

9.6. Exit Assistance Manasement. Within the first thirty (30) days of the Exit Assistance

Period, Contractor will appoint a senior project manager to be responsible for, and Contractor's primary

point of contact for, the overall perfgrmance of the Exit Assistance Services. Upon Using Agency request,

Contractor will provide individuals with the required expertise to perform Exit Assistance Services, even

if those individuals are not currently performing Services. Contractor will promptly escalate to the Using

Agency any failures (or potential failures) regarding the Exit Assistance Services. Contractor will meet

weekly with the Using Agency and provide weekly reports describing: the progress of the Exit Assistance

Services against the Exit Assistance Plan; any risks encountered during the performance of the Exit

Assistance Services; and proposed steps to mitigate such risks. The Using Agency may appoint, during

the Exit Assistance Period, a Using Agency designee to be the Using Agency's primary point of contact

and/or to operationally manage Contractor during the Exit Assistance Period.

g.7. Removal of Contractor Materials. Contractor shall be responsible at its own expense for

de-installation and removal from the Using Agency Facilities any Equipment owned or leased by

Contractor that is not being transferred to the Using Agency under the Agreement subject to the Using
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Agency's reasonable procedures and in a manner that minimizes the adverse impact on the Using

Agency. Prior to removing any documents, equipment, software or other material from any Using

Agency Facility, Contractor shall provide the Using Agency with reasonable prior written notice

identifying the property it intends to remove. Such identification shall be in sufficient detail to apprise

the Using Agency of the nature and ownership of such property.

9.8. Using Agencv-specific lnformation. Upon Using Agency's request, Contractor will

specifically provide to the Using Agency the following Using Agency Data to relating to the Services: (a)

SLA statistics, reports and associated raw data; (b) operational logs; (c) the Standards and Procedures

Manual; (d) tncident and Problem logs for at least the previous two (2) years; (e) security features; (f)

passwords and password control policies; (g) identification of work planned or in progress as of the

Termination Date, including the current status of such work and projects; and (h) any other information

relating to the Services or the Using Agency's lT or operating environment which would be required by a

reasonably skilled and experienced Contractor of services to assume and to continue to perform the

Services following the Termination Date without disruption or deterioration. This section shall not limit

any other rights and duties relating to Using Agency Data'

9.9. Subcontractors and Third Partv Contracts. For each contract for which Using Agency has

an option to novate or transfer, Contractor will supply the following information upon Using Agency's

request: (a) description of the goods or service being provided under the contracU (b) whether the

contract exclusively relates to the Services; (c) whether the contract can be assigned, novated or

otherwise transferred to the Using Agency or its designee and any restrictions or costs associated with

such a transfer; (d) the licenses, rights or permissions granted pursuant to the contract by the Third

Party; (e) amounts payable pursuant to the terms of such contract; (f) the remaining term of the

contract and termination rights; and (g) contact details of the Third Party. Contractor's agreements with

Third parties that predominantly or exclusively relate to this Agreement shall not include any terms that

would restrict such Third parties from entering into agreements with the Using Agency or its designees

as provided herein.

9.10. Knowledse Transfer. As part of the Exit Assistance Services and upon Using Agency's

reasonable request, Contractor will provide knowledge transfer services to the Using Agency or the

Using Agency's designee to allow the Using Agency or such designee to fully assume, become self-reliant

with respect to, and continue without interruption, the provision of the terminated Services. Contractor

shall: allow personnel of the Using Agency or the Using Agency's designee to work alongside Contractor

Personnel to shadow their role and enable knowledge transfer; answer questions; and explain

procedures, tools, utilities, standards and operations used to perform the terminated Services.

9.11. Change Freeze. Unless otherwise approved by the Using Agency or required on an

emergency basis to maintain the performance of the Services in accordance with the Performance

Standards and SLAs, during the Exit Assistance Period, Contractor will not make or authorize material

Changes to: (a) the terminated Services, including to any Equipment, Software or other facilities used to

perform the terminated Services; and (b) any contracts entered into by Contractor that relate to the

Services (i nclud ing contracts with Su bcontractors).

g.:12. Software Licenses. lf and as requested by the Using Agency as part of the Exit

Assistance Services, Contractor shall: (a) re-assign licenses to the Using Agency or the Using Agency's
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designee any licenses for which Contractor obtained Required Consents; (b) grant to the Using Agency,

effective as of the Termination Date, at no cost to the Using Agency, a license under Contractor's then-

current standard license terms made generally available by Contractor to its other commercial

customers in and to all Contractor-Provided Software that constitutes generally commercially available

Software that was used by Contractor on a dedicated basis to perform the Services and is reasonably

required for the continued operation of the supported environment or to enable the Using Agency to

receive services substantially similar to the Services for which Contractor utilized such Software; and

with respect to such Software, Contractor shall offer to the Using Agency maintenance (including all

enhancements and upgrades) at the lesser of a reasonable rate or the rates Contractor offers to other

commercial customers for services of a similar nature and scope; (c) grant to the Using Agency, effective

as of the Termination Date, a non-exclusive, non-transferable, fully-paid, royalty-free, perpetual,

irrevocable, worldwide license following expiration of the Exit Assistance Period in and to all Contractor-

Provided Software that does not constitute generally commercially available Software that is

incorporated into the supported environment, which license shall extend only to the use of such

Software by the Using Agency or its designee (subject to Contractor's reasonable confidentiality

requirements) to continue to enable the Using Agency to receive services substantially similar to the

Services for which Contractor utilized such Software; and (d) provide the Using Agency with a copy of

the Contractor-Provided Software described in this Section in such media as requested by the Using

Agency, together with object code and appropriate documentation.

10. MrscEttANEous

10.1. Survival. Sections 1 (Definitions for Special Conditions), 4 (lntellectual Property), 7 (Data

Security Breach), and 8 (Audit Rights) shall survive the expiration or termination of this Agreement for a

period of five (5) years (and Sections 5 (Using Agency Data and Confidentiality) and 10 (Miscellaneous)

shall survive for a period of ten []-01 years) from the later of (a) the expiration or termination of this

Agreement (including any Exit Assistance Period), or (b)the return or destruction of Using Agency

Confidential lnformation as required by this Agreement.

:10.2. No Limitation. The rights and obligations set forth in these lT special conditions exhibit

do not limit the rights and obligations set forth in any Articles of the Professional Services Agreement.

For the avoidance of doubt, the use of County in the PSA or GC shall expressly include Using Agency and

vice versa.

10.3. No Waiver of Tort lmmunity. Nothing in this Agreement waives immunity available to

the Using Agency under Law, including under the lllinois Local Governmental and Governmental

Employees Tort lmmunity Act, 745 ILCS LO/1,-lOL et seq.

t0.4. No Click-Wrap or lncorporated Terms. The Using Agency is not bound by any content on

the Contracto/s website, in any click-wrap, shrink-wrap, browse-wrap or other similar document, even

if the Contractor's documentation specifically referenced that content and attempts to incorporate it

into any other communication, unless the Using Agency has actual knowledge of the content and has

expressly agreed to be bound by it in a writing that has been manually signed by the County's Chief

Procurement Officer.
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10.5. Change Requests. Except as otherwise set forth in this Agreement, this Section 10.5 shall

govern all Change Requests and Change Orders. lf either Party believes that a Change Order is necessary

or desirable, such Party shall submit a Change Request to the other. Contractor represents to Using

Agency that it has factored into Contractor's fees adequate contingencies for de minimis Change Orders.

Accordingly, if Change Requests are made, they will be presumed not to impact the fees under this

Agreement; provided, however, that if the Change Request consists of other than a de minimis deviation

from the scope of the Services and/or Deliverables, Contractor shall provide Using Agency with written

notification of such other deviation within five (5) business days after receipt of the Change Request. ln

the event of a Using Agency-initiated Change Request, within five (5) business days of Contractor's

receipt of such Change Request, Contractor shall provide to Using Agency a written statement

describing in detail: (a) the reasonably anticipated impact on any Services and Deliverables as a result of

the Change Request including, without limitation, Changes in Software and Equipment, and (b)the fixed

cost or cost estimate for the Change Request. lf Licensor submits a Change Request to Customer, such

Change Request shall include the information required for a Change Response.

10.6. Change Orders. Any Change Order that increases the cost or scope of the Agreement, or

that materially affects the rights or duties of the Parties as set forth the Agreement, must be agreed

upon by the Using Agency in a writing executed by the County's Chief Procurement Officer. ln all cases,

the approval of all Change Requests and issuance of corresponding Change Orders must comply the

County's Procurement Code. lf either Party rejects the other's Change Request, Contractor shall proceed

to fulfill its obligations under this Agreement.
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CoNTRACT NO. 1 s50-14939
SECTION 1

INSTRUCTIONS FOR COMPLETION OF
ECONOMIC DISCLOSURE STATEMENT AND EXECUTION DOCUMENT

This Economic Disclosure Statement and Execution Document ('EDS") is to be completed and executed
by every Bidder on a County contract, every Proposer responding to a Request for Proposals, and every
Respondent responding to a Request for Qualifications, and others as required by the Chief Procurement
Officer. The execution of the EDS shall serve as the execution of a contract awarded by the County. The
Chief Procurement Officer reserves the right to requesl thal the Bidder or Proposer, or Respondent provide

an updated EDS on an annual basis.

Definitions. Terms used in this EDS and not otheruvise defined herein shall have the meanings given to
such terms in the lnstructions to Bidders, General Conditions, Request for Proposals, Request for
Qualifications, as applicable.

Affiliate means a person that directly or indirectly through one or more intermediaries, Controls is
Controlled by, or is under common Controlwith the Person specified'

Applicant means a person who executes this EDS.

Bidder means any person who submits a Bid.

Code means the Code of Ordinances, Cook County, lllinois available on municode.com.

Contract shall include any written document to make Procurements by or on behalf of Cook

County.

Contractoror Contracting Partymeans a person that enters into a Contract with the County.

Controt means the unfetter:ed authorily to directly or indirectly manage governance,

. administration, work, and all other aspects of a business.

FDS means this complete ,Economic Disclosure Statemenl and Execution Document,
'rincluding all sections listed in the lndex and any attachments'

Joint VenturE rneans an dssociation of two or more Persons proposing to perform a for-
profit business enterprise. Joint Ventures must have an agreement in writing specifying the

ierms and conditions of the:relationship between ihe partners and their relationship and

respective responsibility for the Contract

Lobby or lobbying meanS to, for compensation, attempt to influence a County official or

. County employee with respect to any County matter.

Lobbyist means any person who lobbies.

Person or Persons means any individual, corporation, partnership, Joint Venture, trust, association,

Limited Liability Company, sole proprietorship or other legal entity.

Prohibited Acfs means any of the actions or occurrences which form the basis for
disqualification u'nder the Code, or under the Certifications hereinafter set forth.

Proposalmeans a response to an RFP.

Proposer means a person submitting a Proposal.

Response means response to an RFQ.

Respondent means a person responding to an RFQ.

RFP means a Request for Proposals issued pursuant to this Procurement Code.

RFQ means a Request for Quatifications issued to obtain the qualifications of interested parties'

EDS-i
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CoNTRACT NO. 1s50-14939

INSTRUCTIONS FOR COMPLETION OF
ECONOMIC DISCLOSURE STATEMENT AND EXECUTION DOCUMENT

Section 1: lnstructions. Section 1 sets forth the instructions for completing and executing this EDS.

Section 2: Certifications. Section 2 sets forth certifications that are required for contracting parties under
the Code and other applicable laws. Execution of this EDS constitutes a warranty that all the statements
and certifications contained, and all the facts stated, in the Certifications are true, correct and complete as
of the date of execution.

Section 3: Economic and Other Disclosures Statement. Section 3 is lhe County's required Economic
and Other Disclosures Statement form. Execulion of this EDS constitules a warranty that all the information
provided in the EDS is true, correcl and complete as of the date of execution, and binds the Applicant to
lhe warranties, representations, agreements and acknowledgements contained therein.

Required Updates. The Applicant is required to keep all information provided in this EDS current and
accurate. ln the event of any change in the information provided, including but not limited to any change
which would render inaccurate or incomplete,any certificalion or statemenl made in this EDS, the Applicant
shall supplement this EDS up to the time the County takes action, by filing an amended EDS or such other
documentation as is required.

Addition3l lnformation. The County's Governmental Ethics and Campaign Financing Ordinances impose
certain duties and obligations on persons, or entities seeking County conlracts, work, business, or
transactions, and the Applicant is expect€d.to comply fully with these ordinances. For further information
please contacl the Director of Ethics at (31.2) 603-4304 (69 W. Washington St. Suite 3040, Chicago, lL
60602) or visit the web-site at cookcountyil.gov/ethics-board-of.

Authorized Signers of Gontract and EDS Execution Page. lf the Applicant is a corporation, the President
and Secretary must execute the EDS. ln the event that this EDS is executed by someone other than the
President, attach hereto a certified copy of that section of the Corporate By-Laws or other authorization by
the Corporation, satisfactory to the County that permits the person to execute EDS for said corporation. lf
the corporation is not registered in the State of lllinois, a copy of the Certificale of Good Standing from the
state of incorporation must be submitted with this Signature Page.

lf the Applicant is a partnership or joint venture, all partners or joint venlurers must execute the EDS, unless
one partner or ioinl venture has been buthorized to sion for the partnershio or ioint venture, in which case,
the partnership agreemenl, resolution or evidence of such authority satisfactory lo the Office of the Chief
Procurement Officer must be submitted with this Signalure Page.

lf the Applicant is a member-manage.d LLC all members must execute the EDS, unless otherwise provided
in the operating agreement, rbsolution or other corporate documents. lf the Applicant is a manager-
managed LLC, the manager(s) must execute the EDS. The Applicant must attach either a certified copy of
the operating agreement, resolution or other authorization, satisfactory to the County, demonstrating such
person has the authority to execute the EDS on behalf of the LLC. lf the LLC is not registered in the State
of lllinois, a copy of a current Certificate of Good Standing from the state of incorporation must be submitted
with this Signature Page.

lf the Applicant is a Sole Proprietorship, the sole proprietor must execute the EDS.

A "Partnership'"Joint Venture" or "Sole Proprietorship" operating under an Assumed Name must be
registered with the lllinois county in which it is located, as provided in 805|LCS 405 (2012), and
documenlation evidencing registration must be submitted with the EDS.
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CONTRACT NO.: 1550-14939
SECTION 2

CERTIFICATIONS

THE FOLLOWING CERTIFICATIONS ARE MADE PURSUANT TO STATE LAW AND THE CODE. THE APPLICANT IS CAUTIONED
TO CAREFULLY READ THESE CERTIFICATIONS PRIOR TO SIGNING THE SIGNATURE PAGE. SIGNING THE SIGNATURE PAGE
SHALL CONSTITUTE A WARRANTY BY THE APPLICANT THAT ALL THE STATEMENTS, CERTIFICATIONS AND INFORMATION
SET FORTH WITHIN THESE CERTIFICATIONS ARE TRUE, COMPLETE AND CORRECT AS OF THE DATE THE SIGNATURE PAGE
IS SIGNED. THE APPLICANT IS NOTIFIED THAT IF THE COUNTY LEARNS THAT ANY OF THE FOLLOWING CERTIFICATIONS
WERE FALSELY MADE, THAT ANY CONTRACT ENTERED INTO WITH THE APPLICANT SHALL BE SUBJECT TO TERMINATION.

A. PERSONS AND ENTITIES SUBJECT TO DISQUALIFICATION

No person or business entity shall be awarded a conlract or sub-contract, for a period of five (5) years from the date of conviction
or entry of a plea or admission of guilt, civil or criminal, if that person or business entity:

1) Has been convicted of an act committed, within the State of lllinois, of bribery or attempting to bribe an officer or

employee of a unil of state, federal or local government or school district in the State of lllinois in that officefs or
employee's official capacity;

2) Has been convicted by federal, state or local govemment of an act of bid-rigging or attempting to rig bids as defined in
the Sherman Anti-Trust Act and Clayton Act. Act. 15 U.S.C. Section 1 et seq.;

3) Has been cirnvicted of bid-rigQing or attenipting to rig bids under lhe laws of federal, state or local government;

4) Hds been conviCted of an act committed, $vithiri the State, of price-fixing or attempting to lix prices as delined by the

Sherman Anti-Trust Act and the Clayton Act. 15 U.S.C. Section 1, el seg','

5) Has been convictgd of price-fixing or attempting to fix prices under the laws the State;

6) Has been convicted of defrauding or attempting to'defraud any unit of state or local government or school district within

the State of lllinois;

7) Has madq an admission of guilt of such conduct as set forth in subsections (1 ) through (6) above which'aOmission is a

matter.of repord, whether or not such person or business entity was subject to prosecution for the offense or offenses

admitted to; or

8) Has entered a plea of nolo contendere to charge of bribery, price-fixing, bid-rigging, or fraud, as set forth in sub-
paragraphs (1 ) through (6) above.

ln the case of bribery or attempting to bribe, a business entity may not be awarded a contract if an official, agent or employee of
such business entity committed the Prohibited Act on behalf of the business entity and pursuanl to the direction or authorization

of an officer, director or other responsible official of the business entity, and such Prohibited Act occurred within three years prior

to the award of lhe contract. ln addition, a business entity shall be disqualified if an owner, partner or shareholder controlling,
directly or indirectly, 20o/o or more of the business entity, or an officer of the business entity has performed any Prohibiied Act

within five years prior to the award of the Contract.

THE APPLTCANT HEREBY CERTIFIES THAT:T\e Applicant has read the provisions of Section A, Persons and Entities
Subject to Disqualification, that the Applicant has not committed any ProhibitedAct set forth in Section A, and that award of
the Contract to the Applicant would not violate the provisions of such Section or of the Code.

B. BID.RIGGING OR BID ROTATING

THE APPLICANT HEREBY CERTIFIES THAT: ln accordance with 720 |LCS 5/33 E-11, neither the Applicant nor any Affiliated

Entity is baned from award of this Contract as a result of a conviction for the violation of State laws prohibiting bid4gging or bid

rotaling.

C. DRUGFREEWORKPLACEACT

THE APPLTCANT HEREBY CERTIFIES THATtTheApplicant will provide a drug fee workplace. as required by (30 ILCS 580/3).
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D. DELINQUENCY IN PAYMENT OF TAXES

THE APPLTCANT HEREBY CERTIFIES THAT: The Applicanl is nol an owner or a parly responsible for the payment of any tax or
lee administered by Cook County, by a local municipality, u by the lllinois Depaiment of Revenue, which such tax or fee is
delinquent, such as bar award of a contracl or subcontract pursuant to the Code, Chapter 34, Section 34-171.

E. HUMAN RIGHTS ORDINANCE

No person who is a party to a contract with Cook County ("County") shall engage in unlawful discrimination or sexual harassment

against any individual in the terms or conditions of employment, credit, public accommodations, housing, or provision of County

facilities, services or programs (Code Chapter 42, Section 42-30 et seq.).

F. ]LLINOIS HUMAN RIGHTS ACT

THE APPLICANT HEREBY CERTIFIES THAT: lt is in compliance wilh the lllinois Human Rights Act (775|LCS 5/2-105), and

agrees to abide by the requiremenls of the Act as part of its contractual obligations.

c. INSPECTOB GENERAL (COOK COUNTY CODE, CHAPTER 34, SECTION 34-174 and Section 34-2501

The Applicant has not willfully failed to cooperate in an investigation by the Cook County lndependent lnspector General or to report

lo the lndependent lnspector General any and all information concerning conduct which they know to involve conuption, or other

criminal activity, by another county employee or official, which concerns his or her office of employment or County related

transaction.

The Applicant has reported directly and without any undue delay any suspected or known fraudulent activity in the County's

Procuremenl process to the Office of the Cook County lnspector General.

H. CAMPAIGN CONTBIBUTIONS (COOK COUNTY CODE, CHAPTER 2, SECTION 2-585)

THE APPLTCANT CERTIFIES THAT: lt has read and shall comply with the Cook County's Ordinance conceming campaign

conlributions, which is codifed at Chapter 2, Divisiop 2, Subdivision ll, Section 585, and can be read in.its entirety at

www.municode.com.

t. .G|FT BAN, (COOK COUNTY CODE, CHAPTER 2, SECTION 2-574)

THE APPLICANT CERTIFIES THAT: lt has read and shall comply with the Cook Counly's Ordinance concerning receiving and

soliciting gifts and favors, which is codiiied at Chapter 2, Division 2, Subdivision ll, Section 574, and can be read in its entirety at

www.municode.com.

J. LtVtNG WAGE ORDINANCE PREFERENCE (COOK COUNry CODE, CHAPTER 34, SECTION 3it-160;

Unless expressly waived by the Cook Coung Board of Commissioners, the Code requires that a living wage must be paid to

individuals employed by a Contractor which has a County Contract and by all subcontractors of such Contractor under a County

Contract, throughout the duration of such County Contract. The amount of such living wage is annually by the Chief Financial Officer

of the County, and shall be posted on the Chief Procurement Officer's urebsite.

The term "Contract" as used in Section 4, l, of this EDS, specifically excludes contracts with the following:

1) Not-For Profit Organlzations (defined as a corporation having tax exempt status under Section 501(C)(3) of the United

State lnternal Revenue Code and recognized under the lllinois State not-for -profit law);

2) Community Development Block Grants;

3) Cook County Works Department;

4) Sheriffs Work Alternative Program; and

5) Department of Correction inmates.
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CoNTRACT NO. 1 550-'14939

SECTION 3

REQUIRED DISCLOSURES

1. DISCLOSURE OF LOBBYIST CONTACTS

Lisl all persons thal have made lobbying contacts on your behalf with respect to this contract:

Name

Dell SecureWorks Resoonse: None

Address

2. LOCAL BUSINESS PREFERENCE STATEMENT (CODE, CHAPTER 34, SECTTON 34-230]-

Local business means a Person, including a foreign corporation authorized to transact business in lllinois, having a bona fide
establishment located within the Counly at which it is transacting business on the date when a Bid is submitted to the County, and
which employs the majority of its regular, full-time work force within the County. A Joint Venlure shall conslitule a Local Business if one
or more Persons that qualify as a "Local Business" hold interests totaling over 50 percent in the Joint Venture, even if the Joint Venture
does not, at the time of the'Bid submittal, have such a bona fide establishment within the County.

a) ls Applicant a,"Local Business" as defined above?

Yes: No:___J_

b) lf yes, list business addresses Wthin Cook County:

c) Does Applicant employ the majority of its regularfull-time workforce within Cook County?

Yes:

3. THE CHILD SUPPORT ENFORCEMENT ORDTNANCE (CODE, CHAPTER 34, SECTTON 34-1721

Every Applicant for a County Privilege shall be in full compliance with any child support order before such Applicant is entitled to receive or

renew a County Privilege. When delinquent child support exists, the County shall not issue or renew any County Privilege, and may revoke
any County Privilege.

All Applicants are reguired to review the Cook County Affidavit of Child Support Obligations attached to this EDS {EDS-S) and

complete the Affidavit, based on the inslructions in the Affidavit.
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CoNTMCT NO. 1550-14939
4. REAL ESTATE OWNERSHIP DISCLOSURES.

The Applicant must indicate by checking the appropriate provision below and providing all required information that either:

a) The following is a complete list of all real estate owned by the Applicant in Cook County:

PERMANENT INDEX NUMBER(S):

(ATTACH SHEET IF NECESSARY TO LIST ADDITIONAL INDEX

NUMBERS)

OR:

' b) X_The Applicant owns no real eslate in Cook County.

5. EXCEPTIONS TO CERTIFICATIONS OR DISCLOSURES.

. lf the Applicant is unable to certifo to any of the Certifications or any bther statements contained in this EDS and not explained elsewhere in

this EDS, the Applicanl must explain below:

Dell SecureWorks Resoonse: lr,lone

lf the letters, "NA', the word "None' or 1No Response" appears abbve, or if the space is left blank, it will be conclusively presumeO that the

Applicant cbrtified to all Certifications and other stiatements contained in this EDS.
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CoNTRACT NO. 1 550-14939

COOK COUNTY DISCLOSURE OF OWNERSHIP INTEREST STATEMENT

The Cook County Code of Ordinances ($2-610 ef seq.) requires that any Applicant for any County Action must disclose information
conceming ownership interests in the Applicant. This Disclosure of Ownership lnterest Statement must be completed with all
information current as of the date this Statement is signed. Furthermore, this Statement must be kept current, by filing an amended
Statement, until such time as the County Board or County Agency shall take action on the application. The information contained in
this Statement will be maintained in a database and made available for public viewing.

lf you are asked to list names, but there are no applicable names to list, you must state NONE. An incomplete Statement will be
returned and any action regarding this contract will be delayed. A failure to fully comply with the ordinance may result in the action
taken by the County Board or County Agency being voided.

"Applicanf' means any Entity or person making an application to the County for any County Action.
.County Action" means any action by a County Agency, a County Department, or the County Board regarding an ordinance or
ordinance amendment, a County Board approval, or other County agency approval, with respect to contracts, leases, or sale or
purchase of real estate.

"Person" "Entity" or "Legal Entity'means a sole proprietorship, corporation, partnership, association, business trust, estate, two or
more persons having a joint or common interest, trustee of a land trust, other commercial or legal entity or any beneficiary or
beneficiaries thereof.

This Disclosure of Ownership lnterest Statement must be submifted by :

1. An Applicant for County Action and

2. A Person that holds stock or a beneficial interest in the Applicant and is listed on the Applicant's Statement (a "Holde/') must file a
Statement and complete #1 only under Ownership Interest Declaration.

Please print or type responses clearly and legibly. Add additional pages if needed, being careful to identify each portion of the form to
which each additional page refers.

ris Statement is being made by the I X ] Applicant or

This Statement is an:

ldentifying lnformation :

Name SECUREWORKS.INC.

I X ] Original Statement or I

I Stock/Beneficial lnterest Holder

lAmended Statement

D/B/A: DELLSECUREWORKS FEIN NO.:26-2032356

Street Address: One Concourse Parkurav, Suite 500

City: Atlanta State: GA

Phone No.:40it-327-6339 Fax Number: 40+7284144

Cook County Business Registration Number:
(Sole Proprietor, Joint Venture Partnership)

Corporate File Number (if applicable):

Form of Legal Entity:

t I Sole Proprietor [ ]

Zip Code: 30328

Email: jnfo@secureworks.com

Partnership

Estate

Corporation

Association

Trustee of Land Trust

Joint Venture

tItI

t1tItl

IxI

Business Trust t 1

EDS-6
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CoNTRACT NO. 1 550-14939

Ownership lnterest Declaration:

: List the name(s), address, and percent ownership of each Person having a legal or beneficial interest (including ownership) of
more than five percent (5%) in the ApplicanUHolder.

Name

Dell SecureWorks Resoonse: None

Address Percentage lnterest in
ApplicanUHolder

2. lf the interest of any Person listed in (1) above is held as an agent or agents, or a nominee or nominees, list the name and
address of the principal on whose behalf the interest is held,

Name of AgenUNominee Name of Principal Principal's Address

Not applicable

3. ls the Applicant constructively controlled by another person or Legal Entity? [ X ] Yes [ ] No

lf yes, state the name, address and percentage of beneficial interest of such person, and the relationship under which such
control is being or may be exercised.

Name Address Percentage of Relationship
Beneficial lnterest

DELL lNC. One Dell llYay, Round Rock, TX 78682 100 % Parent Gomoanv

Corporate Officers, Members and Partners lnformation:

, rr all corporations, list the names, addresses, and terms for all corporate officers. For all limited liability companies, list the names,
-ddresses for all members. For all partnerships and joint ventures, list the names, addresses, for each partner or joint venture.

Name Address Title (specify title of Term of Office
Office, or whether manager
or partner/joint venture)

Michael Dell One DellWay. Round Rock. TX 78682 Chief Executive Officer since 1984

Marius Haas One Dell Wav. Round Rock. TX 78682 Chief Commercial Officer and President

Karen Quintos one Dellway. Round Rock. TX 78682 chief Marketino officer

Richard Rothberq. One DellWay. Round Rock. TX 78682 SVP. General Counsel

Thomas Sweet One Dell Wav. Round Rock. TX 78682 SVP. Chief Financial Officer

Jeffrev Clarke One Dell Way. Round Rock. TX 78682 Mce Chairman. Operations and President. Client Solutions

Steve Price. One Dell Wav. Round Rock. TX 78682 SVP. Human Resources

Rorv Read One DellWay. Round Rock. TX 78682 Chief lntegration Officer

John Swainson. One Dell Way. Round Rock. TX 78682 President. Software

Sures Vaswani, One Dell Wav. Round Rock. TX 78682 President. Services

Declaration (check the applicable box):

t X ] I state under oath that the Applicant has withheld no disclosure as to ownership interest in the Applicant nor reserved
any information, data or plan as to the intended use or purpose for which the Applicant seeks County Board or other County
Agency action.

i I state under oath that the Holder has withheld no disclosure as to ownership interest nor reserved any information required to
be disclosed.
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COOK COUNTY DISCLOSURE OF OWNERSHIP INTEREST STATEMENT SIGNATURE PAGE

5'e 
" 

r reUo" ks Zn''
e1'm-;/ 7{d**'-

df Aau-G se.,"-,. *.r/s, , t^,--
E-mail address

/"7o1 Qrn.rL-
Title

rr/ze d
Date

/a/'zJ {' o /?d
Phone Number

Subscribed to and sworn before me

this J3 aayor llM ,2olf

Notary Public Signature
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CoNTRACT NO. 1 550-14939

COOK COT]NTYBOARD OF ETHICS
69 W. V/ASHINGTON STREET, SUITE 3O4O

CHICAGO, ILLINOIS 60602
312/603-4304 Office 3121603-9988 Fax

FAMILIAL RELATIONSIIIP DISCLOSURE PROVISION

Nepotism Disclosure Req uirement:

Doing a significant amount of business with the County requires that you disclose to the Board of Ethics the existence of any familial
relationships with any County employee or any person holding elective office in the State of Illinois, the County, or in any
municipality within the County. The Ethics Ordinance defines a significant amount of business for the purpose of this disclosure
requirement as more than $25,000 in aggregate County leases, contracts, purchases or sales in any calendar year.

If you are unsure of whether the business you do with the County or a County agency will cross this threshold, err on the side of
caution by completing the attached familial disclosure form because, among other potential penalties, any person found guilty of
failing to make a required disclosure or knowingly filing a false, misleading, or incomplete disclosure will be prohibited from doing
any business with the County for a period of three years. The required disclosure should be filed with the Board of Ethics by January
I of each calendar year in which you are doing business with the County and again with each bid/proposaVquotation to do business
with Cook County. The Board of Ethics may assess a late filing fee of $100 per day after an initial30-day grace period.

-he person that is doing business with the County must disclose his or her familial relationships. If the person on the County lease or
-ontract or purchasing from or selling to the County is a business entity, then the business entity must disclose the familial
relationships of the individuals who are and, during tle year prior to doing business with the County, were:

o its board of directors,
o its officers,
o its employees or independent contractors responsible for the general administration of the entity,
r its agents authorized to execute documents on behalfofthe entity, and
o its employees who directly engage or engaged in doing work with the County on behalf of the entity.

Do not hesitate to contact the Board of Ethics at (312) 603-4304 for assistance in determining the scope of any required familial
relationship disclosure.

Additional Definitions:

"Familial relationship" means a person who is a spouse, domestic partner or civil union partner of a County employee or State,
County or municipal official, or any person who is related to such an employee or official, whether by blood, marriage or adoption, as
a:

! Parent
! child
n Brother
D Sister
n Aunt
tr Uncle
n Niece
! Nephew

! Grandparent
n Grandchild
n Father-in-law
! Mother-in-law
! Son-in-law
! Daughter-in-law
! Brother-in-law
! Sister-in-law

! Stepfather
tr Stepmother
n Stepson
E Stepdaughter
tr Stepbrother
n Stepsister
! Half-brother
n Haffi-sister
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CoNTRACT NO. 1 550-14939
COOK COTJNTY BOARD OF ETHICS

FAMILIAL RELATIONSHIP DISCLOSTJRE FORM

B.

A. PERSON DOING OR SEEKING TO DO BUSINESS WITH THE COUNTY

Name of Person Doing Business with the County: Entitv = Dell Securel,yorks

Address of Person Doing Business with the County: One Concourse Parkwav Suite 500. Atlanta. GA 30328

Phone number of Person Doing Business with the county: David Baum. 404-327-6339

Email address of Person Doing Business with the county: Legal@secureworks.com

If Person Doing Business with the County is a Business Entity, provide the name, title and contact information for the
individual completing this disclosure on behalf of the Person Doing Business with the County:

David Bau m, Sen ior Legal Cou n s el, 40 4-322 -$339, legal@secu reworks.com

DESCRIPTION OF BUSINESS WITH THE COTJNTY
Append additional pages qs needed andfor each County lease, contract, purchase or sale sought and/or obtained
during the calendar year ofthis disclosure (or the proceeding calendar year ifdisclosure is made on January 1),
identifi:

The lease number, contract number, purchase order number, request for proposal number andor request for qualification
number associated with the business you are doing or seeking to do with the county:

RFP No. 1550-14939

The aggregate dollar value of the business you are doing or seeking to do with the County: $

The name, title and contact information for the County official(s) or employee(s) involved in negotiating the business you are
doing or seeking to do with the County:

The name, title and contact information for the County official(s) or employee(s) involved in managing the business you are
doing or seeking to do with the County:

DISCLOSUIIE OF FAMILIAL RELATIONSHIPS WITII COT]NTY EMPLOYEES OR STATE. COT]NTY OR
MTJNICIPAL ELECTED OF'FICIALS

Check the box that applies and provide related information where needed

The Person Doing Business with the County is an individual and there is no familial relationship between this individual
and any Cook County employee or any person holding elective office in the State of Illinois, Cook County, or any
municipality within Cook County.

The Person Doing Business with the County is a business entity and there is no familial relationship between any member
of this business entity's board of directors, officers, persons responsible for general administration of the business entity,
agents authorized to execute documents on behalf of the business entity or employees directly engaged in contractual work
with the County on behalf of the business entity, and any Cook County employee or any person holding elective office in the
State of Illinois, Cook County, or any municipality within Cook County.

C.

&
x

r\rV
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CoNTRACT NO. 1 550-14939
COOK COTINTY BOARD OT ETHICS

FAMILIAL RELATIONSHIP DISCLOST]RE FORM

The Person Doing Business with the County is an individual and there is a familial relationship between this individual
and at least one Cook County employee and/or a person or persons holding elective office in the State of Illinois, Cook
County, and/or any municipality within Cook County. The familial relationships are as follows:

Name of Individual Doing
Business with the County

Name of Related County Title and Position of Related Nature of Familial
Employee or State, County or County Employee or State, County Relationship.
Municipal Elected Official or Municipal Elected Official

If more space is needed, attach an additional sheetfollowing the aboveformat.

The Person Doing Business with the County is a business entity and there is a familial relationship between at least one
member of this business entity's board of directors, officers, persons responsible for general administration of the business
entity, agents authorized to execute documents on behalf of the business entity and/or employees directly engaged in
contractual work with the County on behalf of the business entity, on the one hand, and at least one Cook County employee
and/or a person holding elective office in the State of Illinois, Cook County, and/or any municipality within Cook County, on
the other. The familial relationships are as follows:

Name of Member of Board
of Director for Business
Entity Doing Business with
.he County

Name of Officer for Business
Entity Doing Business with
the County

Name of Related County
Employee or State, County or
Municipal Elected Official

Title and Position of Related Nature of Familial
County Employee or State, County Relationship-
or Municipal Elected Official

Name of Related County Title and Position of Related Nature of Familial
Employee or State, County or County Employee or State, County Relationship*
Municipal Elected Ofiicial or Municipal Elected Offrcial

EDS-11 8t2015



Name of Person Responsible
for the General
\dministration of the

Business Entity Doing
Business with the County

Name of Agent Authorized
to Execute Documents for
Business Entity Doing
Business with the County

Name of Employee of
Business Entity Directly
Engaged in Doing Business
with the County

Name of Related County
Employee or State, County or
Municipal Elected Official

CoNTRACT NO. 1 550-14939
Title and Position of Related Nature of Familial
County Employee or State, County Relationship.
or Municipal Elected Official

Name of Related County
Employee or State, County or
Municipal Elected Official

Title and Position of Related Nature of Familial
County Employee or State, County Relationship'
or Municipal Elected Official

Name of Related County
Employee or State, County or
Municipal Elected Official

Title and Position of Related Nature of Familial
County Employee or State, County Relationship*
or Municipal Elected Official

If more space is needed, attach qn additional sheetfollowing the aboveformat.

VERIFICATION: To the best of my knowledge, the information I have provided on this disclosure form is accurate and complete.
acknowledge that an inaccurate or incomplete disclosure is punishable by Lw, including bqt not limited to fines and debarment.

/ t ^',

Date

SI.IBMIT COMPLETED FORM TO: Cook County Board of Ethics
69 West Washington Street, Suite 3040, Chicago, Illinois 60602
Office (312) 603-4304 - Fax (312) 603-9988
CookCounty.Ethics@cookcountyil. gov

Spouse, domestic partner, civil union parher or parent, child, sibling, aunt, uncle, niece, nephew, grandparent or grandchild
by blood, marriage (i.e. n laws and step relations) or adoption.
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ooNTRACT NO. 1 550-1 4939
SECTION 4

COOK COTINTY AFFIDAVIT TOR WAGE TIIET'T ORDINANCE

Effective May 1, 2015, every Person,ETlec,rrve l/|ay 1, zt)15, every Person, includinq Substantial Owners, seeking a Contract with Cook County must comply with the Cook County Wage Theft
Ordinance set forth in Chapter 34, Article lV, Section 179. Any Person/Substantial Owner, who fails to comply with Cook County Wage Theft OrJinance,
may request that the Chief Procurement Officer grant a reduction or waiver in accordance with Section 34-179(d).

"Contract' means any written document to make Procurements by or on behalf of Cook County.

"Person" means any individual, corporation, partnership, Joint Venture, trust, association, limited liability company, sole proprietorship or other legal entity.

"Procurement' means obtaining supplies, equipment, goods, or seMces of any kind.

"Substantial Ownef'means any person or persons who own or hold a twenty-five percent (25%) or more percentage of interest in any business entlty
9e9fj!S a County Privilege, including those shareholders, generat or limited partners, beneflciaries and principals; except where a business entity is an
individual or sole proprietorship, Substantial Owner means that individual or sole proprietor.

All Persons/Substantial Owners are required to complete this affidavit and comply with the Cook County Wage Theft Ordinance before any Contract is
awarded. Signature of this form constitutes a certification the information provided below is correct and complete, and that the individual(s) signing this form
has/have personal knowledqe of such information.

l. Gontract lnformation:

Contract Number: RFP No. '1550-14939

County Using Agency (requesting Procurement): Cook Countv, lllinois

ll. Person/Substantial Owner Information:

Person (Corporate Entity Name): SecureWorks lnc. doinq business as Dell SecureWorks

Substantial Owner Complete Name: Michael Dell

trtN# 26-2932356

Date of Birlh: confidential E-mail address: leqal@secureworks.com

Street Address: One Dell Wav

City: Round Rock State: TX Zip: 78682

Home Phone: (_.) confidential Driver's License No: confidential

lll. Compliance with Wage Laws:

Within the past five years has the Person/Substantial Owner, in any judicial or administrative proceeding, been convicted of, entered a
plea, made an admission of guilt or liability, or had an administrative finding made for committing a repeated or willful violation of any of
the following laws:

lllinois Wage Payment and Coltection Act, 820 1LCS 115/1 ef seg., NO

lllinois Minimum Wage Act, 820 ILCS 105/1 ef seg., NO

lllinois Worker Adiustment and Retraining Notification Act, 820 ILCS 65/1 ef seg., NO

Employee Classification Act, 820 ILCS 1gS/1 ef seq., NO

Fair Labor Standards Act of 1938, 29 U.S.C. 201, et seq., NO

Any comparable state statute or regulation of any state, which governs the payment of wages NO

'+ the Person/Substantial Owner answered "Yes" to any of the questions above, it is ineligible to enter into a Contract with Cook
:unty, but can request a reduction or waiver under Section IV.
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CoNTRACT NO. 1550-14939

lV. Request for Waiver or Reduction

lf Person/Substantial Owner answered "Yes" to any of the questions above, it may request a reduction or waiver in
accordance with Section 34-179(d), provided that the request for reduction of waiver is made on the basis of one or more of
the following actions that have taken place:

There has been a bona fide change in ownership or Control of the ineligible Person or Substantial Owner
YES orAlO

Disciplinary action has been taken against the individual(s) responsible for the acts giving rise to. the violation
YES or NO

' Remedial action has been taken to prevent a recurrence of the acts giving rise to the disqualification or default
YES orNO

Other factors that the Person or Substantial Owner believe are relevant.
YES or NO

The Person/Substantial Owner must submit documentation to supoorT the basis of its reoqest for a reduction or waiver. The Chief
Procurement Officer reserves the riqht to make additional inquiries and request additional documentation.

V. Affirmation
The Person/Substantial Owner affirms that all statements contained in the Affidavit are true, accurate and complete.

Signature: o,r", rr/zs/tf

Name of Person signing (Print): T arr'/ 7. B ou^ rire: /ca ^/ D*.4.
J

Subscribed and sworn to before ^"ui" 
J- L/ 

aav ot 7 a*-n /p<- ,zo f{

Note: The above information is subject to verification prior to the award dl

Notary Public Signature
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CoNTRACT NO. 1550-14939
SECTION 5

CONTRACT AND EDS EXECUTION PAGE
PLEASE AGCUTE THREE OR'GINAL COPIES

The Applicant hereby certifies and warrants that all of the statements, certifications and representations set forth in this EDS are true,
complete and conect; that the Applicant is in full compliance and will continue to be in compliance throughout the term of the Contract or
County Privilege issued to the Applicant with all the policies and requirements set forth in this EDS; and that all fac{s and information
provided by the Applicant in this EDS are true, complete and correct. The Applicant agrees to inform the Chief Procurement Oficer in

w'iting if any of such statements, certifications, representations, facts or information becomes or is found to be untrue, incomplete or
incorrect during the term of the Contrac{ or County Privilege.

Execution by LLC

Corporation's Name

Secretary Signature

LLC Name *Member/Manager Printed Name and Signature

Date Telephone and Email

Execution by Partnerchip/Joint Venture

Partnership/Joint Venture Name *Partner/Joint Venturer Printed Name and Signature

Date Telephone and Email

Execution by Sole Proprietorship

Printed Name and Signature Date

Telephone

Subscr:ibed and sworn to before me this
22 . day otJrrq., ,zolk.

o.l'81"33t.

My commission expires:

=a
g3
Qreuro

Email

partners, or joint venturers, please complete and execute additional Contract and EDS Execution Pages.

EDS-17 }n}lf

, fr,^n A. &rrtr"- Slzolzott
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CERTIFICATE OF INCUMBENCY

I, George Hanna, Vice President and General Counsel of SecureWorks, lnc. (the "Firm"), a
company duly organized and validly existing under the laws of the state of Georgia, hereby
certify as follows:

I have reviewed the constifutional documents and resolutions of the Board of Directors of
SecureWorks Corp., a Delaware corporation, of which the Firm is a wholly-owned subsidiary,
and certify that the individual named below is authorized to act on behalf of the Firm to sign,
execute and deliver, on behalf of the Firm, the Economic Disclosure Statement and Identification
of Subcontractor/Supplier/Sub-consultant Form with The County of Cook located in Chicago,
IL. The person named below is duly qualified and acting representative of the Firm, duly
appointed and authorized to sign the Economic Disclosure Statement and the Identification of
Subcontractor/Supplier/Sub-consultant Form aforementioned and all documentation required by
The County of Cook located in Chicago, IL for this pu{pose. The'signature set opposite the
name of that person is the genuine signature of said person.

Name

Cheryl Strack

George Hanna, Vice President and General Counsel of
SecureWorks, Inc.

State of Georgia
County of Cobb

Signed and sworn to before me on this 22n! day of J,rlt , 2016, by George
Hanna, Vice President and General Counsel of SecureWorks, Inc., a company duly organized
and validly existing under the laws of the state of Georgia, who is personally known and/or
proved to me on the basis of satisfactory evidence, to be the person who appeared before me.

My Commission Expires:
Slzoltotg

.nl'81"1?',,
sMi*fj..i2

5^>rioouorn ar\'lr=

#;*;l::::,,#
wi-i+,ii1i:oY.:z,il1'1;,',;,i



CoNTRACT NO. 1550-14939
SECTION 6

COOK COUNTY SIGNATURE PAGE

ON BEHALF OF THE COUNTY OF COOK, A BODY POLITIC AND CORPOMTE OF THE STATE OF ILLINOIS, THIS CONTMCT IS HEREBY EXECUTED BY

?h^€ L
COOK COUNTY CHIEF PROCUREMENT OFFICER

DATED AT CHICAGO, ILLINOIS THIS 21 ,oro, Ja ly ,, lu

IN THE CASE OF A BID/ PROPOSAL'RESPONSE, THE COUNTY HEREBY ACCEPTS:

THE FOREGOING BID/PROPOSAURESPONSE AS IDENTIFIED IN THE CONTMCT DOCUMENTS FOR CONTMCT NUMBER

1550-14939

OR

rTEM(S), SECTION(S), PART(S)

TOTAL AMOUNT OF CONTMCT: $ 2,459.632.50

(DOLLARS AND CENTS)

FUND CHARGEABLE

ANT STA

over $ 1 ,000,000.00)

l[[[B[$BP'I'[i,"fr SEP'?S

,llll 1 3 2016
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